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1
Introduction

1.1 Scope of the Book

For some years, commentators have been predicting the ‘convergence’ of the
Internet and mobile industries. But what does convergence mean? Is it just
about mobile phones providing Internet access? Will the coming together of
two huge industries actually be much more about collision than conver-
gence? In truth, there are lots of possibilities about what convergence
might mean, such as:

† Internet providers also supply mobile phones – or vice versa, of course.
† The user’s mobile phone is replaced with a palmtop computer.
† The mobile Internet leads to a whole range of new applications.
† The Internet and mobile systems run over the same network.

This book is about the convergence of the Internet – the ‘IP’ of our title –
with mobile – the ‘3G’, as in ‘third generation mobile phones’. The book
largely focuses on technology – rather than commercial or user-oriented
considerations, for example – and in particular on the network aspects. In
other words, in terms of the list above, the book is about the final bullet:
about bringing the networking protocols and principles of IP into 3G
networks. To achieve this, we need to explain what ‘IP’ and ‘3G’ are sepa-
rately – in fact, this forms the bulk of the book – before examining their
‘convergence’.

The first chapter provides some initial ‘high level’ motivation for why ‘IP
for 3G’ is considered a good thing. The reasons fall into two main areas –
engineering and economic.

The final chapter covers the technical detail about how IP could play a role
in (evolving) 3G networks. Where is it likely to appear first? In what ways can
IP technologies contribute further? What developments are needed for this to
happen? What might the final ‘converged’ network look like?

In between the two outer chapters come five inner chapters. These provide
a comprehensive introduction to the technical aspects of IP and 3G. IP and
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3G are treated separately; this will make them useful as stand-alone refer-
ence material. The aims of these inner chapters are:

† To explain what 3G is – Particularly to explore its architecture and the
critical networking aspects (such as security, quality of service and mobi-
lity management) that characterise it (Chapter 2).

† To introduce ‘all about IP’ – Particularly the Internet protocol stack, IP
routing and addressing, and security in IP networks (Chapter 3).

† To survey critically, and give some personal perspectives about, on-going
developments in IP networks in areas that are likely to be most important:

† Call/session control – Examining what a session is and why session
management matters, and focusing on the SIP protocol (Session Initiation
Protocol) (Chapter 4).

† Mobility Management – Discussing what ‘IP mobility’ is, and summaris-
ing, analysing and comparing some of the (many) protocols to solve it
(Chapter 5).

† QoS (Quality of Service) – Examining what QoS is, its key elements, the
problems posed by mobility and wireless networks; analysing some of the
current and proposed protocols for QoS; and proposing a solution for ‘IP
for 3G’ (Chapter 6).

† To provide a build-up to Chapter 7, which aims to bring many of the issues
together and provide our perspective on how ‘IP for 3G’ could (or should)
develop.

The topics covered by this book are wide-ranging and are under active
development by the world-wide research community – many details are
changing rapidly – it is a very exciting area in which to work. Parts of the
book give our perspective on areas of active debate and research.

1.2 IP for 3G

This section concerns ‘IP for 3G’ and explains what is meant by the terms ‘IP’
and ‘3G’. It also hopefully positions it with regard to things that readers may
already know about IP or 3G, i.e. previous knowledge is helpful but not a
prerequisite.

1.2.1 IP

What is meant by ‘IP’ in the context of this book?
IP stands for the ‘Internet Protocol’, which specifies how to segment data

into packets, with a header that (amongst other things) specifies the two end
points between which the packet is to be transferred. ‘IP’ in the context of
this book should not be interpreted in such a narrow sense, but rather more
generally as a synonym for the ‘Internet’. Indeed, perhaps ‘Internet for 3G’
would be a more accurate title.

INTRODUCTION2



The word ‘Internet’ has several connotations. First, and most obviously,
‘Internet’ refers to ‘surfing’ – the user’s activity of looking at web pages,
ordering goods on-line, doing e-mail and so on, which can involve accessing
public sites or private (internal company) sites. This whole field of applica-
tions and the user experience are not the focus of this book. Instead, atten-
tion is focused on the underlying network and protocols that enable this user
experience and such a range of applications. Next, ‘Internet’ refers to the
network, i.e. the routers and links over which the IP packets generated by the
application (the ‘surfing’) are transferred from the source to the destination.

Then, there are the ‘Internet’ protocols – the family of protocols that the
Internet network and terminal run; things like TCP (Transmission Control
Protocol, which regulates the source’s transmissions) and DHCP (Dynamic
Host Configuration Protocol, which enables terminals to obtain an IPaddress
dynamically).

The term ‘Internet’ can also be used more loosely to refer to the IETF – the
Internet Engineering Task Force – which is the body that standardises Internet
protocols. It is noteworthy for its standardisation process being: (1) open –
anyone can contribute (for free) and attend meetings; (2) pragmatic – deci-
sions are based on rough consensus and running code.

The Internet standardisation process appears to be faster and more
dynamic than that of traditional mobile standardisation organisations –
such as ETSI, for example. However, in reality, they are trying to do rather
different jobs. In the IETF, the emphasis is on protocols – one protocol per
function (thus, TCP for transport, HTTP for hypertext transport and so forth).
The IETF has only a very loose architecture and general architectural prin-
ciples. Many details of building IP systems are left to integrators and manu-
facturers. In contrast, the standards for GSM, for example, are based around
a fixed architecture and tightly defined interfaces (which include protocols).
The advantage of defining interfaces, as opposed to just protocols, is that that
much more of the design work has been done and equipment from different
manufactures will always inter-operate. As will be seen later, there is a large
amount of work to be done to turn the IETF protocols into something that
resembles a mobile architecture, and Chapter 7 introduces some fixed
elements and interfaces to accomplish this.

Finally, ‘Internet’ can also imply the ‘design principles’ that are inherent in
the Internet protocols.

Chapters 3–6 cover various Internet protocols. Later in this chapter, the
reasons for why IP’s design principles are a good thing and therefore should
be worked into 3G are discussed.

1.2.2 3G

What is meant by ‘3G’ in the context of this book?

IP FOR 3G 3



‘3G’ is short for ‘third generation mobile systems’. 3G is the successor of
2G – the existing digital mobile systems: GSM in most of the world, D-AMPS
in the US, and PHS and PDC in Japan. 2G in turn was the successor of 1G –
the original analogue mobile systems. Just as for ‘IP’, the term ‘3G’ also has
several connotations.

First, ‘3G’ as in its spectrum: the particular radio frequencies in which a
3G system can be operated. 3G has entered the consciousness of the general
public because of the recent selling off of 3G spectrum in many countries
and, in particular, the breathtaking prices reached in the UK and Germany.
From a user’s perspective, ‘3G’ is about the particular services it promises to
deliver. 1G and 2G were primarily designed to carry voice calls; although
2G’s design also includes ‘short message services’, the success of text messa-
ging has been quite unexpected. 3G should deliver higher data rates (up to 2
Mbit/s is often claimed, though it is likely to be much lower for many years
and in many environments), with particular emphasis on multimedia (like
video calls) and data delivery.

The term ‘3G’ also covers two technical aspects. First is the air interface,
i.e. the particular way in which the radio transmission is modulated in order
to transfer information ‘over the air’ to the receiver. For most of the 3G
systems being launched over the next few years, the air interface is a variant
of W-CDMA (Wideband Code Division Multiple Access). The second tech-
nical aspect of ‘3G’ is its network. The network includes all the base stations,
switches, gateways, databases and the (wired) links between them, as well as
the definition of the interfaces between these various components (i.e. the
architecture). Included here is how the network performs functions such as
security (e.g. authenticating the user), quality of service (e.g. prioritising a
video call over a data transfer) and mobility management (e.g. delivering
service when moving to the coverage of an adjacent base station). Several
specific 3G systems have been developed, including UMTS in Europe and
cdma2000 in the US. A reasonable summary is that the 3G network is based
on an evolved 2G network.

All these topics, especially the networking aspects, are covered in more
detail in Chapter 2.

1.2.3 IP for 3G

What is meant by IP for 3G? 3G systems will include IP multimedia allowing
the user to browse the Internet, send e-mails, and so forth. There is also a
second phase of UMTS being developed, as will be detailed in Chapter 7, that
specifically includes something called the Internet Multimedia Subsystem.
Why, then, is IP argued for in 3G? The issue of IP for 3G is really more about
driving changes to Internet protocols to make them suitable to provide 3G
functionality – supporting aspects like handover of real-time services and
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guaranteed QoS. If a 3G network could be built using (enhanced) IP routers
and servers and common IP protocols, then:

† It might be cheaper to procure through economies of scale due to a
greater commonality with fixed networks.

† It could support new IP network layer functionality, such as multicast and
anycast, natively, i.e. more cheaply without using bridges, etc.

† It would offer operators greater commonality with fixed IP networks and
thus savings from having fewer types of equipment to maintain and the
ability to offer common fixed/mobile services.

† It would be easier for operators to integrate other access technologies
(such as wireless LANs) with wide-area cellular technologies.

So, IP for 3G is about costs and services – if IP mobility, QoS, security and
session negotiation protocols can be enhanced/developed to support mobile
users, including 3G functionality such as real-time handover, and a suitable
IParchitecture developed, then we believe there will be real benefits to users
and operators. This book, then, is largely about IP protocols and how current
research is moving in these areas. The final chapter attempts to build an
architecture that uses native IP routing and looks at how some of this func-
tionality is already being included in 3G standards.

1.3 Engineering Reasons for ‘IP for 3G’

Here, only preliminary points are outlined (see [1] for further discussion),
basically providing some hints as to why the book covers the topics it does
(Chapters 2–6) and where it is going (Chapter 7). One way into this is to
examine the strengths and weaknesses of IP and 3G. The belief, therefore, is
that ‘IP for 3G’ would combine their strengths and alleviate their weak-
nesses. At least it indicates the areas that research and development need
to concentrate on in order for ‘IP for 3G’ to happen.

1.3.1 IP Design Principles

Perhaps the most important distinction between the Internet and 3G (or more
generally the traditional approach to telecomms) is to do with how they go
about designing a system. There are clearly many aspects involved – security,
QoS, mobility management, the service itself, the link layer technology (e.g.
the air interface), the terminals, and so on. The traditional telecomms
approach is to design everything as part of a single process, leading to
what is conceptually a single standard (in reality, a tightly coupled set of
standards). Building a new system will thus involve the design of everything
from top to bottom from scratch (and thus it is often called the ‘Stovepipe
Approach’). By contrast, the IP approach is to design a ‘small’ protocol that
does one particular task, and to combine it with other protocols (which may
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already exist) in order to build a system. IP therefore federates together
protocols selected from a loose collection. To put it another way, the IP
approach is that a particular layer of the protocol stack does a particular
task. This is captured by the IP design principle, always keep layer transpar-
ency, or by the phrase, IP over everything and everything over IP. This means
that IP can run on top of any link layer (i.e. bit transport) technology and that
any service can run on top of IP. Most importantly, the service is not
concerned with, and has no knowledge of, the link layer. The analogy is
often drawn with the hourglass, e.g. [2], with its narrow waist representing
the simple, single IP layer (Figure 1.1). The key requirement is to have a well-
defined interface between the layers, so that the layer above knows what
behaviour to expect from the layer below, and what functionality it can use.
By contrast, the Stovepipe Approach builds a vertically integrated solution,
i.e. the whole system, from services through network to the air interface, is
designed as a single entity. So, for example in 3G, the voice application is
specially designed to fit with the W-CDMA air interface.

Another distinction between the Internet and 3G is where the function-
ality is placed. 3G (and traditional telcomms networks) places a large
amount of functionality within the network, for example at the Mobile
Switching Centre. The Internet tries to avoid this, and to confine function-
ality as far as possible to the edge of the network, thus keeping the network
as simple as possible. This is captured by the IP design principle: always
think end to end.

INTRODUCTION6
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It is an assertion that the end systems (terminals) are best placed to under-
stand what the applications or user wants. The principle justifies why IP is
connectionless (whereas the fixed and mobile telephony networks are
connection-oriented). So, every IP packet includes its destination in its
header, whereas a connection-oriented network must establish a connection
in advance, i.e. before any data can be transferred. One implication is that,
in a connection-oriented network, the switches en route must remember
details of the connection (it goes between this input and that output port,
with so much bandwidth, and a particular service type, etc.).

1.3.2 Benefits of the IP approach

IP is basically a connectionless packet delivery service that can run over just
about any Layer 2 technology. In itself, it is not the World Wide Web or e-
mail or Internet banking or any other application. IP has been successful
because it has shown that for non-real-time applications, a connectionless
packet service is the right network technology. It has been helped by the
introduction of optical fibre networks, with their very low error rates, making
much of the heavyweight error correction abilities of older packet protocols
like X25 unnecessary.

IP also decouples the network layer very clearly from the service and
application. Operating systems like Windows have IP sockets that can be
used by applications written by anyone; a lone programmer can devise a
new astrology calculator and set up a server in his garage to launch the
service. Because IP networks provide so little functionality (IP packet deliv-
ery), the interfaces to them are simple and can be opened without fear of
new services bringing the network down, the point being that IP connectivity
has become a commodity and it has been decoupled (by the nature of IP)
from the content/applications.

IP applications also tend to make use of end-to-end functionality: when a
user is online to their bank, they require that their financial details be heavily
encrypted. This functionality could have been provided by the network, but
instead, it is done on a secure sockets layer above the IP layer in the browser
and the bank’s server. Clearly, this is a more flexible approach – the user can
download a certificate and upgrade to 128-bit security instantly – if the
network were providing the service, there would be a requirement for signal-
ling, and new features would have to be integrated and tested with the rest of
the features of the network.

1.3.3 Weaknesses of the IP approach

IP is not a complete architecture or a network design – it is a set of protocols.
If a number of routers were purchased and connected to customers, custo-
mers could indeed be offered a connectionless packet delivery service. It
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would quickly become apparent that the amount of user traffic entering your
network would need to be limited (perhaps through charging). To make sure
that everybody had a reasonable throughput, the network would have to be
over-provisioned. A billing engine, network management platform (to iden-
tify when the routers and connections break), and help desk would be
needed also, in other words, quite a lot of the paraphernalia of a more
‘traditional’ fixed network.

If customers then said that they wanted real-time service support (to run
voice, say), something like an ATM network underneath the IP would need to
be installed, to guarantee that packets arrive within a certain maximum
delay. In fact, IP is fundamentally unsuited to delivering packets within a
time limit and, as will be seen in Chapter 6, adding this functionality, espe-
cially for mobile users, is a very hot IP research topic. In the end, adding real-
time QoS to IP will mean ‘fattening’ the hourglass and losing some of the
simplicity of IP networks.

IP networks also rely on the principle of global addressing, and this IP
address is attached to every packet. Unfortunately, there are not enough IP
addresses to go round – since the address field is limited to 32 bits. Conse-
quently, a new version of the IP protocol – IPv6 – is being introduced to
extend the address space to 128 bits. The two versions of IPalso have to sit in
the hourglass – fattening it still further. Chapter 3 looks at the operation of IP
in general and also discusses the issue of IPv6.

Another issue is that the Internet assumes that the end points are fixed.
If a terminal moves to a new point of attachment, it is basically treated in
the same as a new terminal. Clearly, a mobile voice user, for example, will
expect continuous service even if they happen to have handed over, i.e.
moved on to a new base station. Adding such mobility management
functionality is another key area under very active investigation (Chapter
5).

Because IP connectivity is just a socket on a computer, it is quite often the
case that applications on different terminals are incompatible in some way –
there is no standard browser, as some people use Netscape, some use Inter-
net Explorer, some have version 6, and so forth. When browsing, this is not
too much trouble, and the user can often download new plugins to enhance
functionality. When trying to set up something like a real-time voice call,
however, this means quite a lot of negotiation on coding rates and formats,
etc. In addition, the user’s IP address will change at each log in (or periodi-
cally on DSL supported sessions also) – meaning that individuals (as opposed
to servers using DNS) are nearly impossible to locate instantly for setting up a
voice session. What is needed in IP is a way of identifying users that is fixed
(e.g. comparable with an e-mail address), binding it more rapidly to one (or
more) changing IP addresses, and then being able to negotiate sessions
(agreeing such things as coding rates and formats). Chapter 4 provides details
on how the Session Initiation Protocol (SIP) is able to fulfil this role.

It is interesting that some of the approaches to solving these downsides
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involve ‘weakening’ our two IP design principles – for example by adding
quality-of-service state to some routers (i.e. weakening the end-to-end prin-
ciple) or adding inter-layer hints between the link and IP layers (e.g. radio
power measurements are used to inform the IP layer that a handover is
imminent, i.e. weakening the layer transparency principle). So, a key unan-
swered question is: to what extent should the IP design principles – which
have served the Internet so well – be adapted to cope with the special
problems of wireless-ness and mobility? Part of Chapter 7 debates this.

1.4 Economic Reasons for ‘IP for 3G’

As already indicated, IP for 3G is about reducing costs. There is nothing that IP
for 3G will enable that cannot already be done in 3G – at a price. IP is just a
connectionless packet delivery service, and a 3G network could be thought of
as a Layer 2 network. The Layer 2 (3G) might not support multicast, but that
can still be emulated with a series of point-to-point connections. What adop-
tion of IP protocols and design principles might do for 3G is reduce costs; this
section delves deeper into exactly where 3G costs arise and explains in detail
how an IP-based evolution could, potentially, reduce them.

1.4.1 3G Business Case

3G Costs
First, there is the cost of the spectrum. This varies wildly from country to

country (see Table 1.1) from zero cost in Finland and Japan, up to $594 per
capita in Britain.
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Table 1.1 Licence cost ($) per capita in selected countries

Country Cost per capita (US$)

UK 594.20
Germany 566.90
Italy 174.20
Taiwan 108.20
US 80.90
South Korea 60.80
Singapore 42.60
Australia 30.30
Norway 20.50
Switzerland 16.50
Spain 11.20
Sweden 5.70
Japan 0.00
Finland 0.00

Note: US auction was for PCS Licences that can be upgraded
later to 3G.
Source: 3G Newsroom [3].



Second, there is the cost of the 3G network itself – the base stations,
switches, links, and so on. It is higher than for a 2G network, because the
base station sites need to be situated more densely, owing to the frequency of
operation and the limited spectrum being used to support broadband
services. For example, the consultancy Ovum estimates the cost as more
than $100 billion over the next five years in Europe alone [4], whereas for the
UK, Crown Castle estimate that a 3G operator will spend about £2850
million on infrastructure (i.e. capital expenditure) with an annual operating
cost of £450 million [5] (including: £840 million on sites; £1130 million on
Node Bs, £360 million on RNCs; £420 million on backhaul and £100
million on the Core Network).

These large amounts are a strong incentive for 3G operators to try to find
ways of sharing infrastructure and so share costs. For example, Mobilcom (a
German operator) estimates that 20–40% can be saved, mainly through
colocating base stations (‘site sharing’) [6], and in our UK example,
Crown Castle argues that the capital spend can be cut by almost one-
third to £2 billion [5]. However, sharing may not be in the interests of all
operators – Ovum outlines some of the pros and cons depending on the
operator’s market position [7] – but the burst of the dot.com bubble and the
global economic downturn have certainly increased interest in the idea.
Infrastructure sharing may not be permitted in all countries – for example,
the conditions attached to a licence may not allow it – but regulators are
being increasingly flexible (e.g. UK, France). Some governments (e.g. the
French and Spanish) are also reducing the licence cost from the agreed
amount [8].

3G Services and Income

A large number of services have been suggested for 3G. Here, we look at a
few of them.

Lessons from 2G – Voice

2G systems like GSM and D-AMPS have shown that voice communication is
a very desirable service and that customers will pay a considerable premium
for the advantage of mobility – a combination of being reachable anywhere
anytime and having one’s own personal, and personalised, terminal. For any
3G operator who does not have a 2G licence, voice will of course be a very
important service. But for all operators, it is likely to be the main initial
revenue stream.

For 2G systems, the Average Revenue Per User (ARPU) has dropped (and is
dropping) rapidly as the market saturates and competition bites. For exam-
ple, Analysys [9] predict that the European ARPU will continue to decline,
halving over the next 10 years from about 30 Euros per month in 2001. They

INTRODUCTION10



also suggest that a 3G operator cannot make a satisfactory return on voice
alone, because their cumulative cash flow only becomes positive in 2010.

If an operator cannot be profitable from voice alone, it clearly must
increase the revenue considerably with additional services. Since these
are likely to be data services of one form or another, the extra revenue
required is often called the ‘data gap’. Many services have been suggested
to bridge this ‘data gap’, which will be discussed shortly.

Lessons from 2.5G – i-mode, WAP and GPRS

The data capability enhancements that have been added on to 2G systems
can be viewed as a stepping stone to 3G – and hence they are collectively
called ‘2.5G’: an intermediate point in terms of technology (bit rates, etc.)
and commerce (the chance to try out new services, etc.).

Undoubtedly, the most successful so far has been i-mode in Japan. i-mode
allows users to do their e-mail and text messaging. Other popular activities
include viewing news and horoscopes, and downloading ring tones, cartoon
characters and train times. Users can connect to any site written in cHTML
(compact HTML – a subset of HTML (HyperText Markup Language) designed
so that pages can display quickly on the small screens of the i-mode term-
inals), but some sites are approved by NTTDoCoMo (the operator); these
have to go through a rigorous approval process, e.g. content must be chan-
ged very regularly. The belief is that if users can be confident that sites are
‘good’, that will encourage extra traffic and new subscribers in a virtuous
circle for the operators, content providers and customers. Current download
speeds are limited to 9.6 kbit/s with an upgrade to 28.8 kbit/s planned for
Spring 2002.

i-mode has grown very rapidly from its launch in February 1999 to over 28
million users in October 2001 [10]. The basic charge for i-mode is about 300
Yen ($2.50) per month, plus 2.4 Yen (2 cents) per kbyte downloaded. The
DoCoMo-approved ‘partner sites’ have a further subscription charge of up to
about 300 Yen ($2.50) per month, which is collected via the phone bill, with
DoCoMo retaining 9% as commission [11]. For other sites, DoCoMo just
receives the transport revenues.

GSM’s WAP (Wireless Application Protocol) is roughly equivalent to i-
mode, but has been far less successful, with fewer than 10% of subscribers.
The Economist [11] suggests various reasons for i-mode’s relative (and abso-
lute) success, for example:

† Low PC penetration in Japan (for cultural reasons).
† High charges for PSTN dial-up access in Japan.
† The Japanese enthusiasm for gadgets.
† Non-standardisation of i-mode – Meaning that an operator can launch a

new service more easily, including specifying to manufacturers what
handsets they want built (e.g. with larger LCD screens).

ECONOMIC REASONS FOR ‘IP FOR 3G’ 11



† Expectation management – This was sold to users as a special service
(with applications and content useful for people ‘on the move’), whereas
WAP was (over) hyped as being ‘just like the Internet’.

† Its business model – This provides a way for content producers to charge
consumers.

GPRS, which is a packet data service being added on to GSM networks,
has started rolling out during 2001. It will eventually offer connections at up
to 144 kbit/s, but 14–56 kbit/s to start with. Like i-mode, GPRS is an ‘always
on’ service. Again, this is likely to provide important lessons as to what sort of
services are popular with consumers and businesses, and how to make
money out of them.

3G Services

Many services have been suggested for 3G in order to bridge the ‘data gap’
discussed earlier, and so provide sufficient revenue to more than cover the
costs outlined above. Typical services proposed are m-commerce, location-
based services and multimedia (the integration of music, video, and voice –
such as video-phones, video-on-demand and multimedia messaging). Refer-
ence [12] discusses various possibilities. It is generally accepted that a wide
range of services is required – there is no single winner– but there are different
views as to which will prove more important than others. For example:

† Multimedia Messaging – Text messaging (e.g. SMS) has been very
successful, and on the Internet we are seeing a rapid growth in ‘instant
messaging’ (IM) – for example, AOL’s Instant Messenger and ICQ services
each have over 100 million registered users [13]. In particular, it is
predicted that the multimedia messaging service (MMS) will become
very popular in 3G. For example, Alatto believe that the primary data
revenue source will be MMS [14]. Typical MMS applications might be
the sharing of video clips and music – similar ideas have proved very
already popular on the Internet, e.g. Napster. 3G terminals are likely to
include a camera and appropriate display exactly to enable services like
these. In a similar vein, but using wireless LAN technology instead of 3G,
Cybiko includes MMS to nearby friends. (Cybiko is a wireless hand-held
computer for teens.)

† Location-based services – An operator knows the location of a mobile
user, and thus services can be tailored to them. For example, ‘where is the
nearest Thai restaurant?’; the reply can include a map to guide you there
and an assurance that a table is free. Early examples are available today,
for instance J-phone’s J-Navi service. Analysys expects that 50% of all
subscribers will use such services, with a global revenue of $18.5 billion
by the end of 2006 [15].
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† m-commerce – This is e-commerce to mobile terminals, for example,
ordering goods or checking your bank account. Durlacher predicted the
European m-commerce market to grow from Euro 323 million in 1998 to
Euro 23 billion by 2003 [16]. Sonera have trialled a service where drinks
can be bought from a vending machine via a premium-rate GSM phone
number or SMS message [15]. m-commerce will grow as techniques for
collecting micropayments are developed and refined. One possible
option is to have these collected by your service provider and added
and billed using either pre- or post-pay. Smart cards, including SIM
cards, could be used to authenticate these transactions. Another m-
commerce application is personalised advertising, i.e. tailored to the user.

† Business-to-business m-commerce – This will allow staff working at a
customer’s site to obtain information from their company’s central data-
base, to provide quotes and confirm orders on the spot. This could help to
cut their costs (less infrastructure and fewer staff whom it is easier to
manage) as well as provide a better service to the customer [17].

As well as the extra revenue from these new services, operators hope that
they will encourage customers to make more voice calls and also that by
offering different, innovative services, they will reduce customer ‘churn’ – i.e.
customers will be more likely to stick with them. Such an impact does seem
to have happened with i-mode.

Overall Business Case for 3G

The reason that there is so much interest in 3G and the mobile Internet is
summarised very well by Standage [19]:The biggest gamble in business
history; control of a vast new medium; the opportunity at last to monetise
the Internet: clearly, a great deal is at stake. Some say it is all just wishful
thinking. But in many parts of the world – not only Japan – millions of people
are even now using phones and other handheld devices to communicate on
the move. All over the globe, the foundations for this shift to more advanced
services are already in place.

Here, we are not interested in developing the business case per se – only
to show that any technology that improves the business case must be a good
thing and to point out the areas where we believe IP technologies can make
a difference.

3G Value Chain

A value chain is a map of the companies involved in delivering services to
the end consumer and is drawn up to identify who makes the profits (in
business-speak, making a profit is called ‘value generation’).
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Lessons from 2G

The 2G value chain is pretty simple – basically, users buy handsets and
billing packages from operators through retail outlets. The importance of
terminal manufacturers has been strengthened by operators subsidising
handsets, ‘‘effectively supporting terminal manufacturers’ brands (e.g.
Nokia) to the extent that these now outweigh the brands of the operator in
customers’ minds’’ [9]. The content – voice and SMS – is generated by the
users themselves. Recently, a slight addition to the chain has been ‘virtual
operators’; this is basically about branding, and means that (taking a UK
example) a user buys a Virgin phone that is actually run by One 2 One
(the real operator).

In 2G, the operators control the value chain and the services offered via
the SIM card. This is sometimes called the ‘walled garden’ approach – the
operator decides what flowers (services) are planted in the garden (network)
and stops users seeing flowers in other gardens the other side of the wall.

Possible 3G Value Chain

For 3G networks, it is often suggested that the value chain will become more
complicated. Many possibilities have been suggested, and Figure 1.2 shows
one possibility by Harmer and Friel [18]. They suggest that the roles of the
players are as follows:

† Network operator – Owns the radio spectrum and runs the network.
† Service provider – Buys wholesale airtime from the network operator and

issues SIM cards and bills.
† Mobile Virtual Network Operator (MVNO) – MVNOs own more infra-

structure than service providers – perhaps some switching or routing
capacity.

† Mobile Internet Service Provider (M-ISP) – Provide users with IP addresses
and access to wider IP networks.

† Portal Provider – Provide a ‘homepage’ and hence access to a range of
services that are in association with the portal provider.

† Application Provider – Supplies products (e.g. software) that are down-
loaded or used on line.

† Content provider – Owners of music or web pages and so forth.

Of course, there are many other possible models (see [19], for example),
and it must also be pointed out that some of these ‘logically’ different roles
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might actually be played by the same operator. Indeed, it is not unrealistic to
think that many 3G operators – those owning licences – could play all the
roles (except, of course, that of MVNO).

Some people believe that the value will shift, compared with 2G, from
network operators to content providers, especially following the success of i-
mode. For example, KPMG estimate that ‘‘only 25% of the total revenue will
be in the transmission of traffic and the remaining 75% will be divided up
among content creation, aggregation, service provision, and advertising’’
[19]. However, there is disagreement about who in the value chain will
benefit:

† See [20] for an argument on the importance of portals: ‘‘A compelling,
strongly branded portal via which to provide a combination of own-brand
applications and market-leading independent applications …’’.

† See [21] for a discussion about interactive entertainment. On-line
gambling is predicted to be especially important, with multimedia and
‘adult’ services also strong drivers. ‘‘In most cases, it will be the content
provider that will be in the strongest position …’’ [22].

† See [23] for a reminder of the operator’s assets: ‘‘the micropayment billing
infrastructure, a large end user base, an established mobile brand, the
users’ location information, established dealer channels and, naturally,
the mobile network infrastructure itself’’.

1.4.2 Impact of ‘IP for 3G’ on Business Case

The key impact that ‘IP for 3G’ could have is to help the convergence of the
Internet and communications. Cleevely [24] speculates that it could lead to a
fall in the unit cost of communications by a factor of nearly 1000 by 2015,
because convergence will cause a massive growth in demand and hence
large economies of scale. The following gives some 3G perspective [1].

Costs

IP is becoming the ubiquitous protocol for fixed networks, so economies of
scale mean that it is very likely that IP-based equipment will be the cheapest
to manufacture and buy for mobile networks. Further, an operator that runs
both fixed and mobile network services should be able to roll out a single,
unified network for both jobs, leading to savings on capital costs and main-
tenance. It should also allow the reuse of standard Internet functionality for
things like security. IP evolution in both fixed and mobile networks offers the
possibility of having a single infrastructure for all multimedia delivery – to
any terminal over any access technology. This will not necessarily drive
down costs for any one particular service: after all, the PSTN is supremely
optimised for voice delivery, but for future multimedia services where voice,
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video, real-time, non-real-time and multicast all mix together, IP evolution of
both the fixed and mobile networks to a common architecture holds out the
prospect of lower costs.

Services and Revenues

From an end user’s perspective, applications are increasingly IP-based. In an
all-IP network, the same applications will be available for mobile users as for
fixed, and they will behave as intended. Existing applications will not need
to be rewritten for the special features of the mobile system (as tends to
happen today). Another issue is security, which is critical for m-commerce
applications. ‘Mobile specials’ may lead to new security holes that need
plugging as they become apparent, and also users have to be reconvinced
that their e-commerce transactions are secure. WAP provides an example of
this problem.

The Internet is adding call/session control, particularly via the Session
Initiation Protocol (SIP). As well as enabling peer-to-peer calls, which are
certainly needed in 3G, this elegant and powerful protocol will enable
service control similar to that of the ‘intelligent network’: things like ‘ring
back when free’ and other supplementary services, or more complex things
like ‘divert calls from boss to answerphone whilst I am watching cricket on
Internet-TV’. Again, an ‘IP for 3G’ approach should mean that the user
experience is the same regardless of whether they are on a fixed or mobile
network. More speculatively, ‘IP for 3G’ might enable the same location-
based services to be offered more easily on the fixed network as well.

Overall, ‘IP for 3G’ should mean that new applications can concentrate
on the particular benefits of mobility, such as location-based services. This
will give benefits for the user (obtaining the applications that the user
desires and is familiar with) and for the application writer (lower develop-
ment costs, wider market – and hence a wider choice of applications for
the user). Hence, companies gain the extra traffic and extra revenues they
want.

Value Chain

The impact of IP on the 3G value chain is unclear. There is some tension
between the 2G walled garden approach and that of the Internet where
anyone can set up a web server and deliver services to whoever discovers
it. i-mode is an interesting half-way house, with its partner sites, but also
allowing access to any site. Further, the Internet approach allows services
to run over any link layer (bit transport mechanism), whereas 3G’s stove-
pipe approach clearly locks the user into the 3G air interface. The impact
of other high-speed wireless technologies (such as wireless LANs, Blue-
tooth, and a future system using a re-farmed analogue TV spectrum) is
very interesting and uncertain. It is not at all obvious whether they should
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be viewed as a threat to 3G (they take traffic away from the user), or as a
complement (they enhance the capacity and coverage), or even as a
benefit (they get people hooked on the 3G services, which is what they
make money on).

1.5 Conclusion

In this chapter, we started by outlining fairly broad definitions of ‘IP’ and by
‘3G’:

† ‘IP’ is about the Internet, its design principles, protocols and standardisa-
tion approach.

† ‘3G’ is about the new mobile system, its architecture, network, and air
interface.

So, ‘IP for 3G’ is about the convergence of the Internet and mobile
communications revolutions. This book concentrates on technological,
and especially network, aspects of this convergence.

The first chapter, has given some motivation for why we believe that IP for
3G is important. The reasons fall into two categories:

† Engineering – Essentially about why IP’s design principles are a good
thing, focusing on IP’s clear protocol layering and the end-to-end princi-
ple.

† Economic – About how IP can dramatically reduce the costs of building
the mobile multimedia network – from the benefits of integration and
economies of scale – and can increase the range of services it carries.

The two sets of reasons are closely connected – it is IP’s good engineering
design principles that enable the network to be much cheaper and the
services offered on it far more numerous. We believe that the flexibility of
an all-IP mobile network will liberate application developers from having to
understand the details of the network, so that they can concentrate on what
the end users want – indeed, there is the flexibility just to try ideas out until
they haphazardly discover things that people like. This process will ignite a
Cambrian explosion of applications and services. It will lead to a dramatic
increase in users and traffic – which in turn will lead to further economies of
scale and cost reductions.

So, ‘IP for 3G’ is in effect our campaign slogan – we believe that there
should be more IP in 3G.

However, adding IP technologies and protocols into 3G is not trivial –
there are many difficulties and unresolved issues. So, ‘IP for 3G’ is an inter-
esting and important topic that requires further study and research. Each of
Chapters 2–6 provides a summary and analysis of a topic that is particularly
key to understanding what is needed for ‘IP for 3G’ to work. These stand
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largely independently of each other and so can be dipped into according to
the reader’s mood:

† Chapter 2 concerns 3G, as it exists today (Release 99), particularly its
architecture and the critical networking aspects (such as security, quality
of service and mobility management) that characterise it. Essentially, this
chapter provides an understanding of where ‘IP for 3G’ starts from.

† Chapter 3 concerns IP, particularly the Internet protocol stack, and rout-
ing, addressing and security in IP networks. So, this chapter presents
another starting point for ‘IP for 3G’.

The contrast between Chapters 2 and 3 allows some perspective as to what
aspects are missing from current IP networks, compared with the function-
ality present in 3G. In the following three chapters, three of these missing
pieces are examined – call control, mobility management, and quality of
service. There are other missing pieces; these three do not complete the
jigsaw, but they are the most important. They are also the areas under the
most active research at present.

† Chapter 4 concerns call control for IP networks – allowing peer-to-peer
sessions (like a voice call), rather than just the client-server sessions (such
as web browsing) that dominate today. A particular focus is on the SIP
protocol.

† Chapter 5 concerns mobility management – enabling IP users and term-
inals to move around on an IP network whilst their sessions continue to
work. Various protocols to solve ‘IP mobility’ are summarised, analysed,
and compared.

† Chapter 6 concerns quality of service (QoS) – enabling IP networks to do
more than merely the ‘best effort’ delivery of packets. The problems that IP
QoS presents – particularly those in a mobile and wireless environment –
are examined, and some of the current and proposed protocols to solve
these problems are examined.

So, at the end of these chapters the reader will hopefully have a good
understanding of both IP and 3G networks, and what is being done to add
some critical ‘3G-like’ functionality to IP.

The final chapter draws the threads together and provides our perspective
on how ‘IP for 3G’ could – or should – develop. Overall, our end vision is for
a network that obeys the IP design principles, uses IP protocols, and where
the radio base stations are also IP routers. We call this an ‘all-IP’ or ‘4G’
network. However, ‘all-IP’ and ‘4G’ are both terms that have been consider-
ably abused – almost any proposal is described as such. The chapter also
discusses the next developments of UMTS (Release 4 and 5) and how they
fall short of our all-IP vision.
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2
An Introduction to 3G Networks

2.1 Introduction

What exactly are 3G networks? 3G is short for Third Generation (Mobile
System). Here is a quick run-down:

† 1G, or first generation systems, were analogue and offered only a voice
service – each country used a different system, in the UK TACS (Total
Access Communications System) was introduced in 1980. 1G systems
were not spectrally efficient, were very insecure against eavesdroppers,
and offered no roaming possibilities (no use on holidays abroad.).

† 2G heralded a digital voice and messaging service, offered encrypted
transmissions, and was more spectrally efficient that 1G. GSM (Global
System for Mobile communication) has become the dominant 2G stan-
dard and roaming is now possible between 1501 countries where GSM is
deployed.

† 3G – if the popular press is to be believed – will offer true broadband data:
video on demand, videophones, and high bandwidth games will all be
available soon. 3G systems differ from the second generation voice and
text messaging services that everybody is familiar with in terms of both the
bandwidth and data capabilities that they will offer. 3G systems are due to
be rolled out across the globe between 2002 and 2006. 3G will use a new
spectrum around 2 GHz, and the licences to operate 3G services in this
spectrum have recently hit the headlines because of the huge amounts of
money paid for licences by operators in the UK and Germany (£50 billion
or so). Other countries have raised less or given away licences in so-called
‘beauty contests’ of potential operators [1].

3G systems might be defined by: the type of air interface, the spectrum
used, the bandwidths that the user sees, or the services offered. All have been
used as 3G definitions at some point in time. In the first wave of deployment,
there will be only two flavours of 3G – known as UMTS (developed and
promoted by Europe and Japan) and cdma2000 (developed and promoted
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by North America). Both are tightly integrated systems that specify the entire
system – from the air interface to the services offered. Although each has a
different air interface and network design, they will offer users broadly the
same services of voice, video, and fast Internet access.
3G (and indeed existing second generation systems such as GSM) systems

can be divided very crudely into three (network) parts: the air interface, the
radio access network, and the core network. The air interface is the technol-
ogy of the radio hop from the terminal to the base station. The core network
links the switches/routers together and extends to a gateway linking to the
wider Internet or public fixed telephone network. The Radio Access Network
(RAN) is the ‘glue’ that links the core network to the base stations and deals
with most of the consequences of the terminal’s mobility.
This chapter concerns the core and access networks of 3G systems –

because that is where IP (a network protocol) could make a difference to
the performance and architecture of a 3G network. The chapter first reviews
the history of 3G developments – from their ‘conception’ in the late 1980s,
through their birth in the late 1990s, to the teething troubles that they are
currently experiencing. The history of 3G development shows that the
concepts of 3G evolved significantly as the responsibility for its development
moved from research to standardisation – shedding light on why 3G systems
are deigned the way they are. Included in this section is also a ‘who’s who’ of
the standards world – a very large number of groups, agencies, and fora have
been, and still are, involved in the mobile industry. In the second half of the
chapter, we introduce the architecture of UMTS (the European/Japanese 3G
system) and look at how the main functional components – QoS, mobility
management, security, transport and network management – are provided. A
short section on the US cdma2000 3G system is also included at the end of
the chapter.
The purpose of this chapter is to highlight the way UMTS (as an example

3G system) works at a network level – in terms of mobility management, call
control, security, and so forth. This is intended as a contrast with the descrip-
tions of how IP research is evolving to tackle these functions in the chapters
that follow. The final chapter combines the two halves – IP and 3G – to
pursue the main argument of the book – that 3G should adopt IP design
principles, architectures and protocols – thereby allowing greater efficiency,
fixed mobile convergence, and new IP services (e.g. multicast).

2.2 Mobile Standards

Mobile system development, particularly that of 3G systems, is inextricably
bound up with the process of standardisation. Why? Why is standardisation
so important? The best answer to that question is probably to look at GSM –
whose success could reasonably be described as the reason for the vast
interest and sums of money related to 3G. GSM was conceived in the
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mid-1980s – just as the first analogue cellular mobile systems were being
marketed. These analogue systems were expensive and insecure (easy to
tap), and there was no interworking between the great variety of different
systems (referred to as ‘first generation systems’) deployed around the world.
GSM introduced digital transmission that was secure and made more effi-
cient use of the available spectrum. What GSM offered was a tight standard
that allowed great economies of scale and competitive procurement. Opera-
tors were able to source base stations, handsets, and network equipment
from a variety of suppliers, and handsets could be used anywhere the GSM
standardwas adopted. The price of handsets and transmission equipment fell
much faster than general tends in the electronics industry. GSM also offered a
roaming capability – since the handsets could be used on any GSM system;
made possible by a remote authentication facility to the home network.
There were other advantages of moving to a digital service, such as a greater
spectral efficiency and security, but in the end, it was the mass-market low
cost (pre-pay packages have sold for as little as £20) that was the great
triumph of GSM standardisation. In terms of world markets, GSM now
accounts for over 60% of all second generation systems and has 600 million
users in 150 countries; no other system has more than 12% [2].
However, the standardisation process has taken a very long time – 18

years from conception (1980) to significant penetration (say 1998). It has
resulted in a system that is highly optimised and integrated for delivering
mobile voice services and is somewhat difficult to upgrade. As an example,
consider e-mail: e-mail has been in popular use since, maybe, 1992 but 10
years on, how many people can receive e-mail on their mobile? This facility
is beginning to appear – along with very limited web-style browsing on
mobiles [e.g. using WAP (Wireless Application Protocol) and i-mode in
Japan]. Standards can also be a victim of their own success – 2G (and
GSM in particular) has been so successful that operators and manufacturers
have been keen to capitalise on past investments and adopt an evolutionary
approach to the 3G core network.

2.2.1 Who’s who in 3G Standards

At this point, it is perhaps a good idea to provide a brief ‘who’s who’ to
explain recent developments in the standards arena.

† 3GPP – In December 1998, a group of five standards development orga-
nisations agreed to create the Third Generation Partnership Project (3GPP
– www.3gpp.org). These partners were: ETSI (EU), ANSI-TI (US), ARIB and
TTC (Japan), TTA (Korea), and CWTS (China). Basically, this was the group
of organisations backing UMTS and, since August 2000, when ETSI SMG
was dissolved, has been responsible for all standards work on UMTS.
3GPP have now completed the standardisation of the first release of the
UMTS standards – Release 99 or R3. GSM upgrades have always been
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known by the year of standardisation, and UMTS began to follow that
trend, until the Release 2000 got so behind schedule that it was broken
into two parts and renamed R4 and R5. In this chapter, only the completed
R3 (formally known as Release 99) will be described. Chapter 7 looks at
developments that R4 and R5 will bring. 3GPP standards can be found on
the 3GPP website – www.3GPP.org – and now completely specify the
components and the interfaces between them that constitute a UMTS
system.

† 3GPP2 – 3GPP2 (www.3gpp2.org) is the cdma2000 equivalent of 3GPP –
with ARIB and TTC (Japan), TR.45 (US), and TTA (Korea). It is currently
standardising cdma2000 based on evolution from the cdmaOne system
and using an evolved US D-AMPS network core. (The latter part of this
chapter gives an account of packet transfer in cdma2000.)

† ITU – The International Telecommunications Union (ITU – www.itu.int)
was the originating force behind 3G with the FLMTS concept
(pronounced Flumps and short for Future Land Mobile Telecommunica-
tion System) and work towards spectrum allocations for 3G at the World
Radio Conferences. The ITU also attempted to harmonise the 3GPP and
3GPP2 concepts, and this work has resulted in these being much more
closely aligned at the air interface level. Currently, the ITU is just begin-
ning to develop the concepts and spectrum requirements of 4G, a subject
that is discussed at length in Chapter 7.

† IETF – The Internet Engineering Task Force (www.ietf.org) is a rather differ-
ent type of standards organisation. The IETF does not specify whole archi-
tectural systems, rather individual protocols to be used as part of
communications systems. IETF protocols such as SIP (Session Initiation
Protocol) and header compression protocols have been incorporated in to
the 3GPP standards. IETF meetings take place three times a year and are
completely open, very large (20001 delegates), and very argumentative
(compared with the ITU meeting, say). Anyone can submit an Internet
draft to one of the working groups, and this is then open to comments. If it
is adopted, it becomes a Request For Comments (RFC); if not, it is not
considered any further.

† OHG – The Operator Harmonization Group [3] proposed, in June 1999, a
harmonised Global Third Generation concept [4] that has been accepted
by both 3GPP and 3GPP2. The OHG has attempted to align the air inter-
face parameters of the two standards, as far as possible, and to define a
generic protocol stack for interworking between the evolved core
networks of GSM and ANSI-41 (used in US 2G networks).

† MWIF – The industry pressure group Mobile Wireless Internet Forum
(www.mwif.org) comprises operators, manufacturers, ISPs (Internet
Service Providers) and Internet equipment suppliers. MWIF, since early
2000, has been producing a functional architecture that separates the
various components of a 3G systems – for example, the access technology
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– to provide opportunities for IP technologies such as Wireless LANs to be
used.

† 3GIP – 3GIP (www.3gip.org) was formed in May 1999 as a private pres-
sure group of operators and manufacturers – BT and AT&T were leading
members – with the aim of developing the core network of UMTS to
incorporate the ideas and technologies of IP multimedia. 3GIP was
born out of a desire to rapidly bring UMTS into the Internet era and was
initially successful in raising awareness of the issues. However, for 3GIP
contributions to have significant influence within 3GPP, it was necessary
for the organisation to offer open membership in 2000. 3GIP has been
very influential on 3GPP, whilst specifications for the second release of
UMTS are still being developed.

† ETSI – ETSI (the European Telecommunications Standards Institute) is a
non-profit-making organisation for telecommunications standards devel-
opment. Membership is open and currently stands at 789 members from
52 countries inside and outside Europe. ETSI is responsible for DECT and
HIPERLAN/2 standards developments as well as GSM developments.

2.3 History of 3G

It is not widely known that 3G was conceived in 1986 by the ITU (Interna-
tional Telephony Union). It is quite illuminating to trace the development of
the ideas and concepts relating to 3G from conception to birth. What is
particularly interesting, perhaps, is how the ideas have changed as they
have passed through different industry and standardisation bodies. 3G was
originally conceived as being a single world-wide standard and was origin-
ally called FLMTS (pronounced Flumps and short for Future Land Mobile
Telecommunication System) by the ITU. By the time it was born, it was quins
– five standards – and the whole project was termed the IMT-2000 family of
standards. After the ITU phase ended in about 1998, two bodies – 3GPPand
3GPP2 – completed the standardisation of the two flavours of 3G that are
actually being deployed today and over the next few years (UMTS and
cdma2000, respectively). Meanwhile, these bodies, along with the Operator
Harmonisation Group (OHG), are looking at unifying these into a single 3G
standard that allows different air interfaces and networks to be ‘mixed and
matched’.
It is convenient to divide up the 3G gestation into three stages (trimesters):

† Pre-1996 – The Research Trimester.
† 1996–1998 – The IMT-2000 Trimester.
† Post-1998 – The Standardisation Trimester.

Readers interested in more details about the gestation of 3G should refer
to [5].
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2.3.1 Pre-1996 – The Research Trimester

Probably the best description of original concept of 3G can be found in Alan
Clapton’s quote – head of BT’s 3G development at the time

‘‘3G …The evolution of mobile communications towards the goal of universal
personal communications, a range of services that can be anticipated being intro-
duced early in the next century to provide customers with wireless access to the
information super highway and meeting the ‘Martini’ vision of communications
with anyone, anywhere and in any medium.’’ [6]

Here are the major elements that were required to enable that vision:

† A world-wide standard – At that time, the European initiative was
intended to be merged with US and Japanese contributions to produce
a single world-wide system – known by the ITU as FLMTS. The vision was
a single hand-set capable of roaming from Europe to America to Japan.

† A complete replacement for all existing mobile systems – UMTS was
intended to replace all second generation standards, integrate cordless
technologies as well as satellite (see below) and also to provide conver-
gence with fixed networks.

† Personal mobility – Not only was 3G to replace existing mobile systems,
but its ambition stretched to incorporating fixed networks as well. Back in
1996, of course, fixed networks meant voice, and it was predicted in a
European Green Paper on Mobile Communications [7] that mobile would
quickly eclipse fixed lines for voice communication. People talked of
Fixed Mobile Convergence (FMC) with 3G providing a single bill, a single
number, common operating, and call control procedures. Closely related
to this was the concept of the Virtual Home Environment (VHE).

† Virtual Home Environment – The virtual home environment was where
users of 3G would store their preferences and data. When a user
connected, be it by mobile or fixed or satellite terminal, they were
connected to their VHE, which then was able to tailor the service to the
connection and terminal being used. Before a user was contacted, the
VHE was interrogated, so that the most appropriate terminal could be
used, and the communication tailored to the terminals and connections
of the parties.

† Broadband service (2 Mbit/s) with on-demand bandwidth – Back in the
early 1990s, it was envisaged that 3G would also need to offer broadband
services – typically meaning video and video telephony. This broadband
requirement meant that 3G would require a new air interface, and this
was always described as broadband and typically thought to be 2 Mbit/s.
Associated with this air interface was the concept of bandwidth on
demand – meaning that it could be changed during a call. Bandwidth
on demand could be used, say, to download a file during a voice conver-
sation or upgrade to a higher-quality speech channel mid-way through a
call.
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† A network based on B-ISDN – Back in the early 1990s, another concept –
certainly at BT – was that every home and business would be connected
directly to a fibre optic network. ATM transport and B-ISDN control would
then be used to deliver broadcast and video services, an example being
video on demand whereby customers would select a movie, and it would
be transmitted directly to their home. B-ISDN [Broadband ISDN was
supposed to be the signalling for a new broadband ISDN service based
on ATM transport – it was never actually developed, and ATM signalling is
still not yet sufficiently advanced to switch circuits in real time. ATM
(asynchronous transfer mode) is explained in the latter part of this chapter:
it is used in the UMTS radio access and core networks.] Not surprisingly,
given the last point, it was assumed that the 3G network would be based
on ATM/B-ISDN.

† A satellite component – 3G was always intended to have an integrated
satellite component, to provide true world-wide coverage and fill in gaps
in the cellular networks. A single satellite/3G handset was sometimes
envisaged. (Surprisingly, since satellite handsets tend to be large).

The classic picture – seemingly compulsory in anydescriptionof 3G– is of a
layered architecture of radio cells (Figure 2.1). There are megacells for satel-
lites, macrocells for wide-area coverage (rural areas), microcells for urban
coverage, andpicocells for indoor use. There is amixture of public andprivate
use and always a satellite hovering somewhere in the background.
In terms of forming this vision of 3G, much of the early work was done in

the research programmes of the European Community, such as the RACE
(Research and development in Advanced Communications technologies in
Europe) programme with projects such as MONET (looking at the transport
and signalling technologies for 3G) and FRAMES (evaluating the candidate
air interface technologies). In terms of standards, ETSI (European Telecom-
munications Standards Institute) completed development of GSM phase 2,
and at the time, this was intended to be the final version of GSM and for 3G
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to totally supersede it and all other 2G systems. As a result, European stan-
dardisation work on 3G, prior to 1996, was carried out within an ETSI GSM
group called, interestingly, SMG5 (Special Mobile Group).

2.3.2 1996–1998 – The IMT 2000 Trimester

It is now appropriate to talk of UMTS (Universal Mobile Telecommunications
System) – as the developing European concept was being called. In the case
of UMTS, the Global Multimedia Mobility report [8] was endorsed by ETSI
and set out the framework for UMTS standardisation. The UMTS Forum – a
pressure group of manufacturers and operators – produced the influential
UMTS forum report (www.umts-forum.org) covering all non-standardisation
aspects in UMTS such as regulation, market needs and spectrum require-
ments. As far as UMTS standardisation was concerned, ETSI transferred the
standardisation work from SMG5 to the various GSM groups working on the
air interface, access radio network, and core network.
In Europe, there were five different proposals for the air interface – most

easily classified by their Medium Access Control (MAC) schemes – in other
words, how they allowed a number of users to share the same spectrum.
Basically, there were time division (TDMA – Time Division Multiple Access),
frequency division (OFDM – Orthogonal Frequency Division Multiple
Access), and code division proposals (CDMA). In January 1998, ETSI
chose two variants of CDMA – Wideband CDMA (W-CDMA) and time
division (TD-CDMA) – the latter basically a hybrid with both time and
code being used to separate users. W-CDMA was designated to operate in
paired spectrum [a band of spectrum for up link and another (separated)
band for down link] and is referred to as the FDD (Frequency Division
Duplex) mode, since frequency is used to differentiate between the up and
down traffic. In the unpaired spectrum, a single monolithic block of spec-
trum, the TD-CDMA scheme was designated, and this has to use time slots to
differentiate between up and down traffic (FDD will not work for unpaired
spectrum – see Section 2.4 for more details), and so is called the TDD (Time
Division Duplex) mode of UMTS.
In comparison, GSM is a FDD/TDMA system – frequency is used to sepa-

rate up and down link traffic, and time division is used to separate the
different mobiles using the same up (or down) frequency.
Part of the reason behind the decision to go with W-CDMA for UMTS was

to allow harmonisation with Japanese standardisation.
Unfortunately, in North America, the situation was more complicated;

firstly, parts of the 3G designated spectrum had been licensed to 2G opera-
tors and other parts used by satellites; secondly, the US already has an
existing CDMA system called cdmaOne that is used for voice. It was felt
that a CDMA system for North America needed to be developed from
cdmaOne – with a bit rate that was a multiple of the cdmaOne rate. Conse-
quently, the ITU recognised a third CDMA system – in addition to the two
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European systems – called cdma2000. It was also felt that the lack of 3G
spectrum necessitated an upgrade route for 2G TDMA systems – resulting in
a new TDMA standard – called UMC-136, which is effectively identical to a
proposed enhancement to GSM called EDGE (Enhanced Data rates for
Global Evolution). This takes advantage of the fact that the signal-to-noise
ratio (and hence potential data capacity) of a TDMA link falls as the mobile
moves away from the base station. Users close to base stations essentially
have such a good link that they can increase their bit rate without incurring
errors. By using smaller cells or adapting the rate to the signal-to-noise ratio,
on average, the bit rate can be increased. In CDMA systems, the signal-to-
noise ratio is similar throughout the cell.
Finally the DECT (Digital European Cordless Telecommunications) –

developed by ETSI for digital cordless applications and used in household
cordless phones, for example – inhabits the 3G spectrum and has been
included as the fifth member of the IMT-2000 family of 3G standards
(Table 2.1) as the ITU now called the FPLMTS vision.
During this period, 3G progressed from its ‘Martini’ vision – ‘anytime,

anyplace, anywhere’, to a system much closer, in many respects, to the
existing 2G networks. It is true that the air interface was a radical change
from TDMA – it promised a better spectral efficiency, bandwidth on demand,
and broadband connections – but the core networks chosen for both UMTS
and cdma2000 were based on existing 2G networks: in the case of UMTS,
an evolved GSM core, and for cdma2000, an evolved ANSI-41 core (another
time division circuit switching technology standard). The major reason for
this was the desire by the existing 2G operators and manufacturers to reuse
as much existing equipment, development effort, and services as possible.
Another reason was the requirement for GSM to UMTS handover, recognis-
ing that UMTS coverage will be limited in the early years of roll-out.
The radio access network for UMTS was also new, supporting certain

technical requirements of the new CDMA technology and also the resource
management for multimedia sessions. The choice of evolved core network
for UMTS is probably the key non-IP friendly decision that was taken at this
time, meaning that that UMTS now supports both IPand X25 packets using a
common way of wrapping them up and transporting them over an under-
lying IP network. (X25 is an archaic and heavyweight packet switching
technology that pre-dates IP and ATM). In the meantime, X25 has become
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IMT2000 designation Common term Duplex type

IMT-DS Direct Sequence CDMA Wideband CDMA FDD
IMT-MC Multi Carrier CDMA Cdma2000 FDD
IMT-TD Time Division CDMA TD/CDMA TDD
IMT-SC Single Carrier UMC-136 (EDGE) FDD
IMT-FT Frequency Time DECT TDD



totally defunct as a packet switching technology, and IP has become ubiqui-
tous, meaning that IP packets are wrapped up and carried within outer IP
packets because of a no-longer useful legacy requirement to support X25.

2.3.3 1998 Onwards – The Standardisation Trimester

After 1998, the function of developing and finalising the standards for UMTS
and cdma2000 passed to two new standards bodies: 3GPP and 3GPP2,
respectively. These bodies have now completed the first version (or release)
of the respective standards (e.g. R3 – formally known as Release 99 for
UMTS), and these are the standards that equipment is currently being
procured against for the systems currently on order around the world.
Current order numbers are UMTS 34, cdma2000 9, and EDGE 1 (number
of systems [9]).
2G systems have not stood still and are introducing higher-speed packet

data services (so-called 2.5G systems: the GSM 2.5G evolution is GPRS –
GSM Packet Radio System). These will offer either subscription or per-packet
billing and allow users to be ‘always on’ without paying a per-second charge
as they currently do for circuit-based data transfer. The new network
elements needed to add packet data to GSM are also needed for UMTS,
and details of these are given later in the chapter (for a good description of
GPRS, see [10]).
In early 2000, 3G license auctions raised £50 billion in the UK and

Germany, and many expected that services would be universally available
by 2002. That now looks unlikely with the major downturn in the telecoms
industry, the failure of WAP to take off in Europe, and technical delays over
the new air interfaces and terminals. After WAP was widely rejected because
of long connection times and software errors, many operators are using 2.5G
systems – such as GPRS – as a proving ground for 3G. NTT launched a
limited 3G service in Tokyo, in late 2001, with a few hundred handsets.
Most commentators now see 3G deployment held back until 2004 and
much site and infrastructure sharing to produce cost savings.
Since the first UMTS Release, there has been work in groups like 3GIP to

be more revolutionary and include more IP (in its widest sense) in 3G. 3GIP
has produced a number of technical inputs to the second version of UMTS –
originally called Release 2000 but now broken into two releases, known as
R4 and R5 in the revised (so as to avoid the embarrassment of finishing
Release 2000 in 2002) numbering scheme. We shall look at what R4 and
R5 offer in Chapter 7.
Finally the operator harmonisation group and 3GPP/3GPP2 are working to

harmonise UMTS, cdma2000, and EDGE such that any of these air interfaces
and their associated access networks – or indeed a Wireless LAN network –
can be connected to either an IS-41 or evolved GSM core network. The final
goal is a single specification for a global 3G standard.

AN INTRODUCTION TO 3G NETWORKS30



2.4 Spectrum – The ‘Fuel’ of Mobile Systems

Now is a good time to consider spectrum allocation decisions, as these have
a key impact on the 3G vision in terms of the services (e.g. bandwidth or
quality) that can be provided and the economics of providing them.
In any cellular system, a single transmitter can only cover a finite area

before the signal-to-noise ratio between the mobiles and base stations
becomes too poor for reliable transmission. Neighbouring base stations
must then be set up and the whole area divided into cells on the basis of
radio transmission characteristics and traffic density. The neighbouring cells
must operate on a different frequency (e.g. GSM /D-AMPS) or different
spreading code (e.g. W-CDMA or cdmaOne; see Figure 2.2). Calls are
handed over between cells by arranging for the mobile to use a new
frequency, code or time slot. It is a great, but profitable and very serious,
game of simulation and measurement to estimate and optimise the capacity
of different transmission technologies. For example, it was originally esti-
mated that W-CDMA would offer a 10-fold improvement in transmission
efficiency (in terms of bits transmitted per Hertz of spectrum) over TDMA
(Time Division Multiple Access – such as GSM and D-AMPS) – in practice,
this looks to be twofold at best.
In general terms, for voice traffic, the capacity of any cellular system is

given by:

Capacity ðusers=km2Þ ¼
K Spectrum ðkHzÞ Efficiency ðbps=kHzÞ Density=ðcells=km2Þ

call bandwidth ðbpsÞ
;

The constant (K) depends on the precise traffic characteristics – how often
users make calls and how long they last as well as how likely they are to
move to another base station and the quality desired – the chance of a user
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failing to make a call because the network is busy or the chance of a call
being dropped on handover.
Typically, figures for a 2G system are:

† Bandwidth of a call – 14 kbit/s (voice).
† Bandwidth available 30 MHz (Orange – UK).
† Efficiency 0.05 (or frequency reuse factor of 20 – meaning that one in 20

cells can use the same frequency with acceptable interference levels).

Now, there are several very clear conclusions that can be drawn from this
simple equation. First, any capacity can be achieved by simply building a
higher base station density (although this increases the costs). Second, the
higher the bandwidth per call, the lower the capacity – so broadband
systems offering 2 Mbit/s to each user need about 150 times the spectrum
bandwidth of voice systems to support the same number of users (or will
support around 150 times less users), all other things being equal. Third, any
major increase in efficiency – for a given capacity – means that either a
smaller density of base stations or less spectrum is required, and, given
both are very expensive, this is an important research area. Unfortunately
for 3G systems, as mentioned above, this factor has improved by only 2 over
current GSM systems. Finally if the bandwidth of a voice call can be halved,
the capacity of the system can be doubled; this is the basis of introducing
half-rate (7 kbit/s) voice coding in GSM.
So, given this analysis, it is hard to escape the conclusion that 3G systems

need a lot of spectrum. However, radio spectrum is a scarce resource. To
operate a cellular mobile system only certain frequencies are feasible: at
higher frequencies, radio propagation characteristics mean that the cells
become smaller, and costs rise. For example, 900-MHz GSM operators
(e.g. Cellnet in the UK) require about half the density of stations – in rural
areas – compared with 1800-MHz GSM operators like Orange. Also, above
about 3 GHz, silicon technology can no longer be used for the transmitters
and receivers – necessitating a shift to gallium arsenide technology, which
would be considerably more expensive. The difficulties of finding new spec-
trum in the 500–3000-MHz range should not be under-emphasised – see
[11] for a lengthy account of the minutiae involved – but, in short, all sorts of
military, satellite, private radio and navigation systems, and so forth all
occupy different parts of the spectrum in different countries. Making progress
to reclaim – or ‘re-farm’ as it is known – the spectrum is painfully slow on a
global scale. The spectrum bands earmarked for FPLMTS at the World Radio
Conference in 1992 were 1885–2025MHz and 2110–2200MHz – a total of
230 MHz. However, a number of factors and spectrum management deci-
sions have since eroded this allocation in practice:

† Mobile satellite bands consume 2 £ 30 MHz.
† In the US, licences for much of the FPLMTS band have already been sold

off for 2G systems.
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† Part of the bands (1885–1900 MHz) overlap with the European DECT
system.

† The FPLMTS bands are generally asymmetrical (preventing paired spec-
trum allocations – see below).

All of this means that only 2 £ 60 MHz and an odd 15 MHz of unpaired
spectrum are available for 3G in Europe and much less in the US. The paired
spectrum is important – this means equal chunks of spectrum separated by a
gap – one part being used for up link communications and the other for
down link transmission. Without the gap separating them up and down link
transmissions would interfere at the base station and mobile if they trans-
mitted and received simultaneously. By comparison, in the UK today, 2 £
100 MHz is available for GSM, shared by four operators. Figure 2.3 shows
the general world position on the 3G spectrum – explaining why many
commentators expect 3G to be much less influential in the US and rolled
out earlier in Europe and Japan.
In the UK auction/licensing process, there were a dozen or so bidders

chasing five licences, resulting in three getting 10 MHz and two buying
15 MHz of paired spectrum per operator –BT has acquired 2 £ 10 MHz of
paired spectrum and 5 MHz of unpaired spectrum. BT Cellnet will use the
paired spectrum with 5 MHz for macrocells and 5 MHz for microcells –
there being no need for frequency planning in a W-CDMA system.

2.5 UMTS Network Overview

In order to illustrate the operation of a UMTS network, this section describes
a day in the life of a typical UMTS user – this sort of illustration is often called
a usage case or a scenario. The major network elements – the base stations
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and switches etc. – will be introduced, as well as the functionally that they
provide. This at least has the merit of avoiding a very sterile list of the network
elements and serves as a high-level guide to the detailed description of
UMTS functionality that follows.
Mary Jones is 19 years old and has just arrived at the technical Polytechnic

of Darmstadt. She is lucky that her doting father has decided to equip her
with a 3G terminal before allowing her to live away from home – but then
this is 2004, and such terminals are now common in Germany and much of
Europe.
Mary first turns her terminal on after breakfast and is asked to enter her

personal PIN code. This actually authenticates her to the USIM (UMTS
Subscriber Identity Module) – a smart card that is present within her terminal.
The terminal then searches for a network, obtains synchronisation with a
local base station, and, after listening to the information on the cell’s broad-
cast channel, attempts to attach to the network. Mary’s subscription to T-
Nova is based on a 15-digit number (which is not her telephone number)
identifying the USIM inside her terminal. This number is sent by the network
to a large database – called the home location register (HLR) located in the T-
Nova core network. Both the HLR and Mary’s USIM share a 128-bit secret
key – this is applied by the HLR to a random number using a one-way
mathematical function (one that is easy to compute but very hard to invert).
The result and the random number are sent to the network, which challenges
Mary’s USIM with the random number and accepts her only if it replies with
the same result as that sent from the HLR (Figure 2.4).
After attaching to the network, Mary decides to call her dad – perhaps,

although unlikely, to thank him for the 3G terminal. The UMTS core network
is divided into two halves – one half dealing with circuit-switched (constant
bit rate) calls – called the circuit-switched domain – and the other – the
packet-switched domain – routing packets sessions. At this time, Mary
attempts to make a voice call, and her terminal utilises the connection
management functions of UMTS. First, the terminal signals to the circuit
switch that it requires a circuit connection to a particular number – this
switch is an MSC (mobile switching centre). The MSC has previously down-
loaded data from the HLR when Mary signed on, into a local database called
the visitor location register (VLR) and so knows if she is permitted to call this
number, e.g. she may be barred from international calls. If the call is possi-
ble, the switch sets up the resources needed in both the core and radio
access networks. This involves checking whether circuits are available at
the MSC and also whether the radio access network has the resources to
support the call. Assuming that the call is allowed and resources are avail-
able, a constant bit rate connection is set up from the terminal, over the air
interface, and across the radio access network to the MSC – for mobile voice,
this will typically be 10 kbit/s or so. Assuming that Mary’s dad is located on
the public fixed network, the MSC transcodes the speech to a fill a 64 kbit/s
speech circuit (the normal connection for fixed network voice) and trans-
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ports this to a gateway switch (the gatewayMSC – GMSC) to be switched into
the public fixed telephone network.
When the call ends, both the MSC and GMSC are involved in producing

Call Detail Records (CDR), with such information as: called and calling party
identity, resources used, time stamps, and element identity. The CDRs are
forwarded to a billing server where the appropriate entry is made on Mary’s
billing record.
Mary leaves her terminal powered on – so that it moves from being Mobi-

lity Management (MM)-connected to being MM-idle (when it was turned off
completely, it was MM-detached). Mary then boards a bus for the Polytech-
nic and passes the radio coverage of a number of UMTS base stations. In
order to avoid excessive location update messages from the terminal, the
system groups large numbers of cells into a location area. The location area
identifier is broadcast by the cells in the information they broadcast to all
terminals. If Mary’s terminal crosses into a new location area, a location
updatemessage is sent by the terminal to theMSC and also stored in the HLR.
When Tom tries to call Mary – he is ringing from another mobile network –

his connection control messages are received by the T-Nova GMSC. The
GMSC performs a look-up in the HLR, using the dialled number (i.e. Mary’s
telephone number) as a key – this gives her current servingMSC and location
area, and the call set-up request is forwarded to the serving MSC. Mary’s
terminal is then paged within the location area – in other words, all the cells
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in that area request Mary’s terminal to identify the cell that it is currently in.
The terminal can remain in the MM-idle state, listening to the broadcast
messages and doing occasional location area updates without expending
very much energy.
Mary and Tom begin a conversation, but as Mary is still on the bus, the

network needs to hand over the connection from one base station to another
as she travels along. In CDMA systems, however, terminals are often
connected to several cells at once, especially during handover – receiving
multiple copies of the same bits of information and combining them to
produce a much lower error rate than would be the case for a single radio
connection. When the handover is achieved by having simultaneous
connections to more than one base station it is called soft-handover, and
in UMTS, the base stations connected to the mobile are known as the active
set.
Mary attends her first lecture of the day on relativity and is slightly

confused by the concept of time dilation – she decides to browse the Internet
for some extra information. Before starting a browsing session, her terminal is
in the PMM (Packet Mobility Management) idle state – in order to send or
receive packets, the terminal must create what is called a PDP (packet data
protocol) context. A PDP context basically signals to the SGSN and GGSN
(Serving GPRS Support Node and Gateway GPRS Support node) – which are
the packet domain equivalent of the MSC and GMC switches – to set up the
context for a packet transfer session. What this means is that Mary’s terminal
acquires an IP address, the GSNs are aware of the Quality of service
requested for the packet session and that they have set up some parts of
the packet transfer path across the core network in advance. Possible QoS
classes for packet transfer, with typical application that might use them, are:
conversational (e.g. voice), streaming (e.g. streamed video), interactive (e.g.
web browsing) and background (file transfer). (All circuit-switched connec-
tions are conversational.) Once Mary has set up a PDP context, the Session
Management (SM) state of her terminal moves from inactive to active.
When Mary actually begins browsing, her terminal sends a request for

resources to send the IP packet(s) and, if the air interface, radio access, and
core networks have sufficient resources to transfer the packet within the QoS
constraints of the interactive class, the terminal is signalled to transmit the
packets. Mary is able to find some useful material and eventually stops
browsing and deactivates her PDP context when she closes the browser
application.
During the afternoon lecture, Mary has her 3G terminal set to divert

incoming voice calls to her mail box. Tom tries to ring her and is frustrated
by the voice mail – having some really important news about a party that
evening. He sends her an e-mail of high priority. When this message is
received by the T-Nova gateway, it is able look in the HLR and determine
that Mary is attached to the network but has no PDP context active – it also
only knows her location for packet services within the accuracy of a Routing
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Area (RA). This is completely analogous to the circuit-switched case, and a
paging message is broadcast, requesting Mary’s terminal to set up a PDP
context so that the urgent e-mail can be transferred. Mary is, of course, able
to filter incoming e-mails to prevent junk mail causing her terminal to be
notified – after all, she is paying for the transfer of packets from the gateway.
This scenario has briefly looked at the elements within the UMTS R3

network and how they provide the basic functions of: security, connection
management, QoS, mobility management and transport of bits for both the
circuit and packet-switched domains. The next section goes into greater
detail and expands on some of these points (especially those relating to
the packet domain, since this will be contrasted with IP procedures in the
next few chapters).
So far, little has been said about the role of the Radio Access Network and

the air interface. The Radio Access Network (RAN) stretches from the base
station, through a node called the Radio Network Controller, to the SGSN/
MSC. The RAN is responsible for mobility management – nearly all terminal
mobility is hidden from the core network being managed by the RAN. The
RAN is also responsible for allocating the resources across the air interface
and within the RAN to support the requested QoS.

2.6 UMTS Network Details

In order to avoid a lengthy description of all five 3G systems, the UMTS
(Universal Mobile Telecommunications System), a European/Japanese
member of the IMT-2000 family, will be mostly followed.
The UMTS air interface will not be detailed to any great length, because

there are plenty of books and papers already describing it in great detail[12],
and, to a network designer at least, it is a highly detailed subject that has only
a limited effect on the network (and, ultimately, the arguments about IP in
3G).
It is convenient to break 3G networks into an architecture (what the build-

ing blocks (switching centres, gateways…) are and how they are connected
(interfaces)) and four functions that are distributed across the architecture:

† Transport – How the bits are routed/switched around the network.
† Security – How users are identified, authorised, and billed.
† Quality of Service – How users obtain a better than best-effort service.
† Mobility management – The tracking of users and handover of calls

between cells.

The PSTN could be easily broken down in this way – mobility manage-
ment would be reduced to a cordless phone. However, the building blocks
would be the terminal, local exchange and main switching centre. The bits
would be transported by 64 kbit/s switching technology from the exchange
level, and quality would be provided by provisioning using Erlang’s formula,
yielding either 64 kbit/s or nothing. Finally, phones are identified by an E164
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number (01473…), and being named on the contract with the phone
company makes the user responsible for all call charges – the phone is
secured by the user’s locked front door.
Since this is a book about IP – and also because future network evolutions

will use IP to carry all traffic, including voice – we will largely concentrate on
the packet data domain in 3G networks.

2.6.1 UMTS Architecture – Introducing the Major Network Elements and their
Relationships

UMTS is divided into three major parts: the air interface, the UMTS Terres-
trial Radio Access Network (UTRAN), and the core network. The first release
of the UMTS network (Figure 2.5) – R3, the Release previously known as R99
– consists of an enhanced GSM phase 2 core network (CN) and a wholly new
radio access network (called the UMTS Terrestrial Radio Access Network or
UTRAN).
For readers familiar with the GSM, the MSC, G-MSC, HLR, and VLR (see

Further reading for more information on GSM) are simply the normal GSM
components but with added 3G functionality. The UMTS RNC (Radio
Network Controller) can be considered to be roughly the equivalent of the
Base Station Controller (BSC) in GSM and the Node Bs equate approximately
to the GSM base stations (BTSs – Base Transceiver Stations).
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The RNCs and base stations are collectively known as the UTRAN (UMTS
Terrestrial Radio Access Network). From the UTRAN to the Core, the
network is divided into packet and circuit-switched parts, the Interface
between the radio access and core network (Iu) being really two interfaces:
Iu(PS – Packet switched) and Iu(CS – circuit-switched). Packet traffic is
concentrated in a new switching element – the SGSN (Serving GPRS Support
Node). The boundary of the UMTS core network for packets is the GGSN
(Gateway GPRS Support Node), which is very much like a normal IP gateway
and connects to corporate Intranets or the Internet.
Below is a quick guide to some of the functionality of each of these

elements and interfaces:

† 3G Base Station (Node B) – The base station is mainly responsible for the
conversion and transmission/reception of data on the air interface (Uu)
(Figure 2.5) to the mobile. It performs error correction, rate adaptation,
modulation, and spreading on the air interface. Each Node B may have a
number of radio transmitters and cover a number of cells. (The Node B
can achieve soft handover between its own transmitters (this is called
softer handover), the Node B also sends measurement reports to the RNC.

† RNC – The RNC is an ATM switch that can multiplex/demultiplex user
packet and circuit data together. Unlike in GSM, RNCs are connected
together (through the Iur interface) and so can handle all radio resourcing
issues autonomously. Each RNC controls a number of Node Bs – the
whole lot being known as an RNS – Radio Network System. The RNC
controls congestion and soft handover (involving different Node Bs) as
well as being responsible for operation and maintenance (monitoring,
performance data, alarms, and so forth) within the RNS.

† SGSN – The SGSN is responsible for session management, producing
charging information, and lawful interception. It also routes packets to
the correct RNC. Functions such as attach/detach, setting up of sessions
and establishing QoS paths for them are handled by the SGSN.

† GGSN – A GGSN is rather like an IP gateway and border router – it
contains a firewall, has methods of allocating IP addresses, and can
forward requests for service to corporate Intranets (as in dial-up Internet/
Intranet connections today). GGSNs also produce charging records.

† MSC – The Mobile Switching Centre/Visitor Location Register handles
connection-orientated circuit switching responsibilities including
connection management (setting up the circuits) and mobility manage-
ment tasks (e.g. location registration and paging). It is also responsible for
some security functions and Call Detail Record (CDR) generation for bill-
ing purposes.

† GMSC – The Gateway MSC deals with incoming and outgoing connec-
tions to external networks (such as the public fixed telephony network) for
circuit-switched traffic. For incoming calls, it looks up the serving MSC by
querying the HLR and sets up the connection the MSC.
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† HLR – The home location register, familiar from GSM, is just a large
database with information about users, their services (e.g. whether they
are pre- or post-pay, whether they have roaming activated, and the QoS
classes to which they have subscribed). Clearly, new fields have been
added for UMTS – especially relating to data services.

Let us just sketch out the scale of a possible network, taking the UK as an
example, – to gain a better feel of what it looks like on the ground. First, the
Node Bs are the transmitters and will be located in many of the places that
GSM transmitters are currently located (site sharing on churches and so forth)
– there will also be new sites needed.Many thousands of base stations will be
needed to cover 50%of theUK (for example). A short link (maybemicrowave)
of amile or sowill link the nodeBs into something like a local exchangewhere
leased lines connect them toRNCs in regional centres – therewill be only tens
of RNCs. The RNCs are then connected to an SDH ring that is also connected
to SGSNs and GGSNs. There will be very few SGSNs, and they will probably
be co-located with GGSNs in one or more major centres (combined SGSNs
andGGSNswill be available). It is also possible to reuseGSMMSCs andGSNs
by upgrading them for 3G. However, many operators will not want to disturb
existing systems andwill install new3GMSCs and SGNs – although thesewill
be co-located with their 2G equivalents.

2.6.2 UMTS Security

Security in a mobile network covers a wide range of possible issues affecting
the supply of and payment for services. Typical security threats and issues
might be:

† Authentication – Is the person obtaining service the person who he/she
claims to be?

† Authorisation – are they authorised to use this service?
† Confidentiality of data – Is anyone eavesdropping on the user’s data/

conversations?
† Confidentially of location – Can anybody discover the user’s location

without authorisation?
† Denial of service – Can anybody deny the user service (e.g. sending false

update messages about the user’s terminal location) to prevent them
obtaining some service? An example of this might be when a user is
bidding in an auction, and other bidders wish to prevent that user from
continuing to bid against them.

† Impersonation – Can users take other users’ mobile identities – and gain
free service, or access to other users’ information? Can sophisticated
criminals set up false base stations that collect information about users
or their data?
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In UMTS, there are four main ways in which threats and issues like these
are addressed:

† Mutual authentication between the user and the network.
† Signalling integrity protection within the RAN.
† Encryption of user data in the RAN and over the air interface.
† Use of temporary identifiers.

Mutual authentication – of the user to the network and of the network
to the user is based around the USIM (UMTS Subscriber Identity Module).
This is a smart card (i.e. one with memory and a processor in it), and each
USIM is identified by a (different) 15 digit number – the International
Mobile Subscriber Identity (IMSI) – Note that the IMSI is separate from
the phone number (07702 XXXXXX, say), which is known as the Mobile
ISDN number and can be changed (e.g. in the recent UK mobile renum-
bering). When a user switches on, a signalling message is sent to the HLR
(their home HLR if they are roaming on a foreign network – identified by
their IMSI) containing their IMSI and the ‘address’ of MSC that they are
registering with. The HLR (actually in a subpart of the HLR called the
authentication centre, AuC) generates a random number (RAND) and
computes the result (XRES) of applying a one-way mathematical proce-
dure, which involves a 128-bit secret key (known only to the SIM and the
HLR) to the number. The one-way function is very difficult to invert –
knowledge of the random number and the result of the function do not
allow the key to be easily found. The HLR sends this result and random
number to the visited MSC, which challenges the USIM with the random
number and compares the result with that supplied by the HLR. If they
match, the USIM is authenticated. The MSC can download a whole range
of keys to store for future use (in the VLR), which is why when a user first
turns on their mobile abroad, it seems to take a long time to register but,
subsequently, is much quicker to attach. Note that at no time does the
secret key leave the SIM or HLR – there are no confirmed cases of hackers
gaining access to these keys in GSM.
A second feature of UMTS is that it allows the user to authenticate the

network – to guard against the possibility of ‘false’ base stations (i.e. like
bogus bank machines that villains use to collect data to make illegal cards).
When the home network HLR receives the authentication request from the
serving network MSC, it actually uses the secret key to generate three more
numbers – known as AUTN, CK, and IK. The set (XRES, AUTN, CK, and IK) is
known as the authentication vectors (Figure 2.6).
Both HLR and USIM also keep a sequence number (SQN) of messages

exchanged that is not revealed to the network. The MSC sends RAND and
AUTN to the USIM that is then able to calculate the RES, SQN, CK, and
IK. The USIM sends RES to the network for comparison with XRES – to
authenticate itself – but also checks the computed value of the sequence
number with its own version to authenticate the network to itself.
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Another feature introduced is an integrity key (IK) – distributed to the
mobile and a network by the HLR, as described above, so that they can
mutually authenticate signalling messages. This takes care of the sort of
situation where false information might be sent to the network or to the
mobile. This would cover the auction example where a rival bidder sends
a false signal that a user may want to detach or have moved to a new base
station toward the end of a bidding session.
In addition to the challenge/response, the HLR generates a cipher key (CK)

and distributes this to the MSC and USIM. The cipher key is used to encrypt
the user data over the air from the terminal to the RNC and is passed to the
RNC by the MSC when a connection or session is set up. (In GSM, this key is
54 bits – 54 bits is not that large, and, security-aware readers should note,
cracking a 54-bit code is about a one-second job on a custom chip these
days.)
UMTS allows the terminal to encrypt its IMSI at first connection to the

network by using a group key – it sends the MSC/SGSN the coded IMSI and
the group name that is then used by the HLR to apply the appropriate group
key. The IMSI is actually only sent over the air at registration or when the
network gets lost, and so this new feature should prevent the capture of
UMTS identities. After first registration, the terminal is identified by a
Temporary Mobile Subscriber Identifier (TMSI) for the circuit-switched
domain and a Packet Temporary Mobile Subscriber Identifier (P-TMSI).
These temporary identifiers – and the encryption of the IMSI at first attach
– should prevent IMSI being captured for malicious use and impersonation
of users.
One, final, level of security is performed on the mobile equipment itself, as

opposed to the mobile subscriber (for example, putting one’s SIM in some-
one else’s phone does not always work).
Each terminal is identified by a unique International Mobile Equipment

Identity (IMEI) number, and a list of IMEIs in the network is stored in the
Equipment Identity Register (EIR). An IMEI query to the EIR is sent at each
registration and returns one of the following:
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† White-listed – The terminal is allowed to connect to the network.
† Grey-listed – The terminal is under observation from the network.
† Black-listed – The terminal either has been reported stolen or is not type-

approved (wrong type of terminal). Connection to be refused.

Good references for UMTS security are [13,14].

2.6.3 UMTS Communication Management

Connection Management
For the circuit-switched domain, the connection-management function is

carried out in the MSC and GMC. Connection management is responsible
for number analysis (whether the user is allowed to make an international
call), routing (setting up a circuit to the appropriate GMSC for the call) and
charging (generation of Call Detail Records). The MSC is also responsible for
the transcoding of low-bit-rate mobile voice (10 kbit/s or so – in UMTS, the
voice data rate is variable) into 64 kbit/s streams that are standard in the fixed
telephony world.
The GMSC is responsible for the actual connection to other circuit-based

networks and also for any translation of signalling messages that is required.

Session Management

In the packet domain, the user needs to set up a PDP context (Packet Data
Protocol Context) in order to send or receive any packets The PDP context
describes the connection to the external packet data network (e.g. the Inter-
net): Is it IP? What is the network called (e.g. BT Corporate network)? What
quality does the user want for this connection (delay, loss)? How much
bandwidth does the user want (QoS Profile)?
The steps involved in setting up a PDP context are as follows (Figure 2.7):

† The terminal requests PDP context activation.
† The SGSN checks the request against subscription information received

from the HLR (during the attachment). If the requested QoS is not included
in the subscription, it may be rejected/re-negotiated.

† The Access Point Name (name of external network) is sent, by the SGSN,
to a DNS server (IP Domain Name Server – normal Internet-style name to
IP address look up to find the IP address of the GGSN that is connected to
the required network).

† The SGSN tries to set up the radio access bearers – this can result in re-
negotiation of QoS.

† The SGSN sends a PDP create context message to the GGSN, and this
may be accepted or declined (e.g. if the GGSN is overloaded).
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† An IP tunnel is set up between the SGSN and the relevant GGSN – with a
tunnel ID (this will be explained in the next section).

† An PDP address is assigned to the mobile.
† The PDP context is stored in the: mobile, SGSN, GGSN, and HLR.

In practice, the PDP address will be an IP address (although UMTS can
carry X25 and PPP – point-to-point protocol packets as well), and this can be
either static or dynamically assigned. In static addressing, the mobile always
has the same IP address – perhaps because it is connecting to a corporate
network whose security requires an address from the corporate range.
In dynamic allocation, the address can come from a pool held by the

GGSN and allocated by DHCP (Dynamic Host Configuration Protocol –
again, normal Internet-style IPaddress allocation) or from a remote corporate
or ISP network. The GGSN includes a RADIUS client that can forward pass-
word and authentication messages to external servers (as happens in dial-up
internet access today). This would typically be the case where users are
connecting to their ISPs. So, for example, when Mary begins browsing,
she sets up a PDP to Freeserve and is greeted by the request for her name
and password. These are relayed from the GGSN to the AAA server (Authen-
tication, Access and Accounting) run by Freeserve and, when authenticated,
our user’s terminal is allocated an IP address belonging to the Freeserve IP
address allocation.
UMTS also contains the concept of a secondary PDP context (also called a

multiple PDP context – Figure 2.8). In GPRS, in order to run two different
applications, with different QoS requirements – such as video streaming and
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World Wide Web browsing – two different PDP contexts and, consequently,
two different PDP (i.e. IP) addresses are needed. In UMTS R99, the secondary
PDP context concept allows multiple application flows to use the same PDP
type, address, and Access Point Name (i.e. external network) but with differ-
ent QoS profiles. The flows are differentiated by an NSAPI (Network layer
Service Access Point Identifier – a number from 0 to 15). We will look at the
mapping of the various identifiers and addresses later in the mobility
management section.
A traffic flow template (TFT) is used to direct packets addressed to the same

PDP address to different secondary PDP contexts. For example, if a user is
browsing and wants to watch a movie clip – a long one so they want to
stream it rather than download it – the browser might activate a secondary
PDP context suitable for video streaming. When the video and HTTP packets
arrive at the GGSN, they all have the same destination IP address (PDP
address). The packet flow template allows other aspects (source address,
port number, flow label…) to be used to assign them to the correct context
and, hence, QoS. In this case, the source address (or source address and
source port number) might be used to differentiate between the flows.
A PDP context will only remain active for a certain length of time after

the last packet transmission. In other words, a user might set up a PDP
context to browse some web pages and then stop using the terminal.
Clearly, they would be tying up network resources (e.g. IP addresses) and
almost certainly would not be paying for them (if they pay per packet or by
subscription). The network, therefore, deactivates the PDP after a suitable
time. It might seem from this that UMTS packet users are confined to user-
initiated sessions (the equivalent of outgoing calls only) – but there also
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exists a mechanism to request users to set up a PDP context. This might be
when users have a fixed IP address – so that the GGSN can accept an
incoming instant message (for example) and use the IP address as a key
in the HLR and obtain the address of the SGSN with which the mobile is
associated. When the mobile attached to an SGSN the address of that
SGSN was recorded in the HLR – as were subsequent movements of the
mobile into regions (routing areas) controlled by other SGSNs. The SGSN
can send a PDP set-up request to the mobile. Of course, the GGSN has to
be careful not to request a PDP context every time a piece of junk e-mail is
received. The facility will be more useful when Session Initiation Protocol is
used widely for peer-to-peer session initiation.

2.6.4 UMTS QoS

We saw earlier that when users set up PDP contexts, they included a QoS
profile. This section looks at how QoS is described within a UMTS network.
UMTS contains the concept of layered QoS – so that a particular bearer
service uses the services of the layer below (Figure 2.9). What does this
mean? A ‘bearer’ is a term for a QoS guaranteed circuit or QoS treatment
of packets. A concrete example would be that packets leaving the UTRAN –
on the Iu (PS) interface – are carried on ATM virtual circuits (that give guar-
anteed QoS). Thus, the CN bearer might be an ATM network with virtual
circuits offering different QoS characteristics.
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Neither of the local and external bearers is part of UMTS – but they
obviously have an impact on the end-to-end QoS. The local bearer might
be a Bluetooth link from a 3Gmobile phone to a laptop say. In a similar way,
the external bearer might, for example, be a DiffServ network operated by an
ISP (refer to Chapter 6 for more details).
At the UMTS bearer level, where PDP contexts are created, all UMTS

packet services are deemed to fall into one of four classes (Table 2.2) –
basically classified by their real-time needs, i.e. the delay they will tolerate.
Conversational and streaming classes are intended for time-sensitive flows

– conversational for delay-sensitive traffic such as VoIP (voice over IP). In the
case of streaming traffic – such as watching a video broadcast, say – much
larger buffering is possible, and so delays can be relaxed and greater error
protection provided by error correction techniques that repeat lost packet
fragments but add to delays. Interactive and background classes are for
bursty, Internet-style, traffic.
When requesting QoS, users invoke a QoS profile that uses the traffic class

and seven other parameters to define the requested QoS:

† Maximum bit rate – The maximum bit rate defines the absolute maximum
that the network will provide – packets in excess of this rate are liable to
being dropped – this is equivalent to the conventional peak rate descrip-
tion and is only supported when resources are available.

† Delivery order – The delivery order specifies if in sequence delivery of
SDUs is required (for SDU – Dervice Data Unit read IP packet).

† Transfer delay.
† Guaranteed bit rate – Only the guaranteed rate is always available at all

times, and this only applies to the conversational and streaming classes.
† SDU (Service Data Unit) size information – The maximum SDU size.
† Reliability – Whether erroneous SDU should be delivered.
† Traffic handling priority – Traffic handling priority is only used within the

interactive class to provide multiple QoS sublevels.
† Allocation/retention policy – Related to the priority of the traffic (this is

explained in detail in the UTRAN section later).

There are only certain values allowed for eachparameter–more details can
be found in the references at the end of the chapter. In practice, however,
operators are actually likely to restrict the options for QoS to few basic cate-
gories and not try and negotiate all the possible parameters allowedbyUMTS.

2.6.5 UMTS Mobility Management

Most of the mobility management in a UMTS system takes place within the
RAN; this was actually one of the design goals of the RAN to hide as much as
possible the consequences of users being mobile from the core network.
Nearly all handovers fall in this category and have been duly relegated to the
next section about the UTRAN.
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At the core network level, there are three mobility management states that
the terminal can exists – detached (i.e. switched off), connected, and idle – the
last two states having a differentmeaning in the circuit and packet domains. In
the circuit-switched domain, the terminal is always associated with an MSC,
and the serving MSC’s identity is recorded in the HLR. As described in the
example of Mary when a terminal has been idle for circuit-switched traffic for
a given time, the network stops tracking it at the cell level, and the terminal
simply listens to the broadcast channel of the cells. As it roams about, the
terminal is in the circuit-switchedmobilitymanagement idlemode (MM-idle).
Onlywhen it enters a new location area – consisting of a large number of cells
– does it inform the network of a change of location.When the user wishes to
make a call, it performs a procedure called a location update, which provides
the networkwith its position at the cell level of detail. Similarly, if an incoming
call is received for the terminal, the MSC broadcasts a paging request for that
terminal that immediately responds with a location update – bringing it into
the MM-connected state.
Likewise, for the packet mobility management (PMM)– when the terminal

has not sent or received any packets for a long time, it ceases to have a PDP
context set-up and moves to the PMM-idle mode. When a new PDP context
is set up – either as a result of the user wanting to send data or as a PDP
context set-up request message – the terminal moves to the PMM-connected
state. When a terminal is in the PMM-idle state, it simply listens to broadcast
messages and updates the network whenever it passes into a new routing
area. (Routing areas are actually subsets of location areas but still comprise
many cells).

2.6.6 UMTS Core Network Transport

This section looks at how data are transported across the core network and
how QoS can be achieved. Figure 2.10 shows the user plane protocols for
the core and access networks for packet switched traffic.
From the terminal to the RNC IP packets are carried in PDCP packets.

PDCP is Packet Data Convergence Protocol and provides either an acknowl-
edged/ unacknowledged or transparent transfer service. This choice is
related to the (backward) error correction that the underlying RLC (Radio
Link Control) layer applies – more details of the functions of RLC can be
found in the UTRAN section below. Transparent means that no error correc-
tion is applied at Layer 2. The unacknowledged mode detects duplicate and
erroneous packets but simply discards them, whereas in acknowledged
mode, the RLC operates and resends missing frames (at Layer 2, packets
are usually called frames, e.g. Ethernet frames). The choice of mode is
based on the required QoS, resending lost or errored frames causes delay,
and so the acknowledged mode is only used for applications that are delay
sensitive. PDCPalso performs a compression/decompression function – such
as compressing TCP/IP headers.
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From the RNC to the SGSN IP packets are tunnelled using a tunnelling
protocol called GTP – GPRS tunnelling protocol. Another GTP tunnel then
runs from the SGSN to the GGSN, allowing a hierarchical mobility (SGSN
changes will not happen often) and allowing lawful interception (phone
tapping) at the SGSN.
A tunnelling protocol consists of a piece of software that take packets and

wraps them within new packets such that the entire original packet – includ-
ing the header – becomes the new payload: the original header is not used
for routing/switching and is not read whilst encapsulated. A very good
analogy is that if a person sends a friend a letter to their home address,
their mum puts it in a new envelope, addressed to their college address,
and pops it back in the post. GTP in UMTS is more analogous to allowing
several languages to be used to address the inner envelopes. Only the main
post offices understand Chinese, so letters must be enclosed within a new
envelope addressed in English to pass through the UK postal system. Using
GPRS tunnelling protocol, UMTS can carry a number of different packets
(such as IPv4, IPv6, PPP, and X25) over a common infrastructure. GTP pack-
ets are formed by adding a header to the underlying PDP packet – the format
of this header is shown in Figure 2.11. After forming a GTP packet, it is sent
using UDP over IP using the IP address of the tunnel end point, e.g. the
GGSN for traffic sent from the SGGN to a external network. The most impor-
tant header field is the tunnel id that identifies the GTP packets as belonging
to a particular PDP context of a particular user (and therefore can be given
the appropriate QoS). The Tunnel id is formed from combination of the IMSI
and NSAPI – the IMSI uniquely identifying a terminal and the NSAPI being a
number from 0 to 15 that identifies the PDP context or the secondary PDP
context within a primary PDP context (Figure 2.12).
In the UMTS core network, IP Layer 3 routing is, typically, supported by

ATM switching networks. It is the operator’s choice whether to implement
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QoS at the IP or ATM level, but if the IP layer is used, the IETF differentiated
services scheme is specified by 3GPP as the QoS mechanism. In all cases,
interoperability between operators is based on the use of Service Level
Agreements that are an integral part of the definition of DiffServ. DiffServ
features heavily in the IP QoS chapter, and so readers might wish to read that
chapter before looking at the UMTS to DiffServ mapping example below.
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If DiffServ is being used to provide QoS in the core network, a mapping is
needed at the RNC betweenUMTS bearer QoS parameters andDiffServ code
points, and a similar mapping is needed at the GGSN for incoming packets.
The SGSN originally downloads the user subscription data from the HLR and
passes the allocation/retention priority, first to the RNCwith the Radio Access
Bearer request and then to the GGSN with the PDP context activation
message. The RNC and GGSN then use the allocation/retention priority and
theUMTSclass tomap toDiffServ classes, as shown in Figure 2.13. InDiffserv,
there is no delay bound, and such a network would rely on proper provision-
ing to deliver sufficiently low delays for conversational services.
UMTS can support both IPv4 and IPv6 operations and is seen as a key

driver for IPv6 technologies. UMTS decouples the terminal packet data
protocol form the network transport, through the use of tunnelling. As a
consequence, it can transport IPv4 or v6 packets without modification.
The underlying UMTS core network can also be v4 or v6, and this has no
interaction with the user data being tunnelled over it.

2.6.7 Signalling in the UMTS Core Network

The signalling between the mobile, SGSN and GGSN to the HLR, authenti-
cation centre, EIR, and also the SMS message centre all consist of SS7 signal-
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ling (Signalling System Number 7) messages (see Figure 2.5). SS7 is, in some
ways, like an IP network (but it is not IP at all and developed totally inde-
pendently). It is packet-based and has reliable transport protocols and its
own addressing scheme. SS7 was originally used on the PSTN when it
became digital and carries all the signalling messages between exchanges
need to set up a call (address complete, ringing, and connecting being
example messages). The SS7 variant used in the PSTN is called ISUP, and
this has been extended for use in mobile networks with an extendedmessage
set called MAP (Mobile Application Part). The SGSN/HLR and so forth all
have SS7 addresses and use MAP to exchange signalling messages. From the
SGSN, the Gr interface connects to a (logically separate) SS7 network over a
2Mbit/s time division multiplex link (the normal circuit-switched connection
that would be found in the PSTN, say, i.e. not IP and totally separated from
the data path transmission mechanism).
SS7 is not the only signalling protocol used in the UMTS core network.

The setting up, modifying, and tearing down of GTP tunnels are performed
by a signalling protocol called GTP-C (whereas the transport of user data is
performed by GTP-U, as just described). GTP-C runs between the SGSN and
GGSN and also carries the messages to set up and delete PDP contexts. GTP-
C uses the same header as GTP-U but is a reliable protocol in that the
sequence numbers are used to keep track of lost messages, and these are
re-sent. An example GTP-C message is ECHO – this can be sent to another
GSN that must reply with an ECHO RESPONSE message that includes the
time since the last re-boot. Readers needing more details of GTP-C messages
are referred to the TS 29.060 where the nitty gritty detail awaits. There is no
SS7 signalling link from the SGSN to the GGSN. Note that GTP-C does not
run over the Iu interface between the SGSN and the RNC – since RNCs have
no part in PDP context activation, etc. – the GTP tunnels from RNCs to
SGSNs are set up by part of another protocol RANAP – this is covered in
the next section.

2.7 UMTS Radio Access Network – UTRAN

This section looks more closely at the interfaces of the UTRAN, the signalling
and transport protocols used to convey bits from the mobile to the RNC, and
the underlying ATM switching cloud. The point of this, against the backdrop
of a book arguing the merits of IP for 3G networks, is to illustrate several
points before embarking on our tour of IP architectures, QoS, and so forth.
The first is to explain the switching and timing requirements for soft handover
in greater detail, so that the very considerable difficulties of introducing an IP
RAN are not overlooked. The second is to demonstrate just how complicated
the RAN is, with functions like Radio Resource Management requiring inten-
sive, real-time, processing in a number of distributed elements. RNCs are
very large and very expensive. It is not really good enough for IP plaudits to
say that IP is simpler and cheaper if, every time a user tries to make a voice
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call, the quality deteriorates half way through. Finally, the Layer 2/Layer 3
interface is very much integrated and tailored for W-CDMA (with its power
control and particular radio characteristics). IP pundits would like a more
generic, but less integrated and therefore less efficient, interface that could,
say, connect to Wireless LANs as well. For all these reasons, we will wade
through the air interface (Uu) and the UTRAN to core (Iu) interface and,
finally, tackle the ATM transport.
It is important to note that the standards concentrate on the interfaces

because that is where equipment from different manufacturers needs to
inter-operate; for example, an Ericsson terminal needs to talk to any make
of base station correctly. Within a base station, however, the operation of soft
handover is completely propriety, and the standards do not mention this.

2.7.1 The W-CDMA Air Interface and the Uu Interface

CDMA stands for ‘code division multiple access’ – meaning that many users
share a single block of spectrum by means of different code sequences that
they multiply (spread) their data with to increase the bit rate prior to trans-
mission. For example, if a user has a 38.4 kbit/s data stream and spreads it
with a chip rate of 3.84 Mchip/s (the spread code bits are called chips), they
would have, clearly, a spreading factor of 100. The clever thing about CDMA
is that if the spread signal is multiplied by the same spreading code, again,
the original bit stream is recovered. Moreover, if there are other users with
different spreading codes, the result of multiplying their transmission with the
spreading code is simply noise – provided that the codes are carefully
chosen. This process is sometimes likened to an international party, where
someone hears someone else from the far side of the room talking their
language and locks on to that conversation above a general background
noise created by other conversations in different languages. One might ask
whether it would not be better just to divide the spectrum up and give each
user their own part of the spectrum (frequency division multiple access) or
time slot (time division multiple access). Many simulations have shown that
CDMA can support more users at a given QoS and user bit rate.
In UMTS, there are two modes of operation, FDD and TDD. As has been

already explained, the FDD (Frequency Division Duplex) mode uses two
blocks of spectrum for the up and down links and separates users solely on
the basis of CDMA codes.
The TDD (the time division duplex) mode uses a single block of spectrum

but only transmits on the up link or the down link at one time, hence the time
division duplex, and uses a mixture of codes and time slots to separate users.
The FDD mode will be concentrated on here, because TDD equipment
development is lagging behind FDD, not all operators have obtained TDD
spectrum, and even those that have have no immediate plans to exploit it.
In a CDMA system, neighbouring cells use the same frequency but avoid

direct interference by means of the use of scrambling codes. From the base
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station to the terminal, the spreading code comprises two parts: the scram-
bling code that is different for each cell and the chanelisation code that
separates users within the cell. Transmissions from users and base stations
in neighbouring cells are always seen as noise because the spreading code
( ¼ chanelisation code £ scrambling code) is unique for each base station to
user transmission within the entire system. This is how CDMA is able to use
the same frequency in every cell.
In UMTS, the CDMA air interface makes up the physical layer and part of

the MAC layer of the Uu interface between the terminal and the base station.
The air interface (Uu interface) protocols are shown in Figure 2.14. The PDCP
(Packet Data Convergence Protocol) provides header compression for PDP
packets – as already described. The BMC (Broadcast/Multicast Control) layer
provides cell broadcast facilities – an example of this would be the short
message broadcasts of GSM.
The RLC (Radio Link Control) layer is responsible for setting up and tearing

down RLC connections – each represents a different radio bearer (meaning
that there is one radio bearer per PDP context or circuit). The RLC layer
segments and reassembles data packets as well as providing backward
error correction. A 1500-byte IP packet would be segmented into 27 RLC
PDUswith a 2-byte header added to each (the MAC layer would add another
3 bytes to from MAC PDUs). The level of backward error correction can be
one of several modes:
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† Transparent – Higher layer packets are not provided with error recovery,
and higher layer packets may be lost or duplicated.

† Unacknowledged – This mode detects errored packets but simply deletes
them. It also avoids duplicating packets.

† Acknowledged – Error-free delivery of packets is guaranteed by an ARQ
(automatic repeat request) backward error recovery scheme. Also, dupli-
cate detection ensures that only one copy of each packet is transmitted.

The RLC is also responsible for ciphering and can perform flow control,
i.e. the receiving end can request the transmitting end to slow down trans-
mission to prevent, for example, buffer overflow. For data, the RLC termi-
nates at the RNC – so RLC frames are carried to the node B over the radio
interface and MAC layers and then on to the RNC on AAL2/ATM switched
circuits (see below).
TheMAC layer is responsible for mapping logical channels (including data

flows) into the transport channels provided by the physical layer. Logical
channels in UMTS (FDD mode) include:

† Common control channel (CCCH) – Up link.
† Broadcast control channel (BCCH) – Down link.
† Paging control channel (PCCH) – Down link.
† Dedicated Control Channel (DCCH) – Dedicated (to a single terminal)

transport channel (up and down link).

The MAC layer is also responsible for multiplexing/demultiplexing flows
from the user on to transport channels (that are similar, but fewer in number
to the logical channels, e.g. a BCH (Broadcast Channel carries the contents
of the BCCH). The MAC also handles priority handling of flows from one
user, i.e. allowing flows with higher priority QoS to have higher priority
access to physical channels.
The physical layer is responsible for transmission of data blocks: multi-

plexing of different transport channels (e.g. the P-CCPCH – Primary
Common Control Physical CHannel carries the BCH), forward error correc-
tion (error coding) and error detection, spreading (with the CDMA code), and
RF modulation.
More detail on the UMTS CDMA physical layer can be found in [15].

2.7.2 UTRAN Mobility Management

Soft Handover
The requirement to support soft handover in UMTS arises from the hand-

over of mobiles between base stations. The boundary between the cells is not
clearly delineated and, near the boundary, the ratio of received power from
the two base stations fluctuates considerably over even a metre or so (at 2
GHz, thewavelength is 15 cm). If the handover threshold is set such thatwhen
the new base station received strength exceeded the old base station strength
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then the handover would be pinging back and forth all the time. Each hand-
over ‘costs’ in terms of signalling messages and network processing time, so,
to avoid all the toing and froing, the handover threshold is given hysteresis:
once a handover has occurred, the relative signal strengths must change by 6
dB, say, before another change is made. This is fine for TDMA systems (like
GSM), where the interference is felt in distant cells that are re-using that
frequency. However, in CDMA systems, having mobiles operating at 6 dB
over their minimum power causes a large amount of interference. In CDMA
systems, all mobiles interferewith each other, and controlling andminimising
transmit power is the key to increasing capacity. It has been estimated that
using the TDMA hysteresis scheme for handover would reduce the efficiency
of a UMTS system by 50%. The solution is something called soft handover. In
soft handover (Figure 2.15), the mobile receives transmissions from several
base stations simultaneously. As the power – and hence the error rate – from
each fluctuates the mobile receiver takes the data from each base station and
combines them to obtain a reliable answer.
It has been estimated that UMTS mobiles will be in soft handover 50% of

the time and will be connected to several base stations simultaneously. For
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soft handover to work, the frames from different base stations need to arrive
at the mobile within about 50 ms or so of each other. Thus, from the network
split point, they must be transported to the transmitters with very tight control
of delay and jitter. ATM gives this functionality as the transport technology for
the UTRAN.

Handover Types

As detailed earlier, in a CDMA system, users are connected to a number of
cells – called the active set – and cells are added and dropped from the
active set on the basis of measurements made by the terminals and reported
back to the network. If the cells are served by the same base station (Node B),
the mechanism of adding/dropping cells from the active set is proprietary, i.e.
the standards do not specify how it shall be accomplished – this is softer
handover.
Imagine that a user needs to connect to cells on a different RNC. The

original RNC – called the serving RNC – connects to the new RNC – called
the Drift RNC – via the Iur interface (Figure 2.15). This interface has no
counterpart in GPRS or GSM and allows the UTRAN to deal with all hand-
overs independently of the core (this is required in CDMA because of the
tight timing constraints for soft handover and the need to add and delete cells
from the active sets rapidly). At some point, the UTRAN decides that it
should move the SGSN to RNC connection from the Serving to the Drift
RNC – a process called SRNS (Serving Radio Network System) relocation.
This is essentially a UTRAN function, and the result of the procedure is that
the SGSN routes the packets to the new RNC (Figure 2.16).
If a user moves within the coverage area of a base station (and RNC)

served by a different SGSN, this requires the highest level of mobility
management – the Inter-SGSN/MSC SRNS relocation (we will concentrate
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on the packet case). Figure 2.17 shows the situation both before and after
SRNS relocation. This is a complex procedure – involving the mobile, 2
RNCs, 2 SGSNs, and a GGSN. The message flows and sequence of events
can be seen in 3GPP standard TS 23.060 (downloadable from
www.3gpp.org). One noteworthy point about this procedure is that it
does not support real-time handover of packets. That is to say, long delays
(seconds) can be experienced, and packet duplication is also possible. This
is one of the things that will be upgraded in the next release of UMTS. For
circuit-switched traffic moving to a new MSC, there is, of course, no gap in
service.

2.7.3 UTRAN Transport

Within the UTRAN, all user data transmission takes place over an ATM-
switched network. ATM was originally conceived for fixed networks as a
replacement (or evolution) of the PSTN/ISDN to allow packet and circuit
data with varying traffic characteristics (constant or variable bit rate) to be
multiplexed on to a single connection with guaranteed QoS performance. It
was designed to run over optical links with characteristically low error rates
(bit error rate of less than 10-9) and so had very light error correction. ATM
controls delay and jitter of traffic by carrying all the data inside 53-byte cells
(fixed length packets). Because all the cells are the same size, very efficient
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cell switches could be made that could control the jitter and delay of the
cells being switched. Typically, virtual connections would be set up through
a mesh of ATM switches (an ATM cloud) by rather slow signalling – hence
the term permanent virtual circuits (PVCs) – and voice/IP/video packets or
frames or streams would be adapted, using different ATM adaptation layers
(AALs), to be segmented and reassembled at the ends of the PVC. The AALs
differ in how they segment/reassemble higher layer packets and in the error
checking and recovery mechanisms that they provide.
In UMTS AAL2 is used for all circuit and packet data within the RAN,

whereas AAL5 is used for signalling within the UTRAN and for transmitting
the packet data across the Iu(PS) interface to the SGSN. AAL5 has very little
functionality: other than segmenting and reassembling packets into ATM
cells, it provides only a basic error check.
The reason as to why AAL2 is used for transport within the UTRAN can

be traced back to the particular requirements of CDMA operation and also
the desire to support multimedia traffic. 2G’s 64 kbit/s circuit switching
technology is clearly inefficient for bursty Internet type traffic – what is
needed is a packet switching technology that multiplexes together many
users and uses less underlying (and very expensive) bandwidth in the
access network (i.e. the leased lines that typically comprise the
UTRAN). The requirement from CDMA, as readers will remember from
earlier, was that in order to use a spectrum efficiently, a CDMA system
had to exercise very tight power control. This means that it has to support
soft-handover – with terminals connected to several base stations simulta-
neously. More importantly, the combination of signals takes place at layers
1 and 2, and the signals need to arrive within 10 ms or so of each other
for correct combination. RNCs need to be able to set up and tear down
connections to Node Bs and other RNCs to add and remove cells from the
mobiles active set (of cells it is in contact with). This set-up needs to be
accomplished rapidly – within 100 ms or so. Finally, the desire to transmit
voice, pretty essential for any mobile network, meant that only small
packets could be used in the access network. The total delay for a
voice call should not exceed about 100 ms. At 12 kbit/s, allowing 20
ms for forming a packet – the packetisation delay – gives a packet size of
240 bits or 30 bytes. An ATM cell carries 48 bytes (compared with an IP
packet of typically 1500 bytes – which is one of the reasons why Voice
over IP – VoIP – is inefficient). The AMR (adaptive multirate) speech
coders used in UMTS networks typically produce a variable bit rate –
for example, they do not code silence – so a constant packetisation
delay requires variable length packets. When the coder is only producing
4 bit/s, smaller packets are needed than when it is producing 14 kbit/s –
for the same packetisation delay.
From these requirements, along with the need to provide QoS, a new ATM

adaptation layer – AAL 2 – and its associated switching and signalling proce-
dures have been developed for the UMTS radio access network. AAL2
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allows variable length packets and multiplexes several connections on to a
single ATM Virtual Connection. AAL2/ATM is used to carry all the user data –
packet and voice – over the UTRAN – the packet data only being converted
back to AAL5 at the RNC. The need to multiplex many different, variable
rate, traffic sources on to a single ATMVCwas the reason for choosing AAL2.
Essentially, the key part for UMTS was the development of signalling and
switching of AAL2 circuits. A very comprehensive review of AAL2 for UMTS
is given in [16].

2.7.4 UTRAN QoS

When a user wishes to make a call or send packets, control signalling for this
first passes to the MSC/SGSN. In the packet case, there must be a PDP
context active – so that the terminal has an IP address, and the GTP tunnel
id is allocated. However, the PDP context does not install any state within
the UTRAN, and so each time packet transfer or a connection takes place,
radio and UTRAN bearers (see Figure 2.7) must be allocated. The SGSN/
MSC signals the UTRAN with the required QoS attributes, and these may be
granted, re-negotiated, or declined. The control protocol (RANAP) used
between the SGSN and RNC is described in the next section.
QoS provision within the UTRAN is complicated and can be broken down

into air interface and RAN parts. In a well-designed network, the air interface
will be the major bottleneck – where most congestion and QoS violation will
take place. A Radio Resource Management (RRM) function is distributed
between the terminal, base station and the RNC and controls QoS over
the radio link. RRM consists of algorithms and procedures for the following:

† Admission control.
† Power control.
† Code management.
† Packet scheduling.
† Handover.

In a CDMA system, the common resource consumed as more users are
admitted to the system is interference to other users. As users transmit
progressively more power, the higher the bit rate or lower the error rate
they can achieve, but at the expense of causing higher interference to all
other users within the cell and in neighbouring cells. The RRM system must
ensure that, even after admitting a new connection or packet stream, the
overall interference will be low enough to satisfy both the new and existing
QoS requirements. Typically, UMTS will run at about 50% of its maximum
capacity to ensure stability [17].
CDMA codes are managed by the RNC – in the down link, channe-

lisation codes must be allocated to each user (so that the spreading code
is the cell scrambling code £ channelisation code). The codes for each
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user must be orthogonal (i.e. have no correlation when multiplied
together). In the up link, the scrambling codes are used to separate
users and channelisation codes to separate data and control channels
from a single user. All these codes are allocated/de-allocated and mana-
ged by the RNC.
Packet scheduling takes place each time a user or a base station has

packets to transmit (other than the very small amount of data that can be
transmitted on the random access channel). A request is made to the
RNC and only admitted if resources are available. These requests can be
queued – and the way in which they are treated depends on the alloca-
tion/retention parameter. This is used by the RNC when deciding how to
allocate resources when faced with new QoS resource requests. The idea
here is that operators can offer different priority levels for resource allo-
cation – even for users who have requested the same QoS. As an exam-
ple, a gold user (business class) may pay a large subscription that results
in an appropriate allocation and retention policy entry in the HLR against
the user’s name. When the user wants to transmit some packets, a
request arrives at the RNC and is treated with the respect it deserves,
i.e. it goes to the head of the request queue, and even if no resources
are available, it causes lower-priority users – such as bronze (economy
class) – to have their resources reduced. In real terms, the gold user is
able to make their important VoIP call to the chairman of selectors at
Lords, and some impoverished student loses half the bandwidth of their
video download.
The allocation/retention parameter is complex and contains information

on: priority, pre-emption capability, pre-emption vulnerability, and whether
the request can be queued. The resource scheduling algorithm, located in
the RNC, is not specified by 3GPP and is vendor implementation-specific.
The final reply from the RNC is either success/failure or failure due to timing
out in a request queue.
One proposal for a practical, flexible way of providing QoS to users for

Internet services is the concept of services classes. Let us assume that there
are three classes – gold, silver, and bronze. Each class offers a certain group
behaviour to users of that class. An example would be:

† Gold users always obtain the requested bandwidth – regardless of inter-
ference, congestion, or radio degradation (unless they themselves are
already using all the available resources).

† Silver users have an elastic bandwidth, but the service is better than that
experienced by bronze users, who obtain the equivalent of a best-effort
service.

† Bronze users have only best effort QoS.

Of course, different operators will operate different QoS schemes, and the
standards do not specify exactly how QoS is achieved or implemented in
UMTS – just how it is signalled across the interfaces.
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The radio bearer is also responsible for mapping the appropriate class to
the correct error-correction mechanism. Conversational services tolerate
little delay and need forward error correction (redundancy added to the
transmitted frame), as opposed to backward error correction (re-transmission
of corrupted/lost frames), which causes delay.
Handover in UMTS is handled by the RRM. As we have seen earlier, this

includes softer handover (when handled within a base station) and soft hand-
over – where the terminal has an active set of base stations that it is in contact
with. The RRM decides when base stations are added or deleted from the
active set – sometimes, this is suggested by the terminal, but the network
always has control of this process.

2.7.5 UTRAN Signalling

The signalling across the Iu interface (from SGSN to RNC) is provided by
RANAP – Radio Access Network Application Part. RANAP is responsible for:

† Radio Access Bearer set-up, modification, and release.
† Control of the UTRAN security mode.
† Management of RNC relocation procedures.
† Exchanging user information between the RNC and the Core Network.
† Transport of mobility management and communication control informa-

tion between the core network and the mobile [the so-called Non-Access
Stratum (NAS) information – such as PDP context management – that does
not concern the UTRAN].

† Set-up of GTP tunnels between the SGSN and the RNC.

From the RNC to the terminal, the Radio Resource Controller (RRC) (see
Figure 2.14) sets up a signalling connection from the user’s equipment (UE)
to the RNC. This covers the assignment, re-configuration and release of radio
resources. The RRC also handles handover, cell re-selection, paging updates,
and notifications.

2.8 cdma2000 Packet Core Network

cdma2000 is another member of the IMT-2000 quintet of 3G standards and
has a North American origin. Originally, there was cdmaOne – which
utilised the IS-95A CDMA air interface and an ANSI-41 network (ANSI-41
is another, GSM-like, network of base stations, base station controllers, and
specifies the protocol used to signal between them). CdmaOne was
launched in Hong Kong in 1995 and is now widely used for voice and
low-bit-rate data in the Far East and North America. The first upgrade to
cdmaOne was a new air interface – IS-95B with data rates of up to 64
kbit/s being offered by some operators today (Q2 2002). cdma2000 comes
in two stages – 1X and 3X. cdma2000 1X is designed to be backwards-
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compatible with cdmaOne and offers twice the voice capacity (in the same
spectrum) and data rates of up to 144 kbit/s. cdma2000 3X pushes the
maximum data rate to 2 Mbit/s and offers a greater efficiency than 1X.
Unfortunately, cdma2000 is not compatible with UMTS – the need for back-
ward compatibility means that two CDMA systems use completely different
bit rates, frequency blocks (cdma2000 uses multiple carriers in the down link
for cdmaOne compatibility), etc.
The packet core network (PCN) is a network architecture being promoted

by the US standards group TIA (Telecommunications Industry Association)
for cdma2000 networks: the overall architecture is shown in Figure 2.18.
Much like UMTS, this includes a radio access network (and all the conco-

mitant issues of soft handover) as well as a PDSN (Packet Data Service Node)
– roughly equivalent to a SGSN. The major difference between the PCN and
UMTS is in the way that mobility management is handled. In UMTS, as we
have seen, this is handled in the HLR and uses SS7 signalling – the PCN,
however, is based on Mobile IP (MIP) – an Internet mobility concept.
MIP has been developed in the IETF because operating systems and appli-

cations, such as FTP, are not tolerant to a change of IPaddress – many operat-
ing systems require a complete restart. Current IP routing protocols would
needmodifying to allow users to roamwith a constant IPaddress; they would
need more processing power, much larger tables containing so-called per-
host entries (i.e. one per user), and a protocol to keep track of the user’s
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movements. Such protocols exist but are very much at the research stage –
they are described in Chapter 5. A less elegant solution is to introduce a fixed
point – the home agent (HA) – which receives all packets sent to a users home
address. When the user is roaming on a foreign network, they are allocated a
care-of address by a foreign agent (FA) (a process that sends out advertise-
ments and responds to requests for addresses). The roaming terminal then tells
its home agent what its care-of address is, andwhen packets arrive, addressed
to the home address, the HA tunnels them – using IP in IP tunnelling – to the
FA. The FA decapsulates the packets and sends them on themobile user using
a Layer 2 address (remember that the FA and mobile are on the same subnet).
Packets from the mobile to correspondent host (CH) can be sent directly –
since theyhave adestination address that routers canuse directly. This isMIP –
and the great beauty of it is that it does not require any change to existing
routers, routing protocols, or existing IP stacks that are not mobile-aware. The
best analogy is the postal one already described in tunnelling I sendmy letters
(packets) to your home address and your mother (home agent) puts them in a
new envelope (encapsulates them) addressed to your college address (care-of
address). When the letters arrive you (acting as a foreign agent) tear open the
envelope and find the original letter inside. You keep in touchwith your mum
by separate letters (signalling) that include notification of your new address
(registration) and your mum knows it is you because she recognises your
handwriting (authentication!).
The PDSN acts as a foreign agent – providing care-of addresses to mobiles

and decapsulating IP packets tunnelled from the HA. The link from the PDSN
to the mobile is made using PPP (point-to-point protocol) – PPP is more
familiar from dial-up networks, where it provides encapsulation and error
protection from computers to the NAS (network access server). The radio
interface between the RN and PDSN has two channels – one for data and the
other for signalling. The signalling comprises standard MIP messages (regis-
tration request, registration reply) plus two additions – registration update
and registration acknowledge. Terminals, therefore, have to run a cdma2000
special IP stack – containing the non-standard MIP code. MIP does nothing
to provide mobility in the radio network, and, since this must support soft
handover, this is based not on IP but on ATM. The additions to the standard
MIP framework are:

† The use of an AAA (Authorisation, Authentication, and Accounting)
server.

† The packet data-related RADIUS attributes.
† Use of the PDSN node as the FA.

The AAA (Authorisation, Authentication, and Accounting) server is a stan-
dard IP server carrying details about subscribers and is used to authenticate
users and check that they are able to use the requested service; in this respect,
it is performing a similar role to the HLR UMTS. It also stores and forwards
accounting information – usage data records generated by the PDSN.
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The PDSN both acts as a mobility anchor and operates as a RADIUS client
in forwarding authentication details towards the appropriate AAA server. The
RADIUS protocol – Remote Authorisation Dial In User Service – has been
extended to carry additional attributes specific to cdma2000 – typically
session status, differentiated service class options and accounting attributes.
A typical MIP registration in cdma2000 would comprise the following:

† A mobile roams to a new network and sends a request for service to the
base station; the base station checks for existing links and then forwards
the request to the PDSN.

† The mobile negotiates with the PDSN using PPP and sends its id and
security data to the PDSN.

† The PDSN uses the id to locate the home AAA and places the security data
into a RADIUS request.

† If the home AAA authenticates the user, then the PPP link is finally estab-
lished.

† The mobile node then solicits for a FA – the PDSN responds with an
advertisement showing available foreign agents.

† The mobile creates a MIP request and obtains a FA care-of address.
† The mobile forwards its care-of address – probably securely – to the HA,

which creates a tunnel for any incoming packets.

If the mobile moves from the area of one base station controller to another,
and they are both connected to the same PDSN, the PDSN is then able to
associate the mobile with the old PPP state – this is an intra-PDSN handover.
If the mobile moves into the area covered by a new PDSN, it has effectively
roamed to a different foreign network and must establish a new PPP connec-
tion, obtain a new care-of address, and register again with its HA.

2.9 Conclusion

3G was conceived in the late 1980s to meet the ‘Martini’ vision – commu-
nications ‘anytime, anyplace, anywhere’. However, the 3G concept has
undergone radical changes since then – the satellite component, the B-
ISDN, and the fixed mobile convergence ideas have all been removed.
The industry – operators and manufacturers – have also chosen an evolu-
tionary route for 3G core networks, leveraging their extensive investment
and research in 2G networks. The reasons for this include the runaway
success of 2G voice networks – to the point where costs are now rivalling
fixed-line operations for voice traffic. GSM and other 2G technologies were
the products of a tight standardisation process – where complete, integrated,
solutions were specified by means of interfaces. This process has also been
adopted for 3G standardisation.
In sharp contrast, the air interface(s) chosen are revolutionary, and the

decision appeared to be, to many neutral observers, a political fudge that
allowed five different standards to be called 3G. The nature of CDMA,
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requiring soft handover support, and the need to multiplex variable rate
voice and multimedia traffic have also led to the adoption of the transport
technology of the 1980s – ATM – for the radio access network.
Whilst 3G has been moving through the standardisation process, a second

great revolution, after 2G mobile, has been unfolding – the Internet. Nowa-
days, nearly all data transmissions, and an increasing number of voice calls,
are encapsulated within IP packets before leaving the end terminal. IP
services have grown rapidly, with e-mail, browsing, and countless business
applications being built on IP technology.
There is no doubt that 3Gwill have to carry IP packets to be successful. 3G

is not about voice – 2G networks are highly optimised for voice and can be
increased in capacity by using smaller cells or lower rate voice coders. 3G
has to be about multimedia – where the traffic is bursty and the bandwidth
variable and (potentially) much higher than in today’s 2G networks. Without
doubt, traffic on such a multimedia network will be predominantly IP-based.
3G can certainly cope with IP multimedia – at one level, it can be simply

viewed as a non-IP access technology like PSTN dial-IP access or GSM
circuit-switched data. For example, UMTS can be easily viewed as a Layer
2 network, since user IP packets are always encapsulated, and the headers
are not used until the Internet gateway is reached. 3G has features like
multiplexing in the RAN and bandwidth on demand in the air interface to
support this bursty packet traffic and will offer data rates from 64 kbit/s to
something like 200–300 kbit/s.
The real issue with IP traffic over 3G, however, is one of efficiency, cost,

and revenue-earning potential. Chapter 1 has detailed some of the reasons
for why 3Gmight be inefficient when it comes to carrying IP traffic, including
the high cost of providing advanced IP services such as multicast, the inabil-
ity to evolve to meet the rapidly changing open IParchitecture, the economic
cost of an inefficient transport of IP packets in the core network, and, finally,
the lack of support for IP applications within the mobile network. Web
servers, for example, are located outside the mobile network.
Chapter 7, will examine the arguments for a more IP-based 3G network,

sketch out the design for an all-IP mobile network, and examine how 3G is
evolving to take into account the development of IP, and other, technologies.
First, however, it is time to look at research and designs for IP solutions to the
functions required to build a mobile network: security, mobility manage-
ment, and QoS.
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3
An Introduction to IP Networks

3.1 Introduction

The Internet is believed by many to have initiated a revolution that will be as
far reaching as the industrial revolution of the 18th and 19th centuries.
However, as the collapse of many ‘dot.com’ companies has proven, it is not
easy to predict what impact the Internet will have on the future. In part, these
problems can be seen to be those normally associated with such a major
revolution. Or perhaps the dot.com collapses were simply triggered by the
move of the Internet from primarily a government funded university research
network to commercial enterprise and the associated realisation that the Inter-
net is not ‘free’. Thus, whilst the Internet is widely acknowledged to have
significantly changed computing, multimedia, and telecommunications, it
is not clear how these technologies will evolve and merge in the future. It is
not clear how companies will be able to charge to cover the costs of providing
Internet connectivity, or for the services provided over the Internet. What is
clear is that the Internet has already changed many sociological, cultural, and
business models, and the rate of change is still increasing.

Despite all this uncertainty, the Internet has been widely accepted by users
and has inspired programmers to develop a wide range of innovative appli-
cations. It provides a communications mechanism that can operate over
different access technologies, enabling the underlying technology to be
upgraded without impacting negatively on users and their applications.
The ‘Inter-Networking’ functionality that it provides overcomes many of
the technical problems of traditional telecommunications, which related to
inter-working different network technologies. By distinguishing between the
network and the services that may be provided over the network, and by
providing one network infrastructure for all applications, and so removing
the inter-working issues, the Internet has reduced many of the complexities,
and hence the cost, of traditional telecommunications systems. The Internet
has an open standardisation process that enables its rapid evolution to meet
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user needs. The challenge for network operators is therefore to continue to
ensure that these benefits reach the user, whilst improving the network.

This chapter summarises the key elements and ideas of IP networking,
focusing on the current state of the Internet. As such, the Internet cannot
support real-time, wireless, and mobile applications. However, the Internet
is continually evolving, and Chapters 4–6 detail some of the protocols
currently being developed in order to support such applications. This chap-
ter begins with a brief history of IP networks, as understanding the history
leads to an understanding of why things are the way they are. It then looks at
the IP standardisation process, which is rather different from the 3G process.
A person, new to the IP world, who attempted to understand the IP and
associated protocols, and monitor the development of new protocols,
would probably find it useful to have an understanding of the underlying
philosophy and design principles usually adhered to by those working on
Internet development. The section on IP design principles also discusses the
important concept of layering, which is a useful technique for structuring a
complex problem – such as communications. These design principles are
considered as to whether they are actually relevant for future wireless
systems, and then each of the Internet layers is examined in more depth to
give the reader an understanding of how, in practice, the Internet works. The
penultimate section is devoted to indicating some of the mechanisms that
are available to provide security on the Internet.

Finally, a disclaimer to this chapter: the Internet is large, complex, and
continually changing. The material presented here is simply our current
understanding of the topic, focusing on that which is relevant to understand-
ing the rest of this book. To discuss the Internet fully would require a large
book all to itself – several good books are listed in the reference list.

3.2 A Brief History of IP

IP networks trace their history back to work done at the US Department of
Defense (DoD) in the 1960s, which attempted to create a network that was
robust under wartime conditions. This robustness criterion led to the devel-
opment of connectionless packet switched networks, radically different
from the familiar phone networks that are connection-oriented, circuit-
switched networks. In 1969, the US Advanced Research Projects Agency
Network – ARPANET – was used to connect four universities in America. In
1973, this network became international, with connectivity to University
College London in the UK, and the Royal Establishment in Norway. By
1982, the American Department of Defense had defined the TCP/IP proto-
cols as standard, and the ARPANET became the Internet as it is known
today – a set of networks interconnected through the TCP/IP protocol
suite. This decision by the American DoD was critical in promoting the
Internet, as now all computer manufacturers who wished to sell to the DoD
needed to provide TCP/IP-capable machines. By the late 1980s, the Internet
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was showing its power to provide connectivity between machines. FTP, the
file transfer protocol, could be used to transfer files between machines
(such as PCs and Apple Macs), which otherwise had no compatible floppy
disk or tape drive format. The Internet was also showing its power to
provide connectivity between people through e-mail and the related news-
groups, which were widely used within the world-wide university and
research community. In the early 1990s, the focus was on managing the
amount of information that was already available on the Internet, and a
number of information retrieval programs were developed – for example,
1991 saw the birth of the World Wide Web (WWW). In 1993 MOSAIC1, a
‘point and click’ graphic interface to the WWW, was created. This created
great excitement, as the potential of an Internet network could now be seen
by ordinary computer users. In 1994, the first multicast audio concert (the
Rolling Stones) took place. By 1994, the basic structure of the Internet as
we know it today was already in place. In addition to developments in
security for the Internet, the following years have seen a huge growth in the
use of these technologies. Applications that allow the user to perform on-
line flight booking or listen to a local radio station whilst on holiday have
all been developed from this basic technology set. From just four hosts in
1969, there has been an exponential growth in the number of hosts
connected to the Internet – as indicated in Figure 3.1. There are now
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estimated to be over 400 million hosts, and the amount of traffic is still
doubling every 6 months.

In addition to the rapid technical development, by the1980s there were
great changes in the commercial nature of the Internet. In 1979, the decision
was made, by several American Universities, the DoD, and the NSF (the
American National Science Foundation) to develop a network independent
from the DoD’s ARPANET. By 1990, the original ARPANET was completely
dismantled, with little disruption to the new network. By the late 1980s, the
commercial Internet became available through organisations such as
CompuServe. In 1991, the NSFNET lifted its restrictions on the use of its
new network, opening up the means for electronic commerce. In 1992, the
Internet Society (ISOC) was created. This non-profit, non-government, inter-
national organisation is the main body for most of the communities (such as
the IETF, which develops the Internet standards) that are responsible for the
development of the Internet. By the 1990s, companies were developing their
own private Intranets, using the same technologies and applications as those
on the Internet. These Intranets often have partial connectivity to the Internet.

As indicated above, the basic technologies used by the Internet are funda-
mentally different to those used in traditional telecommunications systems.
In addition to differences in technologies, the Internet differs from traditional
telecommunications in everything from its underlying design principles to its
standardisation process. If the Internet is to continue to have the advantages –
low costs, flexibility to support a range of applications, connectivity between
users and machines – that have led to its rapid growth, these differences need
to be understood so as to ensure that new developments do not destroy these
benefits.

3.3 IP Standardisation Process

Within the ISOC, as indicated in Figure 3.2, there are a number of bodies
involved in the development of the Internet and the publication of stan-
dards. The Internet Research Task Force, IRTF, is involved in a number of
long-term research projects. Many of the topics discussed within the mobi-
lity and QoS chapters of this book still have elements within this research
community. An example of this is the IRTF working group that is investigat-
ing the practical issues involved in building a differentiated services
network. The Internet Engineering Task Force, IETF, is responsible for tech-
nology transfer from this research community, which allows the Internet to
evolve. This body is organised into a number of working groups, each of
which has a specific technical work area. These groups communicate and
work primarily through e-mail. Additionally, the IETF meets three times a
year. The output of any working group is a set of recommendations to the
IESG, the Internet Engineering Steering Group, for standardisation of proto-
cols and protocol usage. The IESG is directly responsible for the movement
of documents towards standardisation and the final approval of specifica-
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tions as Internet standards. Appeals against decisions made by IESG can be
made to the IAB, the Internet Architectures Board. This technical advisory
body aims to maintain a cohesive picture of the Internet architecture.
Finally IANA, the Internet Assigned Number Authority, has responsibility
for assignment of unique parameter values (e.g. port numbers). The ISOC is
responsible for the development only of the Internet networking standards.
Separate organisations exist for the development of many other aspects of
the ‘Internet’ as we know it today; for example, Web development takes
place in a completely separate organisation. There remains a clear distinc-
tion between the development of the network and the applications and
services that use the network.

Within this overall framework, the main standardisation work occurs
within the IETF and its working groups. This body is significantly different
from conventional standards bodies such as the ITU, International Telecom-
munication Union, in which governments and the private sector co-ordi-
nate global telecommunications networks and services, or ANSI, the
American National Standards Institute, which again involves both the
public and private sector companies. The private sector in these organisa-
tions is often accused of promoting its own patented technology solutions
to any particular problem, whilst the use of patented technology is avoided
within the IETF. Instead, the IETF working groups and meetings are open to
any person who has anything to contribute to the debate. This does not of
course prevent groups of people with similar interest all attending. Busi-
nesses have used this route to ensure that their favourite technology is given
a strong (loud) voice.

The work of the IETF and the drafting of standards are devolved to specific
working groups. Each working group belongs to one of the nine specific
functional areas, covering Applications to SubIP. These working groups,
which focus on one specific topic, are formed when there is a sufficient
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weight of interest in a particular area. At any one time, there may be in the
order of 150 working groups. Anybody can make a written contribution to
the work of a group; such a contribution is known as an Internet Draft. Once
a draft has been submitted, comments may be made on the e-mail list, and if
all goes well, the draft may be formally considered at the next IETF meeting.
These IETF meetings are attended by upwards of 2000 individual delegates.
Within the meeting, many parallel sessions are held by each of the working
groups. The meetings also provide a time for ‘BOF’, Birds of a Feather,
sessions where people interested in working on a specific task can see if
there is sufficient interest to generate a new working group. Any Internet
Draft has a lifetime of 6 months, after which it is updated and re-issued
following e-mail discussion, adopted, or, most likely, dropped. Adopted
drafts become RFCs – Request For Comments – for example, IP itself is
described in RFC 791. Working groups are disbanded once they have
completed the work of their original charter.

Within the development of Internet standards, the working groups
generally aim to find a consensus solution based on the technical quality
of the proposal. Where consensus cannot be reached, different working
groups may be formed that each look at different solutions. Often, this
leads to two or more different solutions, each becoming standard. These
will be incompatible solutions to the same problem. In this situation, the
market will determine which is its preferred solution. This avoids the
problem, often seen in the telecommunications environment, where a
single, compromise, standard is developed that has so many optional
components to cover the interests of different parties that different imple-
mentations of the standard do not work together. Indeed, the requirement
for simple protocol definitions that, by avoiding compromise and
complexity, lead to good implementations is a very important focus in
protocol definition. To achieve full standard status, there should be at
least two independent, working, compatible implementations of the
proposed standard. Another indication of how important actual implemen-
tations are in the Internet standardisation process is currently taking place
in the QoS community. The Integrated Service Architecture, as described
in the QoS chapter, has three service definitions, a guaranteed service, a
controlled load service, and a best effort service. Over time, it has become
clear that implementations are not accurate to the service definitions.
Therefore, there is a proposal to produce an informational RFC that
provides service definitions in line with the actual implementations, thus
promoting a pragmatic approach to inter-operability.

The IP standardisation process is very dynamic – it has a wide range of
contributors, and the debate at meetings and on e-mail lists can be very
heated. The nature of the work is such that only those who are really interested
in a topic become involved, and they are only listened to if they are deemed to
be making sense. It has often been suggested that this dynamic process is one
of the reasons that IP has been so successful over the past few years.
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3.4 IP Design Principles

In following IETF e-mail debates, it is useful to understand some of the
underlying philosophy and design principles that are usually strongly
adhered to by those working on Internet development. However, it is
worth remembering that the RFC1958, ‘Architectural Principles of the Inter-
net’ does state that ‘‘the principle of constant change is perhaps the only
principle of the Internet that should survive indefinitely’’ and, further, that
‘‘engineering feed-back from real implementations is more important that
any architectural principles’’.

Two of these key principles, layering and the end-to-end principle, have
already been mentioned in the introductory chapter as part of the discussion
of the engineering benefits of ‘IP for 3G’. However, this section begins with
what is probably the more fundamental principle: connectivity.

3.4.1 Connectivity

Providing connectivity is the key goal of the Internet. It is believed that
focusing on this, rather than on trying to guess what the connectivity
might be used for, has been behind the exponential growth of the Internet.
Since the Internet concentrates on connectivity, it has supported the devel-
opment not just of a single service like telephony but of a whole host of
applications all using the same connectivity. The key to this connectivity is
the inter-networking2 layer – the Internet Protocol provides one protocol that
allows for seamless operation over a whole range of different networks.
Indeed, the method of carrying IP packets has been defined for each of
the carriers illustrated in Figure 3.3. Further details can be found in
RFC2549, ‘IP over avian carriers with Quality of Service’.

Each of these networks can carry IP data packets. IP packets, independent
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of the physical network type, have the same common format and common
addressing scheme. Thus, it is easy to take a packet from one type of network
(satellite) and send it on over another network (such as a telephone network).
A useful analogy is the post network. Provided the post is put into an envel-
ope, the correct stamp added, and an address specified, the post will be
delivered by walking to the post office, then by van to the sorting office, and
possibly by train or plane towards its final destination. This only works
because everyone understands the rules (the posting protocol) that apply.
The carrier is unimportant. However, if, by mistake, an IP address is put on
the envelope, there is no chance of correct delivery. This would require a
translator (referred to elsewhere in this book as a ‘media gateway’) to trans-
late the IP address to the postal address.

Connectivity, clearly a benefit to users, is also beneficial to the network
operators. Those that provide Internet connectivity immediately ensure that
their users can reach users world-wide, regardless of local network provi-
ders. To achieve this connectivity, the different networks need to be inter-
connected. They can achieve this either through peer–peer relationships
with specific carriers, or through connection to one of the (usually non-
profit) Internet exchanges. These exchanges exist around the world and
provide the physical connectivity between different types of network and
different network suppliers (the ISPs, Internet Service Providers). An example
of an Internet Exchange is LINX, the London Internet Exchange. This
exchange is significant because most transatlantic cables terminate in the
UK, and separate submarine cables then connect the UK, and hence the US,
to the rest of Europe. Thus, it is not surprising that LINX statistics show that
45% of the total Internet routing table is available by peering at LINX. A key
difference between LINX and, for example the telephone systems that inter-
connect the UK and US, is its simplicity. The IP protocol ensures that inter-
working will occur. The exchange could be a simple piece of Ethernet cable
to which each operator attaches a standard router. The IP routing protocols
(later discussed) will then ensure that hosts on either network can commu-
nicate.

The focus on connectivity also has an impact on how protocol implemen-
tations are written. A good protocol implementation is one that works well
with other protocol implementations, not one that adheres rigorously to the
standards3. Throughout the Internet development, the focus is always on
producing a system that works. Analysis, models, and optimisations are all
considered as a lower priority. This connectivity principle can be applied in
the wireless environment when considering that, in applying the IP proto-
cols, invariably a system is developed that is less optimised, specifically less
bandwidth-efficient, than current 2G wireless systems. But a system may also
be produced that gives wireless users immediate access to the full connec-
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tivity of the Internet, using standard programs and applications, whilst leav-
ing much scope for innovative, subIP development of the wireless transmis-
sion systems. Further, as wireless systems do become broadband – like the
Hiperlan system4, for example – such efficiency concerns will become less
significant.

Connectivity was one of the key drivers for the original DoD network. The
DoD wanted a network that would provide connectivity, even if large parts
of the network were destroyed by enemy actions. This, in turn, led directly to
the connectionless packet network seen today, rather than a circuit network
such as that used in 2G mobile systems.

Circuit switched networks, illustrated in Figure 3.4, operate by the user
first requesting that a path be set up through the network to the destination
– dialling the telephone number. This message is propagated through the
network and at each switching point, information (state) is stored about
the request, and resources are reserved for use by the user. Only once the
path has been established can data be sent. This guarantees that data will
reach the destination. All the data to the destination will follow the same
path, and so will arrive in the order sent. In such a network, it is easy to
ensure that the delays data experience through the network are
constrained, as the resource reservation means that there is no possibility
of congestion occurring except at call set-up time (when a busy tone is
received and sent to the calling party). However, there is often a signifi-
cant time delay before data can be sent – it can easily take 10 s to
connect an international, or mobile, call. Further, this type of network
may be used inefficiently as a full circuit-worth of resources are reserved,
irrespective of whether they are used. This is the type of network used in
standard telephony and 2G mobile systems.
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In a connectionless network (Figure 3.5), there is no need to establish a
path for the data through the network before data transmission. There is no
state information stored within the network about particular communica-
tions. Instead, each packet of data carries the destination address and can
be routed to that destination independently of the other packets that might
make up the transmission. There are no guarantees that any packet will reach
the destination, as it is not known whether the destination can be reached
when the data are sent. There is no guarantee that all data will follow the
same route to the destination, so there is no guarantee that the data will
arrive in the order in which they were sent. There is no guarantee that data
will not suffer long delays due to congestion. Whilst such a network may
seem to be much worse than the guaranteed network described above, its
original advantage from the DoD point of view was that such a network
could be made highly resilient. Should any node be destroyed, packets
would still be able to find alternative routes through the network. No state
information about the data transmission could be lost, as all the required
information is carried with each data packet.

Another advantage of the network is that it is more suited to delivery of
small messages, whereas in a circuit-switched connection oriented network
the amount of data and time needed in order to establish a data path would
be significant compared with the amount of useful data. Short messages,
such as data acknowledgements, are very common in the Internet. Indeed,
measurements suggest that half the packets on the Internet are no more than
100 bytes long (although more than half the total data transmitted comes in
large packets). Similarly, once a circuit has been established, sending small,
irregular data messages would be highly inefficient – wasteful of bandwidth,
as, unlike the packet network, other data could not access the unused
resources.

Although a connectionless network does not guarantee that all packets are
delivered without errors and in the correct order, it is a relatively simple task
for the end hosts to achieve these goals without any network functionality.
Indeed, it appears that the only functionality that is difficult to achieve with-
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out some level of network functionality is that of delivering packets through
the network with a bounded delay. This functionality is not significant for
computer communications, or even for information download services, but
is essential if user–user interactive services (such as telephony) are to be
successfully transmitted over the Internet. As anyone with experience of
satellite communications will know, large delays in speech make it very
difficult to hold a conversation.

In general, in order to enable applications to maintain connectivity, in the
presence of partial network failures, one must ensure that end-to-end proto-
cols do not rely on state information being held within the network. Thus,
services such as QoS that typically introduce state within the network need
to be carefully designed to ensure that minimal state is held within the
network, that minimal service disruption occurs if failure occurs, and that,
where possible, the network should be self-healing.

3.4.2 The End-to-end Principle

The second major design principle is the end-to-end principle. This is really a
statement that only the end systems can correctly perform functions that are
required from end-to-end, such as security and reliability, and therefore,
these functions should be left to the end systems. End systems are the
hosts that are actually communicating, such as a PC or mobile phone. Figure
3.6 illustrates the difference between the Internet’s end-to-end approach and
the approach of traditional telecommunication systems such as 2G mobile
systems. This end-to-end approach removes much of the complexity from
the network, and prevents unnecessary processing, as the network does not
need to provide functions that the terminal will need to perform for itself.
This principle does not mean that a communications system cannot provide
enhancement by providing an incomplete version of any specific function
(for example, local error recovery over a lossy link).

As an example, we can consider the handling of corrupted packets.
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During the transmission of data from one application to another, it is possible
that errors could occur. In many cases, these errors will need to be corrected
for the application to proceed correctly. It would be possible for the network
to ensure that corrupted packets were not delivered to the terminal by
running a protocol across each segment of the network that provided local
error correction. However, this is a slow process, and with modern and
reliable networks, most hops will have no errors to correct. The slowness
of the procedure will even cause problems to certain types of application,
such as voice, which prefer rapid data delivery and can tolerate a certain
level of data corruption. If accurate data delivery is important, despite the
network error correction, the application will still need to run an end-to-end
error correction protocol like TCP. This is because errors could still occur in
the data either in an untrusted part of the network or as it is handled on the
end terminals between the application sending/receiving the data and the
terminal transmitting/delivering the data. Thus, the use of hop-by-hop error
correction is not sufficient for many applications’ requirements, but leads to
an increasingly complex network and slower transmission.

The assumption, used above, of accurate transmission is not necessarily
valid in wireless networks. Here, local error recovery over the wireless hop
may still be needed. Indeed, in this situation, a local error recovery scheme
might provide additional efficiency by preventing excess TCP re-transmis-
sions across the whole network. The wireless network need only provide
basic error recovery mechanisms to supplement any that might be used by
the end terminals. However, practice has shown that this can be very
difficult to implement well. Inefficiencies often occur as the two error-
correction schemes (TCP and the local mechanism) may interact in unpre-
dictable or unfortunate ways. For example, the long time delays on wireless
networks, which become even worse if good error correction techniques
are used, adversely affect TCP throughput. This exemplifies the problems
that can be caused if any piece of functionality is performed more than
once.

Other functions that are also the responsibility of the end terminals include
ordering of data packets, by giving them sequence numbers, and the sche-
duling of data packets to the application. One of the most important func-
tions that should be provided by the end terminals is that of security. For
example, if two end points want to hide their data from other users, the most
efficient and secure way to do this is to run a protocol between them. One
such protocol is IPsec, which encrypts the packet payload so that it cannot
be ‘opened’ by any of the routers, or indeed anyone pretending to be a
router. This exemplifies another general principle, that the network cannot
assume that it can have any knowledge of the protocols being used end to
end, or of the nature of the data being transmitted. The network can therefore
not use such information to give an ‘improved’ service to users. This can
affect, for example, how compression might be used to give more efficient
use of bandwidth over a low-bandwidth wireless link.
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This end-to-end principle is often reduced to the concept of the ‘stupid’
network, as opposed to the telecommunications concept of an ‘intelligent
network’. The end-to-end principle means that the basic network deals
only with IP packets and is independent of the transport layer protocol –
allowing a much greater flexibility. This principle does assume that hosts
have sufficient capabilities to perform these functions. This can translate
into a requirement for a certain level of processing and memory capability
for the host, which may in turn impact upon the weight and battery
requirements of a mobile node. However, technology advances over the
last few years have made this a much less significant issue than in the
past.

3.4.3 Layering and Modularity

One of the key design principles is that, in order to be readily implementa-
ble, solutions should be simple and easy to understand. One way to achieve
this is through layering. This is a structured way of dividing the functionality
in order to remove or hide complexity. Each layer offers specific services to
upper layers, whilst hiding the implementation detail from the higher layers.
Ideally, there should be a clean interface between each layer. This simplifies
programming and makes it easier to change any individual layer implemen-
tation. For communications, a protocol exists that allows a specific layer on
one machine to communicate to the peer layer on another machine. Each
protocol belongs to one layer. Thus, the IP layer on one machine commu-
nicates to the peer IP layer on another machine to provide a packet delivery
service. This is used by the upper transport layer in order to provide reliable
packet delivery by adding the error recovery functions. Extending this
concept in the orthogonal direction, we get the concept of modularity.
Any protocol performs one well-defined function (at a specific layer).
These modular protocols can then be reused. Ideally protocols should be
reused wherever possible, and functionality should not be duplicated. The
problems of functionality duplication were indicated in the previous section
when interactions occur between similar functionality provided at different
layers. Avoiding duplication also makes it easier for users and programmers
to understand the system. The layered model of the Internet shown in Figure
3.7 is basically a representation of the current state of the network – it is a
model that is designed to describe the solution. The next few sections look
briefly at the role of each of the layers.

Physical Layer

This is the layer at which physical bits are transferred around the world. The
physical media could be an optical fibre using light pulses, or a cable where
a certain voltage on the cable would indicate a 0 or 1 bit.
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Link Layer

This layer puts the IP packets on to the physical media. Ethernet is one
example of a link layer. This enables computers sharing a physical cable
to deliver frames across the cable. Ethernet essentially manages the access
on to the physical media (it is responsible for Media Access Control, MAC).
All Ethernet modules will listen to the cable to ensure that they only transmit
packets when nobody else is transmitting. Not all packets entering an Ether-
net module will go to the IP module on a computer. For example, some
packets may go to the ARP, Address Resolution Protocol, module that main-
tains a mapping between IP addresses and Ethernet addresses. IP addresses
may change regularly, for example when a computer is moved to a different
building, whilst the Ethernet address is hardwired into the Ethernet card on
manufacture.

IP Layer

This layer is responsible for routing packets to their destination. This may be
by choosing the correct output port such as the local Ethernet, or for data that
have reached the destination computer. It will choose a local ‘port’ such as
that representing the TCP or UDP transport layer modules. It makes no
guarantees that the data will be delivered correctly, in order or even at all.
It is even possible that duplicate packets are transmitted. It is this layer that is
responsible for the inter-connectivity of the Internet.

Transport Layer

This layer improves upon the IP layer by adding commonly required func-
tionality. It is separate from the IP layer as not all applications require the
same functionality. Key protocols at this layer are TCP, the Transmission
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Control Protocol, and UDP, the User Datagram Protocol. TCP offers a
connection-oriented byte stream service to applications. TCP guarantees
that the packets delivered to the application will be correct and in the correct
order. UDP simply provides applications access to the IP datagram service,
mapping applications to IP packets. This service is most suitable for very
small data exchanges, where the overhead of establishing TCP connections
would not be sensible. In both TCP and UDP, numbers of relevance to the
host, known as port numbers, are used to enable the transport module to
map a communication to an application. These port numbers are distinct
from the ports used in the IP module, and indeed are not visible to the IP
module.

Application Layer

This is the layer most typically seen by users. Protocols here include HTTP
(HyperText Transfer Protocol), which is the workhorse of the WWW. Many
users of the Web will be unaware that if they type a web address starting
‘http://’, they are actually stating that the protocol to be used to access the file
(identified by the following address) should be HTTP. Many Web browsers
actually support a number of other information retrieval protocols. For exam-
ple many Web browsers can also perform FTP file transfers – here, the ‘Web’
address will start ‘ftp://’. Another common protocol is SMTP, the simple mail
transfer protocol, which is the basis of many Internet mail systems.

Figure 3.7 illustrates the layering of protocols as might be found on an end
host. Note that an additional layer has been included – the session layer
beneath the applications layer. The session layer exists in the other models of
communications but was never included in Internet models because its
functionality was never required – there were no obvious session layer
protocols. However, the next few chapters will look explicitly at certain
aspects of session control; the reader is left to decide whether they feel
that a session layer will become an explicit part of a future Internet model.
It is included here simply to aid understanding, in particular of the next
chapter.

End hosts are typically the end points of communications. They have full
two-way access to the Internet and a unique (although not necessarily
permanent) IP address. Although, in basic networking communications
terms, one machine does not know if the next machine is an end host or
another router, security associations often make this distinction clear. The
networking functions, such as TCP, are implemented typically as a set of
modules within the operating system, to which there are well-defined inter-
faces (commonly known as the socket interface) that programmers use to
access this functionality when developing applications. A typical host will
have only one physical connection to the Internet. The two most common
types of physical access are through Ethernet on to a LAN, or through a
telephone line.

IP DESIGN PRINCIPLES 85



A router will typically only have a portion of this protocol stack – it does
not need anything above the IP layer in order to function correctly.

Thus, to see layering in action when, in response to a user clicking a link, a
WWW server submits an html file to the TCP/IP stack, it simply asks the
transport module to send the data to the destination, as identified through the
IPaddress. The WWW application does not know that before transmission of
the data, the TCP module initiates a ‘handshake’ procedure with the receiver.
Also, the WWW application is not aware that the file is segmented by the
transport layer prior to transmission and does not know how many times the
transport layer protocol has to retransmit these segments to get them to their
final destination. Typically, because of how closely TCP and IP are linked, a
TCP segment will correspond to an IP packet. Neither the WWW application
nor the TCP module has any knowledge of the physical nature of the
network, and they have no knowledge of the hardware address that the
inter-networking layer uses to forward the data through the physical network.
Similarly, the lower layers have no knowledge of the nature of the data being
transmitted – they do not know that it is a data file as opposed to real-time
voice data. The interfaces used are simple, small, well defined, and easily
understood, and there is a clear division of functionality between the differ-
ent layers.

The great advantage of the layer transparency principle is that it allows
changes to be made to protocol components without needing a complete
update of all the protocols. This is particularly important in coping with the
heterogeneity of networking technologies. There is a huge range of different
types of network with different capabilities, and different types of applica-
tions with different capabilities and requirements. By providing the linchpin
– the inter-networking layer – it is possible to hide the complexities of the
networking infrastructure from users and concentrate on purely providing
connectivity. This has led to the catchphrase ‘IP over Everything and Every-
thing over IP’.

The IETF has concentrated on producing these small modular protocols
rather than defining how these protocols might be used in a specific archi-
tecture. This has enabled programmers to use components in novel ways,
producing the application diversity seen today. To see reuse in action RTP,
the Real-Time Protocol, could be considered, for example. This protocol is a
transport layer protocol. At the data source it adds sequence numbers and
time stamps to data so that the data can be played out smoothly, synchro-
nised with other streams (e.g. voice and video), and in correct order at the
receiving terminal. Once the RTP software component has added this infor-
mation to the data, it then passes the data to the UDP module, another
transport layer module, which provides a connectionless datagram delivery
service. The RTP protocol has no need to provide this aspect of the transport
service itself, as UDP already provides this service and can be reused. Proto-
col reuse can become slightly more confusing in other cases. For example,
RSVP, the resource reservation protocol discussed in Chapter 6, could be
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considered a Layer 3 protocol, as it is processed hop by hop through the
network. However, it is transmitted through the network using UDP – a layer
4 transport protocol.

3.4.4 Discussion

As originally stated, the design principles are just that – principles that have
been useful in the past in enabling the development of flexible, comprehen-
sible standards and protocol implementations. However, it must be remem-
bered that often the principles have been defined and refined to fit the
solution. As an example, the IP layered architecture was not developed
until the protocols had been made to work and refined. Indeed, it was not
until 1978 that the transport and internetworking layers were split within IP.
The layered model assigns certain roles to specific elements. However, this
model is not provably correct, and recently, mobility problems have been
identified that occur because IP couples the identifier of an object with the
route to finding the object (i.e. a user’s terminal’s IP address both identifies
the terminal and gives directions on how to find the terminal).

The communications mechanism chosen – connectionless packet switch-
ing – was ideally suited to the original problem of a bombproof network. It
has proved well suited to most forms of computer communications and
human–computer communications. It has been both flexible and inexpen-
sive, but it has not proved to be at all suitable for human–human commu-
nications. It may be that introducing the functionality required to support
applications such as voice will greatly increase the cost and complexity of
the network.

Thus, there is always a need to consider that if the basic assumptions that
validate the principles are changing, the principles may also need to change.
Wireless and mobile networks offer particular challenges in this case.

Handover

The main problems of mobility are finding people and communicating with
terminals when both are moving. Chapter 5 contains more information on
both of these problems. However, at this stage, it is useful to define the
concept of handover.

Handover is the process that occurs when a terminal changes the radio
station through which it is communicating. Consider, for a moment, what
might happen if, halfway through a WWW download, the user were to
physically unplug their desktop machine, take it to another building, and
connect it to the network there. Almost certainly, this would lead to a change
in the IP address of the machine, as the IP address provides information on
how to reach the host, and a different building normally has a different
address. If the IP address were changed, the WWW download would fail,
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as the server would not know the new address – packets would be sent to a
wrong destination. Even if the addressing problem could be overcome,
packets that were already in the network could not be intercepted and
have their IP address changed – they would be lost. Further, the new piece
of network might require some security information before allowing the user
access to the network. Thus, there could be a large delay, during which time
more packets would be lost. Indeed, the server might terminate the down-
load, assuming that the user’s machine had failed because it was not provid-
ing any acknowledgement of the data sent. As if these problems were not
enough, other users on the new network might be upset that a large WWW
download was now causing congestion on their low-capacity link.

When considering handover, it is often useful to distinguish between two
types of handover. Horizontal handover occurs when the node moves
between transmitters of the same physical type (as in a GSM network
today). Vertical handover occurs when a node moves on to a new type of
network – for example, today, a mobile phone can move between a DECT
cordless telephony system to the GSM system. The latter in particular is more
complicated. For example, it typically requires additional authorization
procedures, and issues such as quality of service become more complicated
– consider the case of a video conference over a broadband wireless network
suddenly handing over to a GSM network.

Wireless Networks

Throughout this book, there is an underlying assumption that wireless
networks will be able to support native IP. However, wireless networks
have a number of significant differences to wired networks, as illustrated
in Figure 3.8, that lead many people to question this assumption. Physically,
wireless terminals have power restrictions as a result of battery operation.
Wireless terminals often have reduced display capabilities compared with
their fixed network counterparts. Wireless networks tend to have more jitter,
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more delay, less bandwidth, and higher error rates compared with wired
networks. These features may change randomly, for example, as a result of
vehicular traffic or atmospheric disturbance. These features may also change
when the terminal moves and handover occurs.

Because of the significant differences of wireless networks to wired
networks, some solutions for future wireless networks have proposed using
different protocols to those used in the fixed network, e.g. WAP. These
protocols are optimized for wireless networks. The WAP system uses proxies
(essentially media gateways) within the network to provide the relevant
interconnection between the wireless and wired networks. This enables
more efficient wireless network use and provides services that are more
suited to the wireless terminal. For example, the WAP server can translate
html pages into something more suitable for display on a small handheld
terminal. However, there appear to be a number of problems with this
approach – essentially, the improvements in network efficiency are at the
cost of lower flexibility and increased reliability concerns. The proxy must be
able to translate for all the IP services such as DNS. Such translations are
expensive (they require processing) and are not always perfectly rendered.
As the number of IP services grows, the requirements on such proxies also
grow. Also, separate protocols for fixed and wireless operation will need to
exist in the terminal as terminal portability, between fixed and wireless
networks will exist. Indeed, because of the reduced cost and better perfor-
mance of a wired network, terminals will probably only use a wireless
network when nothing else is available. As an example, if a user plugs
their portable computer into the Ethernet, for this to be seamless, and not
require different application versions for fixed and wireless operation, the
same networking protocols need to be used. Another issue is that the proxy/
gateway must be able to terminate any IP level security, breaking end-to-end
security. Finally, proxy reliability and availability are also weaknesses in such
a system.

Wireless networks and solutions for wireless Internet have been tradition-
ally designed with the key assumption that bandwidth is very restricted and
very expensive. Many of the IP protocols and the IP-layered approach will
give a less-than-optimal use of the wireless link. The use of bandwidth can be
much more efficient if the link layer has a detailed understanding of the
application requirements. For example, if the wireless link knows whether
the data are voice or video, it can apply different error control mechanisms.
Voice data can tolerate random bit errors, but not entire packet losses,
whereas video data may prefer that specific entire packets be lost if the
error rate on the link becomes particularly high. This has led to a tendency
to build wireless network solutions that pass much more information
between the layers, blurring the roles and responsibilities of different layers.

In many cases, it is particularly hard to quantify the amount of benefit that
can be achieved by making a special case for wireless. In the case of error
control, for example, the fact that the network knows that the data are voice
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or video will not help it provide better error control if the call is dropped
because the user has moved into a busy cell. Thus, it is difficult to say
whether providing more efficient bandwidth usage and better QoS control
by breaking/bending the layering principles whilst adding greatly increased
complexity to the network gives overall better performance. Furthermore,
although some wireless networks are undeniably very expensive and band-
width limited, this is not true of all wireless networks. For example, Hiperlan
operates in the 5-GHz, unregulated part of the spectrum and could provide
cells offering a bandwidth of 50 Mbit/s – five times greater than standard
Ethernet, and perhaps at less cost, as there is no need for physical cabling. In
this situation, absolute efficient use of bandwidth may be much less impor-
tant.

Within the IETF and IP networks, the focus has been on the IP, transport,
and applications layers. In particular, the interfaces below the IP layer have
often been indistinctly defined. As an example, much link layer driver soft-
ware will contain elements of the IP layer implementation. This approach
has worked perhaps partly because there was very little functionality
assumed to be present in these lower layers.

This assumption of little functionality in the lower layers needs to change.
Increased functionality in the wireless network might greatly improve the
performance of IP over wireless. As will be shown later, future QoS-enabled
networks also break this assumption, as QoS needs to be provided by the
lower layers to support whatever the higher layers require. Thus, for future
mobile networks, it is important that the IP layer can interface to a range of
QoS enabled wireless link layer technologies in a common generic way.
Over the last year, the importance of the lower layer functionality has
been more widely recognised, and indeed, a new IETF working group
theme area on subIP was formed in 2001.

A well-defined interface to the link layer functionality would be very
useful for future wireless networks. Indeed, such an IP to Wireless (IP2W)
interface has been developed by the EU IST project BRAIN to make use of
Layer 2 technology for functionality such as QoS, paging, and handover. This
IP2W interface is used at the bottom of the IP layer to interface to any link
layer, and then a specific Convergence Layer is written to adapt the native
functionality of the particular wireless technology to that offered by the IP2W
interface. Figure 3.9 shows some of the functionality that is provided by the
IP2W interface. It can be seen that some of the functionality, such as main-
taining an address mapping between the Layer 2 hardware addresses and the
Layer 3 IP address, is common to both fixed and wireless networks. In Ether-
net networks, this is provided by the ARP tables and protocols. The IP2W
interface defines a single interface that could be used by different address
mapping techniques. Other functionality is specific to wireless networks. For
example, idle mode support is functionality that allows the terminal to power
down the wireless link, yet still maintain IP layer connectivity. This is very
important, as maintaining the wireless link would be a large drain on the
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battery of a mobile node. Other functionality, such as QoS support, is
optional for both fixed and wireless networks.

At the higher layers, some of the issues caused by wireless networks have
been studied in RFC2757, ‘Long, thin networks’. Networks are deemed to be
thin if they have low bandwidths. Networks are deemed long if they have a
large delay. This can lead to inefficient use of the network by higher-level
protocols, and specifically TCP. TCP also performs poorly over wireless
networks because they are lossy. TCP assumes that packet losses that it
needs to recover from are caused by congestion (buffer overflow) in routers,
rather than transmission losses. Indeed, wireless networks suffer from very
different error patterns compared with fixed networks. As well as random bit
errors, there may be groups of packet losses – for example, during handover.
However, there are recommendations (RFC2757) for link layers that can
minimise the impact that wireless networks have on the operation of the
network. For example, the use of Forward Error Correction (FEC) is recom-
mended to improve the Bit Error Rate (BER) of the wireless network, whereas
the use of Automatic Repeat Request is not recommended because of the
delay it adds – although it would be more efficient. The problems of wireless
and mobility for QoS mechanisms such as TCP are discussed further in
Chapter 6.

3.5 Making the Internet Work

So far we have considered the history of the Internet. We have looked at the
standardisation process – so if you want to become involved in Internet
protocol development, you should know where to start. Fundamentally,
the Internet is based on packet switching technology, and the IP protocol
in particular is key to providing the connectivity. The Internet is described by
over 3000 RFC’s. What are the actual physical bits that are required to build
an Internet, and which of the many thousands of protocols will need to be

MAKING THE INTERNET WORK 91

Figure 3.9 Shows the BRAIN IP2W interface.



implemented? This material starts to answer these questions. This section is
structured roughly according to the layers described above.

The link layer section looks at how a user connects to the Internet using
either a modem on the end of a residential telephone line, or an Ethernet
connection in an office.

Within the Inter-networking layer routers – the main physical bits of equip-
ment that make up the Internet – are considered, as well as Internet addres-
sing and IPv6 – the next generation of Internet Protocol.

The transport layer is covered only briefly, as much of this material is
covered in Chapter 6.

The application layer is not the focus of this book, but we still mention the
key Domain Name System (DNS).

3.5.1 Link Layer

This is the layer beneath the internetworking layer. It is responsible for actu-
ally transmitting the packets on a network. There are a large range of different
link layer technologies, but two – the public telephone network and Ether-
net-based networks – are most commonly used to connect host machines to
the Internet. This section considers how these connections are established
and used.

Telephone Line Connection to the Internet

When a user first logs on to the computer and starts up the Internet service,
the computer has to ‘dial up’ the Internet, that is ring the telephone number
of the ISP. At the far end of the phone call are (a rack of) 56-kbit/s modems
and an Internet access server (Figure 3.10). Once the telephone connection
is established, a link layer protocol is run between the user’s machine and
the server. This link layer protocol is typically PPP (Point to Point Protocol).
This has three roles. First, this establishes and tests the link, then it helps the
machine with any required auto-configuration – typically assigning it an IP
address. During this process, authentication also needs to take place –
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typically the user needs to enter a user name and password. This authenti-
cates the user to use the ISP service. It is still probable that the user would
need to perform further security checks later to enable them to connect to a
particular WWW site or to collect their e-mail. Once the link is thus estab-
lished, PPP enables the user to send IP packets down the telephone line.
PPP typically runs in an unreliable mode, but reliable transmission can also
be used (through the use of sequence numbers and acknowledgements).
PPP frames the data, which are then sent over the telephone line by the
modem, providing the required analogue-to-digital conversion. The ISP
modem bank is then connected, through the router, to the Internet itself.
All IP packets that the host sends will go first to the ISP router. The tele-
phone link to the Internet gives a maximum bandwidth of only 56 kbit/s
(nearer 32 kbit/s for symmetric data transmission) and a good quality of
service (at least up to the modem bank) – as there is no possibility of the
user’s data being affected by other data on that link.

Ethernet Connection to Internet

Ethernet links, the basis of most Local Area Networks (office LANs) are
slightly more complex than telephone links into the Internet. This is because
an Ethernet cable is typically5 shared between many different machines,
which may all wish to simultaneously communicate and after all, if everyone
shouts at once no one will hear anything.

The Ethernet driver on a host is therefore responsible for ensuring that the
Ethernet frame does not interfere with any other transmissions that may
already be using the link. It achieves this through use of the CD/CSMA
(Carrier Sense Multiple Access with Collision Detect) protocol. In essence,
this involves the Ethernet driver listening to the cable. When it detects a quiet
spell, it can begin to transmit its packet. Whilst transmitting the packet, it
must still listen to the Ethernet. This enables it to detect if its packet has been
scrambled through interference with another packet from another machine,
which may have also heard the same quiet spell. If it does detect such a
collision, the Ethernet driver must cease transmission and wait for a random
time period before trying to transmit again. (The random time period ensures
that the two machines become out of synchronisation with each other). The
Ethernet network gives a maximum of 10 Mbit/s6, which can be shared
between hosts. Whilst often a host will be able to access the full Ethernet
bandwidth, at other times congestion may occur, which severely affects the
Quality of Service.

Before a user can use the Ethernet to transmit IP packets, some other link
layer protocols may need to run. One of the most common of these is DHCP
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(the Dynamic Host Configuration Protocol). (Computers on an Ethernet may
have fixed IP addresses, in which case, DHCP is not needed.) DHCP auto-
matically provides configuration parameters to the host. These parameters
include the IP address that the host should use, and the address of the router,
which provides connectivity to the rest of the Internet. DHCP is also typically
used to configure default values for services such as DNS. Whilst there is
usually no security required to establish the Ethernet link, a user will still
need to authenticate themselves to various servers such as those providing e-
mail or WWW access.

The computer can then send and receive IP data packets. Because the link
is shared, it is possible that an outbound IP packet is destined to another host
on the same Ethernet rather than the router. The IP module is responsible for
deciding to which computer the packet should be sent. As illustrated in
Figure 3.11, first, the IP module has to determine the correct IP address to
which to forward the data packet (the next hop address). This is discussed
further in the following section on Routers. The IP module then needs to find
the physical, media address (Ethernet address) that corresponds to the IP next
hop address. To do this, the IP module consults the Address Resolution
Protocol or ARP, module. This module maintains a table, mapping hardware
addresses to IP addresses, as shown in Figure 3.12. Here, HW type means
hardware type, and the value 0x1 represents Ethernet. The HW address is
therefore the Ethernet hardware address.

The ARP module builds this table on an as-needed basis. If a request for an
unknown entry is made, the ARP module will broadcast a request on the link
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asking, ‘If this is your IP address, please tell me your media address’. This
media address can then be used to send the Ethernet packet, i.e. the IP
module can then ask the Ethernet driver to send the data (the full IP packet
including the IP header) to the media destination address. ARP modules will
cache the results of any ARP queries (indicated through the flags entry in the
ARP table) so that following packets sent to the same address can be sent
much more quickly.

3.5.2 Inter-networking Layer

The key layer is the inter-networking layer. This is the layer that has given
the Internet its name. Its key protocol, IP, is the only protocol that every
Internet enabled host will use. This is the protocol that ensures the connec-
tivity. IP is a packet-oriented, connectionless protocol. Because different
physical networks, such as the Ethernet and telephone networks above,
both support IP protocols, the two hosts on different networks can commu-
nicate easily. The key function that this layer provides is routing – delivering
packets from one IP address to another. In this section, the IP packet header
is considered first. The key component of this header is the IP address –
which has already been mentioned several times. Then, the section
discusses how packets are delivered from one host, across a network of
routers all the way to the destination host. There then follows a discussion
on the key concept of subnets, a discussion on one of the current problems
of IP, the shortage of IP addresses, and finally a discussion on IPv6, the next
generation of IP.

The IP Packet Header

The current version of IP is IPv4. The IPv4 packet header is illustrated in
Figure 3.13. It begins with the version field, which is currently version 4.
Including this should allow different versions of IP to run simultaneously, so
that new versions of IP can be introduced without having to upgrade every
router immediately. The header length is a minimum 5 32 bit words, but may
be longer if options are used. The Differentiated Services (DiffServ) Code-
Point (officially called the Type of Service field) enables the required QoS of
the packet to be identified. This has always been the purpose of this field, but
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until the advent of DiffServ, which uses the field differently to the original
definition, it was rarely used. This is discussed further in Chapter 6. The
Identification, Flags, and Fragment Offset fields are used to enable IP packets
to be chopped up into smaller fragments if the underlying network cannot
carry the IP packet in one frame. The time to live (originally meant to hold a
time value) is always decremented at every router. If it reaches 0, the packet
is destroyed. This prevents packets endlessly trawling the network attempting
to find an unreachable destination. The protocol field tells the destination IP
module where to send the packet – it identifies, for example, that a packet is
for the TCP module or a routing table message. The header checksum
protects against errors in the header, ensuring, for example, that the destina-
tion address is never corrupted. IP options were added to allow additional
information to be carried, but they are rarely used, as processing options can
be very slow.

The size of an IP address is 32 bits (4 bytes). This address space is split into
a part that identifies the network and a part that identifies the host within that
network. The size of each of these parts is variable: a class A address has an
8-bit network identifier and a 24-bit host identifier. This first bit of a class A
address is always zero, enabling a router to identify the address as class A.
Class B addresses have 16 bits each for network and host identification.
There are therefore 16,384 class B addresses (the first 2 bits of the network
address are always 10, and so identify it as a class B address) and each of
these network addresses can support 65,536 hosts. Class C addresses have
only 8 bits for host addressing, so only 256 hosts can be supported on such
an address. Whilst the actual IP address is represented to a computer as 32
bits of binary, the IP address tends to be written in a ‘dot decimal’ or ‘dot
quad’ format, where each byte of the binary address is represented by one
dot separated section of the familiar IP address. This is illustrated in Figure
3.14.
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Delivering Packets from Source to Destination

Host Behaviour
Data that are passed into the IP module are divided into packets. Typically, a
maximum packet size (MTU) of 1500 bytes is used, as this is the amount of
data that can be transmitted over an Ethernet cable in one turn. Each packet
has its own IP packet header, according to the format described above. This
indicates the destination of the data. Each packet is then sent out into the
network to be routed, hopefully, to this destination. Typically, the packet will
be routed over 10–20 different network segments, from standard telephone
lines to optical fibres, before reaching its destination. At each routing stage,
the IP packet will be delivered to the IP module by the lower link layer
drivers. Here, the packet destination will be analysed, and the IP module
will decide which of its output ports is closest to the final destination, before
sending the packet down to the relevant transmission driver. At the final
destination, the packet will be sent upwards to the relevant transmission
module.

Once a host has prepared the IP packet, it needs to send it into the
network. Whilst it knows the address of the final destination, it does not
necessarily know where it should forward the packet to enable it to get closer
to the destination. It needs to identify the address of the next hop. Assuming
that the host is on a shared network, such as Ethernet, it first needs to
discover if the IP address belongs to a local machine on the same Ethernet.
The IP module can identify this through subnet mask matching – essentially,
this is asking ‘does the destination host have the same network address as
myself’. Further details are discussed later. In this case, the next hop is to the
destination, reachable directly through the shared link layer7. Otherwise, the
next hop is to a router that is closer to the destination8. An end host will
typically send all packets to one default gateway, rather than attempt to
determine which router is closest to the destination.

Routers

A router is a device that has more than one physical connection to other
machines – for example, it could have two Ethernet cards, and it must choose
which connection will get the packet closer to its destination. Although,
typically, only one machine on a subnet will act as a router, it is possible
that all machines on the Ethernet act as routers. Indeed, this is how huge
switching centres can be built that inter-connect many different portions of
the Internet. A host knows which machines are acting as routers because
they will regularly broadcast (Internet Control Message Protocol) ICMP
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messages that say so. Whilst a host will simply choose one of these as its
default gateway and send all packets to that one router, routers need to make
an informed choice about where to send a packet. To make this choice, a
router will consult its routing tables (Figure 3.15). Such tables, for each
destination (destination network), indicate the next hop gateway. The flags
indicate, for example, that the link is up (U). The metric indicates how many
hops are required to reach the destination using this route. The Iface (inter-
face) indicates on which interface the packets should be sent. The connec-
tivity of the Internet relies on these tables being accurately maintained
through routing protocols. These tables contain a snapshot of the network
to indicate the best routes through the network to reach a particular host or
peer IP network. When links go down, it is the routing protocol that creates
alternative routes. Links can change due to overcrowding, and this can cause
consecutive packets to take a very different route across the network. At a
router, each packet is treated in the same way, and the IP address is always
read. Each packet that enters the router is treated, usually in strict turn. If
many packets arrive at a router simultaneously, the router has no way of
knowing the relative priority of different packets. A queue will be formed of
packets that need to be forwarded. These randomly sized queues are what
lead to data experiencing random and sometimes long delays across the
Internet, which can make it unsuitable today for real-time services. Routers
can vary in size from desktop PCs running free routing software under Linux
to Gigabit routers with over 60 Gbit/s total switching capacity.

Routing Protocols

The routing protocols that maintain the routing tables can be divided into
two types, interior and exterior routing protocols.

Interior routing protocols are used within a single administrative domain
(i.e. within one company, or ISP). They simply have to route packets quickly
within that domain. Exterior routing protocols are used between different
domains (for example, between different ISPs). Such protocols do more than
simply route packets. They can handle routing policies. These policies can
prevent, for example, traffic from a competitor being transmitted across a
network even if that network were to provide the shortest/best route for the
data – after all, why should the competition benefit from a huge investment
in network infrastructure. An ISP does not want to block all the traffic from
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the competitors network, however – that would defeat connectivity – ISPs
still want their customers to talk to customers from other ISPs.

The most typical interior routing protocol is OSPF (Open Shortest Path
First). This operates in a single administrative domain and broadcasts
messages between each router in the domain with information about the
state of links with its nearest neighbours – a so-called link state protocol.
OSPF will not scale to large networks. Typically, it is limited to a few hundred
routers.

Border routers of the domain are used to exchange traffic with neighbour-
ing or peer IP networks. These routers run an exterior routing protocol such
as BGP (Border Gateway Protocol). This protocol builds the routes, based on
policies, between the domains. A very important point is that BGP is used to
summarise the destination addresses within a domain, and only these
summaries are passed to the core routers that form the backbone of global
IP networks – including the Internet. A typical core router might have a table
of 70,000 entries. Thus, we can see that the Internet has regions where the
routing tables have different levels of detail, routers connected to hosts need
to know the location of the hosts, whereas core routers would be swamped if
they contained this level of detail. The size of a region that can contain
entries for every host is in part determined by how large the routing tables
would be, but also on how quickly the state of the network might change.
The later is important as every time the state of the network changes, the
routing protocols would need to be run to update the routing tables. This is a
key issue for many of the ‘per-host’ micromobility routing protocols, as
discussed in Chapter 5.

Subnets

A typical IP address today might be ‘132.146.111.38’. ‘132.146’ represents a
BT-owned class B address space. This can support 65,536 hosts.

Class A and B network address spaces are large – it would be rare to have
16 million hosts attached to just one network. Thus, it can be useful to be
able to split these networks into ‘subnets’ (short for subnetwork). A subnet is
an identifiably separate part of a network. Typically, a subnet might be
allocated to a building, or a particular LAN. The benefits of subnetting
include:

† Dividing administration.
† Efficiently using the Class A and B address space.
† Reducing the size and processing required by routers.
† Allowing different physical networks to be interconnected within the

same network address range.

For example, without using subnets, an organisation would need to obtain
a different class C address for each of its local area networks. Each of these
class C addresses would need to be visible within the global internet, though
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logically, they all belong to the same network. This would cause problems for
BGP.

Subnets are identified in a similar way to the identification of networks –
an organisation can use some of the host specific bits within a class A or B
address to define a subnet rather than a host.

A subnet mask is used to determine the number of bits that are used for the
subnet and host portions of the address space. Figure 3.10 lists the default
subnet masks for class A, B, and C addresses – the zeros in the subnet mask
show where the host identifier will be in an IP address. By changing the
subnet mask, the network identifier portion of the IP address can be
extended. Thus, the subnet mask required to achieve an additional 8 bits
of network address would be 255.255.255.0 rather than the usual
255.255.0.0 for a class B address. This would give us 254 subnets each
with 254 hosts. Different subnet masks can be used to give different numbers
of hosts and networks; for example, a subnet mask of 255.255.192.0 will
give 2 subnets with 16382 hosts, whilst a mask of 255.255.255.252 will give
16382 networks each of only two hosts.

Class C addresses can also be subnetted – indeed, many people feel that
having 254 hosts on a single Ethernet will cause problems and so will split a
class C address into subnets, each for a different Ethernet segment – this has
indeed happened in Figure 3.15.

So, how exactly does this impact on the behaviour of routers? How do
routers make use of subnet masks? How do they know what subnet mask is
applicable to any IP packet?

Routers outside an administrative domain are not aware that subnets are
used. They can route all traffic to the network without any regard for the host
portion of the address. Thus, using a single class B address for an adminis-
trative domain rather than 256 class C addresses will reduce the load on
external routers by giving them smaller routing tables and hence faster
processing times.

Once within the administrative domain, the routing tables have been
extended. The router uses the subnet mask to help identify the network
portion of the address. The router can then identify if the destination host
is on the same (sub) network, in which case, it is directly reachable, and
other local network traffic9 is sent to the relevant subnet router. To identify if
the address belongs to the local subnet, the router takes the subnet mask (in
binary) and logically ANDs it with the destination address to obtain the
subnet number. As well as routers performing subnet matching, each host
on a subnet will use the same technique to discover if any outbound packets
should be sent to the gateway, or direct to a local destination.
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The Shortage of Internet Addresses

The rapid growth of the Internet means that there are not enough class B
addresses for everyone who wants one. Organisations who required more
that 256 hosts connected to the Internet all want class B addresses, but many
must now be given class C addresses. At the same time, routing tables are
becoming increasingly larger, resulting in slow routers and instabilities
caused by the time required maintaining and repairing these large tables.
Adding the currently unused 2 million class C network addresses into these
routers would only exacerbate these problems. This problem is particularly
severe outside the US.

CIDR and NAT

To solve these problems in the short term, CIDR, Classless Inter Domain
routing has been created. This enables the allocation of contiguous class
C addresses rather than class B address. Since few organisations, really
required the 65,536 hosts of a class B address, this has led to much more
efficient use of IP addresses. Because these class C addresses are contiguous,
it is also possible to do routing table aggregation to manage the size of the
routing tables. This is achieved in part by relating the topology of the network
to the network numbers. For example, addresses in the range 194.0.0.0 to
195.255.255.255 are all European addresses, so any American router simply
sends all packets in this range to the European gateway – thus reducing the
number of routing table entries. However, even CIDR will only delay the
address depletion problem, which is particularly severe for Europe and other
parts of the world where Internet access is still growing rapidly.

Other approaches to managing address depletion include using many
private addresses behind a Network Address Translator or NAT. This is part
of a router that connects between two different networks – the internal
network, and the external network or Internet. The NAT router will advertise
globally unique Internet address on the external side. Inside the network,
however, the network owner can use IP addresses that do not need to be
globally unique, although it is rather useful if they are locally unique. The
addresses to use could be taken from the address ranges reserved for site
local addresses. These (many) internal addresses will be mapped to one or
more globally known addresses, by the NAT. The NAT uses significantly
fewer global addresses than site local addresses. Packets that need to go
outside the internal network have their source addresses changed by the
NAT to one of the globally known addresses. Incoming (replying) packets
then have their destination addresses changed back into the site local
address. The NAT may use port numbers to help it keep track of the associa-
tion between internal and external connections. This functionality is often
incorporated as part of a firewall, which is used by organisations to protect
their internal networks from security attacks.
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Shortage of Internet Addresses – IPv6

However, this type of approach breaks the fundamental end-to-end nature
of the Internet. Furthermore, ubiquitous computing and the move of mobile
devices to IP will put a huge strain even on this address management
system. Thus, IPv6 (RFC2460) has been developed to replace the current
version of IP – IPv4. This process is very gradual and will probably take 10–
20 years. IPv6 offers 128-bit addressing – enough for every electrical appli-
ance to have its own address. In addition to a much-expanded address
space, IPv6 also has other technical improvements that are particularly
relevant to 3G networks. For example, IPsec is an integral part of IPv6.
This provides a very secure mechanism for providing end-to-end security
and data encryption. Figure 3.16 shows the format of the IPv6 packet
header.

An IPv6 address is 128 bits long. It is, as in v4, assigned to a network
interface. Although this corresponds to a huge number of possible addresses,
considerations on efficient routing may well lead to the creation of address
hierarchies that reduce the number of addresses really available. IPv6
addresses are written in hex, x:x:x:x:x:x:x:x, where the ‘x’s are the hexade-
cimal values of the eight 16-bit pieces of the address. So, an IPv6 address
may look like F234:0000:4535:FFFF:0001:0A02:0001:0BC2.

Although the source and destination addresses for IPv6 are four times
larger than in IPv4, the overall packet header is only twice the size. This is
because the header format has been simplified, and unused features
removed, thus keeping the bandwidth cost of the header as low as possible.
As an example, information on fragmentation is no longer necessary in IPv6
– if a router receives a packet that is too large, instead of fragmenting the
packet, it returns an error message that tells the host to send smaller packets.
As seen with IPv4 experience, a simple packet header format is ideal if fast
routing is required. Options can be provided using extension headers that
are indicated by the Next Header field.

The Next Header field indicates the header immediately following the
IPv6 header. Often this is used as in v4, indicating to the receiver what
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module (such as the TCP module) needs to receive the packet. This field may
also indicate a ‘hop-by-hop Next Header’ option. This Next Header indi-
cates to every machine that encounters the packet that they must read the
hop-by-hop option header that follows the IP packet header. This can be
used to pass control information. Another type of option that may be indi-
cated by the Next Header is the Routing Header. This lists one or more
intermediate nodes to be visited on the way to a packet’s destination. In
IPv4, loose source routing (implemented as a optional header field contain-
ing a list of hosts that must be visited) provided this useful feature. However,
security concerns meant that this was not widely used, leading to an over-use
of IP in IP tunnelling. The Traffic Class Field is likely to become the DiffServ
Code-Point field. The flow label is also intended (not currently defined) to be
useful for identifying real-time flows to facilitate QoS.

One key consideration in the address scheme was to develop a means of
embedding IPv4 address in an IPv6 address, as this is a key enabler to IPv4/6
interworking. Indeed, it is likely that IPv6 networks will need to interwork
with IPv4 networks for a long time. There are a number of ways in which this
can be achieved.

† Dual stack – Computers have complete IPv4 and v6 stacks running in
parallel.

† IPv4 address can be embedded in IPv6 address, and IPv4 packets can be
carried over v6 networks – In this case, the IPv6 address would have zero
for the first 96 bits, and the last 32 bits would be the IPv4 address. So, the
IPv4 address 132.146.3.1 would become 0:0:0:0:0:0:8492:301.

† IPv6 packets can be encapsulated into IPv4 so that IPv6 can be carried
across IPv4 networks.

Whilst Europe has been positive in receiving IPv6, there has been greater
resistance to change in America, possibly because it has a larger installed
base of IPv4 equipment and a larger share of the available address space.
Many of the problems that IPv6 was designed to overcome, from address
allocation to mobility and QoS, have been solved to a greater or lesser
extent in IPv4 networks. However, it is certain that, within Europe at least,
next-generation mobile systems will use IPv6. The next section considers
why this is the happening.

Although many of the problems that v6 was meant originally to address
now have v4 solutions, the solutions are often technically better in v6
networks. First, CIDR and class C allocations will not provide sufficient IP
addresses to support mobility and ubiquitous computing. Ubiquitous
computing is currently only of significant interest in the research community,
but addresses the question of what happens when everything including the
kitchen sink has an embedded computer, for example, one that orders a
replacement washer when the tap begins to drip. Whilst NAT is used by
many telecommunications companies to provide Internet access over the
PSTN, these same companies, perhaps as a result of the experience, are
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trying to avoid the use of NAT within new mobile networks. NAT also breaks
the end-to-end model. In particular, IPsec and NAT are frequently incompa-
tible. In order to make end-to-end applications work correctly, application-
specific gateways at the NATare typically required. If an application gateway
needs to be written for each application, this can clearly limit the number of
applications supported. In the long term, this could seriously damage the
Internet, which has grown primarily because of its flexibility to support new
services. NATs also represent processing and reliability bottlenecks in any
network. IPv6 is the better long-term solution to the address management
problem. In new networks, such as 3G networks, which will require large
blocks of addresses, IPv6 seems a natural choice.

With specific respect to 3G networks, IPv6 has better native support for
portability. This is where a terminal can change network access point, plug
into a new network, and, without manual configuration, obtain service and
be located by other computers. IPv6, autoconfiguration and mobile IPv6 are
both elements of the solution to this problem. For example, a computer can
autoconfigure its IP address from a mixture of its own hardware identity and
the identity of the local network. Current IPv4 mechanisms for autoconfi-
guration (such as DHCP) still require certain server identities to be entered
into the computer. Portability with IPsec could allow a user to take their
portable away on business and use the visited company’s network to allow
secure physical access to their own corporate network. Mobility is discussed
further in Chapter 5.

As indicated, the main problem with supporting IPv6 is the need for a
transition period. Applications, as well as network components, need to be
upgraded to use IPv6 networks. IPv6 is slowly making its way into the Inter-
net. Commercial routers can be bought that support v6. Small islands of v6
exist. The process will be slow, but fortunately, IPv6 success does not rely on
immediate take-up. After all, it is not surprising that the linchpin Internet-
working protocol is the hardest thing to change in the Internet.

Multicast

Figure 3.14 shows a set of addresses, class D, reserved for multicast groups.
Multicasting allows more efficient broadcasting of content to a number of
simultaneous users. Essentially, if a group of people all wish to receive the
same information, using standard addressing, the source would need to send
the identical information to each user (IP address) in turn. This is an ineffi-
cient use of both network and server resources. It is a slow and costly
procedure. Multicasting solves this by enabling each of the hosts to join a
multicast group. In essence, a single packet is then sent to the multicast
group address, and the packets are duplicated only when the paths diverge
close to the members. Thus, the computer sends a IGMP (Internet Group
Management Protocol) request to the router, if the router already receives the
group, it simply copies all traffic for that group to the computer, otherwise the
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router requests from another router that the group be copied to it. This is
where multicast routing protocol is required. One example where multicast
could be used occurred on 9 October 1999, when two dozen of the world’s
leading musicians joined together in London, Geneva, and New York to raise
money for charities. This was no ordinary concert: 100,000 people went to
the venues, but a further 2.4 million people simultaneously watched the
NetAid concerts on the Internet.

ICMP

In addition to IP, all IP capable computers should also support ICMP – the
Internet Control Message Protocol. This protocol is used to pass information
back to the computer from the network. Its main purpose is to handle error
conditions – for example, to tell a computer that a host has proved unreach-
able, and so it should stop sending packets. ICMP has an echo functionality
that can be used to test connectivity. As described above, ICMP messages are
also used to inform hosts of the IP addresses of nearby routers. ICMP
messages are carried in IP data packets. To prevent ICMP messages, for
example about congestion, being generated when an ICMP message suffers
congestion, there is a rule that states that no ICMP message can trigger the
generation of another ICMP message.

3.5.3 Transport Layer

Many of the functions that a user expects from the network are actually
delivered in the Internet through end-to-end transport layer protocols. Key
transport layer protocols are TCP, UDP, and RTP. These are all discussed
more thoroughly in the chapter on QoS. Whilst TCP is by far the most
commonly used transport layer protocol, often when considering QoS, it is
assumed that UDP is used as the transport protocol. This is particularly true
when QoS is being used to support real-time services, as TCP requires data
re-transmissions that would add unacceptable delay for such applications.
One practical issue here is that many network devices such as NATs and
firewalls do not readily pass UDP packets.

3.5.4 Application Layer

In an IP 3G network, there is little extra that needs to be known about this
layer. By providing a straight IP network, the wireless operator will have
created the environment to allow users to access freely any application of
their choice. Users will no longer be tied to the applications and protocols
supported by their network operator. This freedom can only be expected to
drive up the usage and value of the network. Similarly, any service provided
by the network operator for the benefit of its customers, such as e-mail or
WWW hosting or even WWW proxy servers to provide information filtering,
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can also be offered for use by any other user of the Internet. Within this
flexibility, however, there is one key application layer service, the Domain
Name Service or DNS, that most network operators would provide.

Naming and DNS

To access almost every Internet service, a user will use a server name, such as
www.futures.bt.co.uk, to identify the service required. The first process that
the host needs to do is to translate this name into an IPaddress. To do this, the
Domain Name System (DNS) is used. DNS is a distributed network of servers
that provides a resolution of a name to an IP address. Names are used
because humans find them much easier to remember, whereas computers
find numbers easier to handle (Figure 3.17).

A distributed approach is used to provide this service, as it is impractical
for any machine to keep a table mapping all machine names and addresses.
So, to find the IP address, the user’s computer first checks to see if they have
cached an entry for this name. Caching simply refers to the process by which
a user’s computer, having consulted the DNS system for a name to address
mapping, will remember the mapping for a short while, as it is highly likely
that the name will be used again shortly. If there is no cached entry, the user’s
computer then sends a request to a DNS server within the local domain. The
address of this server is something that has to be provided during the Internet
configuration process. This DNS server then performs the look-up. If the
server has no entry in its records for the machine required, it passes the
query to a root server. This server only knows the identities of machines
that keep records of the top-level domains (.uk,.com, and so on), so it
forwards the query down a level to a suitable server (Figure 3.18). Thus,
the query is propagated through the hierarchy until it reaches the server
authoritative for the domain bt.co.uk. This server contains a mixture of actual
address mappings, for example for the server www on bt.co.uk, for which it
is the authoritative server, and also a set of references to servers for domains
such as futures. The machine responsible for futures DNS then returns the
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address of the machine, called www (probably a web server), to the original
queering DNS server. This server caches the result and returns the IP address
of the machine to the user’s PC.

The DNS service has been developed over the years so that it is fast. To
achieve this speed, it relies on the ability to cache the name–address
mappings so that repeat look-ups are avoided. This also prevents the root
servers from becoming overloaded. Thus, name–address mappings need
only be re-validataed after a specified time period. This works well because
it is assumed that name–address mappings change only rarely. Typically,
every DNS entry has an individual time-to-live value, but this is usually set
to a default value of around 1 day. It is widely believed that the Internet
would seize up if time-to-live values were regularly set at 0. Many mobility
schemes assume that the IP address of the mobile node will change
frequently – certainly, every time the mobile ‘logs on’, and perhaps every-
time the mobile hands over into a new cell. Given the current DNS, this
would make it impossible for such mobile devices to be easily identified.
Another problem with current DNS is that any updates are usually carried
out manually.

3.6 Security

This section is intended as an introduction to IP security – to prove its
existence, to demonstrate its depth and breadth, and to mention the key
technologies. It provides the minimum of information necessary to achieve
that goal, and in particular, it gives typically only one solution to any
problem, such as electronic signatures. In reality, there are often several
approaches that can be taken. It is a fascinating topic with lots of twists
and subtleties.

Security mechanisms exist at each layer of our architecture. This is not a
case of repeating functionality. The word ‘security’ actually covers many
different functions, and different types of security are used to solve different
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problems – as indicated in Figure 3.19. Generally, true security requires what
is known as ‘security in depth’, i.e. if one wants security, one should not rely
just on one mechanism to achieve it – after all, if that mechanism is broken,
all security is lost.

The current IP structure suffers from serious deficiencies that allow harmful
attacks. Some types of attack that are possible include:

† Denial of service (for example the ping of death, where a host receives so
many network ping10 requests that it essentially loses networking).

† Unauthorised reading, writing, or deletion of information in transit.
† Unauthorised access (reading, writing, or deletion of data) to services/

databases.
† Masquerading as someone else to obtain data, or goods by deception.
† Denial of actions/communications (requires non-repudiation).

To prevent these types of problems, people must prove who they say they
are (authentication) and that they have the rights to use something in the way
they want to (authorisation). Users need to be able to keep information private
(confidentiality), and the actions of users must be directly and unambiguously
attributable to those users responsible (accountable/non-repudiation).

This section considers the basic mechanisms of cryptography and indi-
cates how public key cryptography can be used to solve some problems such
as authentication. Several specific security mechanisms for end users are
then considered, including both SET and SSL as used for web-based shop-
ping, and network security mechanisms, including firewalls, AAA, and
IPSec, are examined.

3.6.1 Basic Security Techniques

Private Key, Conventional, Cryptography
Fundamental to providing security functions are a number of cryptographic
techniques. For the purpose of this section, cryptography (Figure 3.20) basi-
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cally involves taking data (plaintext) and, using a key (another digital data
stream), performing some mathematical operation (like adding the two data
streams), to produce a third stream (ciphertext). These are the data that are
encrypted and can be sent across the network. As described, this specific
type of cryptography, is known as a one-time pad. In this example, the
original data can then be recovered using the same key and the inverse
mathematical operation.

Clearly, there are a few issues with this technique. First, it is not practical to
have a key that is as long as the data – although longer keys give a better
security as it is harder to crack the code. Shorter keys are typically used (64
or 128 bytes long), and they are repeatedly applied to the data, More
complex mathematical operations are also used (ADD is poor). DES (see
Further reading) is the commonly used system, although not necessarily the
most secure.

The second problem with this is that both parties need to use the same key.
This raises the question: how can the key be transmitted securely? Does this
mean that a unique, individual private key needs to be generated and deliv-
ered to each person with whom a user wants to communicate? The next
section, Public Key Cryptography, tackles this question.

Public Key Cryptography

In public key cryptography, two keys are used. A public and a private key are
created simultaneously using the same algorithm (a popular algorithm is
known as RSA). The user keeps their private key but makes their public
key widely available. The private key is never shared with anyone or sent
across the Internet. Data can be encrypted using the public key, but knowl-
edge of that key will not enable anyone to decrypt that data – for that, the
private key is needed. This is essentially because the mathematical opera-
tions used in this type of cryptography are not symmetrical. If User A wants to
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send protected data to User B, User A uses the public key of User B to
encrypt the data and is then safe in the knowledge that only User B can
read the data.

Typically, this method of encryption is only used to distribute a shared,
secret key, which is then used to encrypt the rest of the communication
session with a conventional, symmetric system such as DES, which is
quicker for encryption of large amounts of data.

However, whilst public and private key cryptographic techniques provide
the basic tools for solving many of security problems, they are not full solu-
tions in themselves. Authentication is required to prove the identity of genu-
ine users. The next few sections consider how cryptography can be used to
solve some of the basic security problems.

Authentication

This is the problem described above – how can one user be sure that they are
communicating with a friend and not being tricked by another user? Authen-
tication can be solved using the public key encryption described above.
Provided a user knows that the public key they have does in fact belong
to the person with whom they wish to communicate, the process is as illu-
strated in Figure 3.21.

Because B returns A’s random number, A can be sure that this message was
sent by B and no one else. Because A returns B’s random number, B can be
sure that A received his message correctly. The messages cannot have been
read by anyone else because they do not have the correct private key; nor
could they have been generated by anyone else, because they could not
generate the correct random numbers.
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Electronic Signatures and Message Digests

Another problem that can be solved with a public key system is that of
proving what was said, no more and no less. This is known as non-repudia-
tion. This is the role of the signature on a standard letter. Encryption is often
a computationally intensive process. There is an easier way to send data
and guarantee that it has come from the sender and has not been tampered
with en route. Essentially, a message digest is computed from the actual
message that a user wishes to send, and this is encrypted using their private
key.

As can be seen in the Figure 3.22, User A generates a message digest from
the plain text message. A message digest is essentially a fixed-length bit string
that can be generated from an arbitrarily long piece of text. It is very difficult
to have two messages that have the same digest – especially if the digest is at
least 128 bits long. MD5 and SHA are the algorithms generally used to
produce a message digest. The process of generating this digest and encrypt-
ing it is much faster than encrypting the full message. User A then sends the
unencrypted message and the encrypted digest to User B. User B can use A’s
public key to decrypt the digest, and compares this bit string with that which
User B generates from the received message. If the two values are the same,
User B can be reassured that the plain text message was not tampered with
en route.

Digital Certificates

A key problem with much of the above discussions is that they assume that
the user has a valid public key for the user with whom they wish to commu-
nicate. But how does a user know that they have obtained a valid public key?
How would a user know that the e-mail with the public key was actually
from their bank manager?
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The idea behind digital certificates is to solve this problem by guaran-
teeing that the holder of a particular key is who they actually claim to be.
A Certification Authority is an organisation that issues electronic creden-
tials and provides digital certificates. A digital certificate typically contains
the user’s name, expiry date, and the user’s public key, and is digitally
signed by the certificate authority so that the user can verify that the
certificate is valid. The certification authority must be a widely trusted
party. It is assumed that public keys of the certification authorities will
be very well known, and hence trusted implicitly. VeriSign is one such
certificate authority, and may even be involved, without the user’s knowl-
edge, through the operation of their Web browser, if they take part in a
secure electronic transaction – as can be seen in the security tab on a
Netscape browser, or the Content tab of the Internet Options Tool on
Internet Explorer.

3.6.2 Security for e-commerce

This section examines practical applications of these techniques to the
problem of e-commerce.

SET

One of the key drivers for security is the requirement to enable electronic
commerce. SET (Secure Electronic Transaction) is a system for ensuring the
security of financial transactions on the Internet – an enabler for any e-
commerce system. Essentially, a transaction is conducted and verified
using a combination of digital certificates and digital signatures between
the purchaser, a merchant, and the purchaser’s bank. The system ensures
privacy and confidentiality. For example, the bank never finds out what was
actually purchased, and the merchant never finds out details about the user
such as card details.

In brief, the process would be as follows. The user requires a credit card,
and the issuer of the credit card provides a digital certificate for the user. This
includes a public key with an expiry date. Merchants also have digital certi-
ficates from their bank. These certificates include the merchant’s public key
and the bank’s public key. Note that the user and merchant need not use the
same bank. The remainder of the process is automated and built into web
browsers such as Netscape or Internet Explorer.

† The customer indicates, through a web form, that they would like to place
an order.

† The merchant sends to the customer a signed ‘OK’, and includes their own
and their bank’s digital certificates. This identifies the merchant with the
customer.

† The customer’s browser then sends the order details, encrypted with the
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merchant’s public key, and the payment information, which is encrypted
with the bank’s public key (which cannot be read or duplicated by the
merchant).

† The merchant verifies the customer and sends the order message to the
bank.

† The bank verifies the merchant and the message, and verifies the payment
part of the message.

† The merchant sends a copy of the order, signed with the client’s public
key, to confirm the order.

All of these messages are exchanged using Netscape’s Secure Socket Layer,
SSL, to provide secure data transport. However, SET provides greater levels
of security than just using secure data transport between sites. It provides the
user with confidence that they are dealing with the merchant that they
expected, not just someone with the right domain name. It assures the
user that their credit card details would not be readable by a hacker at the
merchant’s site. However, it is still not widely used – many purchasing
websites rely simply on secure transport.

Secure Transport

The SSL provides secure data transport. This has now been replaced by the
Transport Layer Security (TLS) standard. This ensures that data can be sent
between applications without being understood, or altered, by a third party.
As such, it has two parts, the handshake part and the record part. The
handshake process provides authentication based on public key infrastruc-
ture. It also enables the parties to negotiate a suitable encryption algorithm
and exchange shared session keys (remembering that public key encryption
is a heavyweight process). Then, encrypted data exchange can take place,
using the record protocol. This also uses a message digest to ensure that the
data are sent reliably. It is possible to use neither the digest nor the data
encryption depending upon the type of security that is required for any
particular connection.

3.6.3 Network Protection

The previous section considered some applications of security techniques to
the problem of e-commerce, one of the key issues for end users of the
Internet. However, security covers a much wider remit than that of end
users. This section looks specifically at network security – how a network
provider protects their network, and how they can reassure users of the
network that every effort is made to provide a secure networking service.
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AAA

Networks need to be protected from people trying to use them without
authorisation – so that network operators can recover the costs of providing
the network, or protect their network from hackers. This area – Authentica-
tion, Authorisation, and Accounting as applied to network access – is under
study within the IETF’s AAA working group. The basic architecture for provid-
ing this functionality involves interactions between network devices,
accounting servers, and billing servers. The network devices collect resource
consumption data in the form of accounting metrics. This information is then
transferred to an accounting server. This can be achieved through the use of
an accounting protocol. The main contender to date for this protocol is
DIAMETER, a proposed evolution from the currently used RADIUS (Remote
Authentication Dial In User Service). The accounting server then processes
these data and submits them to a billing server. The accounting server is
responsible for determining what data are sent to which billing server. The
AAA working group has specifically addressed mobile issues. As an exam-
ple, RADIUS allows mobile computer clients to have access to the Internet
by way of a local ISP. The ISP wants to make sure that the mobile client can
pay for the connection. Once the client has provided credentials (e.g. iden-
tification, unique data, and secure signature), the ISP can check with the
client’s home authority to verify the signature and to obtain assurance that
the client will pay for the connection.

Firewalls

A firewall is a system that enforces an access control policy between two
networks – for example between two parts of the Internet that are owned by
different companies, or between a corporate network and the Internet.

Firewalls can protect against data theft, or protect the company computers
from denial-of-service attacks, which could otherwise halt business. Fire-
walls can be configured to allow different levels of access – depending
upon the nature of the threat. For example, some firewalls may prevent all
communication except e-mail. Others may block only certain applications.
Firewalls also provide points at which security checks or audits can be
performed. A system administrator may be less likely to pay for new capacity
if their audit reveals that most problems with congestion occur with web
browsing over lunch times!

Often, a company may actually have more than one firewall, to provide
areas of its network with different levels of restriction (Figure 3.23). This
architecture allows the company to prevent Internet users from browsing
its internal websites. It also provides a lower level of protection from
unauthorised modification or from basic denial of service (ping-of-death)
attacks on the company’s own public web servers.

Note that for the firewalls to be effective, there must be no ‘back door’ into
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the company – for example, no modems allowing dial-in access without
proper security.

Firewalls have many of the features of NAT devices discussed above –
breaking the end-to-end principle, requiring per-application configuration,
and being a single point of failure. However, firewalls are typically the
boundary of the true Internet – they bound between an Intra-net and the
Internet, so expectations and behaviour patterns can be different. IPSec,
discussed next, with its ability to provide secure virtual private networks,
may also eliminate the need for firewalls to protect companies – although
that is still an area of active research.

IPsec

Security – or lack of it – is a long-running concern on the Internet. IPsec
(Internet Protocol Security) was therefore developed by the IETF. It is an
integral part of v6. It has also been ‘backwards fitted’ to v4, but it has
problems when used in conjunction with network devices such as NAT.

The set of security services offered includes access control, connectionless
integrity, data origin authentication, protection against replays (a form of
partial sequence integrity), confidentiality (encryption), and limited traffic
flow confidentiality. These services are provided at the IP layer, offering
protection for IP and/or upper layer protocols.

These services are achieved using two traffic security protocols, the
Authentication Header (AH) and the Encapsulating Security Payload (ESP),
and using key management procedures and protocols. The AH is used to
authenticate that the end host11 is who the user thinks they are. It also uses a
digest technique to verify that the data received is the same as the data sent. If
used with sequence numbers, it can prevent replay attacks (where someone
orders 5000 copies of this book, on someone else’s behalf, for example). ESP
is used to provide additional security by encrypting the actual IP data.

These mechanisms are designed to be algorithm-independent. This modu-
larity permits selection of different sets of algorithms without affecting the
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other parts of the implementation. For example, different user communities
may select different sets of algorithms (creating cliques) if required. A stan-
dard set of default algorithms is specified to facilitate interoperability in the
global Internet. The use of a public key infrastructure with digital certificates
is key to the success of IPsec.

IPsec operates at the network layer, which facilities the building of virtual
private networks, VPNs, enabling users to connect, securely, over the stan-
dard internet, to their private networks – the company no longer needs to
maintain a modem bank for users to dial into. IPsec could also be used to
allow companies to build networks between themselves and key business
partners. VPNs enable companies to build private networks without the need
to create separate physical networks through leased lines, for example,
which are expensive, or dial-up connections, which are slow. These VPNs
can be built without requiring any changes to end hosts – security gateways
can be placed at the entrance/exit to the networks, which intercepts the IP
data between the sites, placing it into an IPsec tunnel.

It is expected that use of IPsec will grow gradually, especially when its
main weakness, processing speed, is overcome, and the functionality
becomes available in hardware rather than software. Finally, although
most information sources on IPsec emphasise how network providers can
use IPsec to build in security for their network users, it is also worth noting
that IPsec can be used entirely end to end between hosts, without any co-
operation, understanding, or trust relationship with the network.

3.6.4 Discussion

Whilst this chapter has presented a number of the different techniques that
are used in different ways to provide security on the Internet, this is a very
brief look into the issue. Security – or more precisely the lack of it – is often
claimed to be the greatest weakness of the Internet. Whilst no system can
ever be guaranteed safe, it is possible to protect oneself, one’s data, and
one’s network. Indeed, the vast majority of security problems with the
Internet ordinarily arise not from technical hackers breaking into systems,
but from people themselves. Typical examples are a disgruntled employee
who uses his networking privileges to wreak havoc, or a manager who
cannot remember his passwords, and so leaves them written on a piece
of paper stuck to the computer. The digital 2G phone networks are very
proud of their security, yet security is still the responsibility of the individual
user. Finally, the security mechanisms presented above place responsibility
and power for security in the hands of users, and this may be seen as a
threat by many organisations, from governments to private network manu-
facturers.
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3.7 The Future

This chapter has provided a very brief overview of some of the key
elements of the Internet, and in particular those features of relevance to
3G and future mobile networks. This overview must be brief – there are
over 3000 RFCs that define the Internet – and this number is rising daily.
Whilst the Internet today is highly successful and provides a huge range of
services to users, it is not a static, finished product. It is the belief of many
within the IETF development community that the next key developments
for the Internet will be quality of service, mobility support, and wireless
support. For quality of service, the implicit focus is on the ability to
support real-time services, which are currently missing from the Internet.
Mobility requirements are driven by the large growth in the mobile tele-
phony market, which illustrates the user’s demand for mobility. Other
areas under active research for the Internet include multicast and network
and service management. Like QoS, good multicast support could launch
a new range of applications. Multicast is about efficient mechanisms to
distribute the same information to a particular set of people. This could be
in broadcast format, such as a TV show or music concert, or, more ambi-
tiously, in large-scale conferencing. This latter is of particular interest to
the IETF – it is becoming increasingly difficult to arrange IETF meetings
that can accommodate the large numbers of people now involved in
Internet research.

3.8 Further reading

Most of this chapter, but in a lot more detail

Tanenbaum A, Computer Networks, Prentice-Hall, Englewood Cliffs, NJ,
ISBN 0-13-394248, 1996.

H Schulzrinne’s teaching resources are available at http://www.cs.colum-
bia.edu/~hgs/teaching/networks/

Routing

Huitema C, Routing in the Internet, Prentice-Hall, Englewood Cliffs, NJ, ISBN
0-13-132192.

Information on traffic analysis

CAIDA, the co-operative association for Internet Data Analysis available
from http://traffic.caida.org
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4
Multimedia Service Support and

Session Management

4.1 Introduction

Two of the key new features of 3G networks are their ability to support
multimedia applications and the Virtual Home Environment. The former
implies a network with the ability to support more than just voice commu-
nications (and more than just non-real-time, data applications like the World
Wide Web and e-mail). The latter is where users of 3G networks store their
preferences and data. In its original sense, as described in Chapter 2, the
VHE is responsible for tailoring the communications to the physical connec-
tion and terminal currently being used. This chapter considers how this type
of functionality could be provided in an IP network. It begins with a discus-
sion of the key concept of session management. A multimedia communica-
tion, such as a video-telephony call, is referred to as a session. There are a
number of different functions that are required to provide and support
sessions. This chapter focuses particularly on the session management
control plane functions. Other aspects of session management (the data
plane) are introduced in the first section but are discussed further within
Chapter 6. Following this, we briefly consider how currently sessions and
VHE functionality are handled in both 2G/R99 UMTS systems and the Inter-
net. Within the Internet, control plane session management for real-time,
multimedia services is an area that is still under development. The two main
protocols for this role are reviewed. H.323 is currently in use today, whereas
the Session Initiation Protocol (SIP) is a newer IETF standard. SIP is included
in the next generation of UMTS standards. Its operation is then examined in
some detail. The chapter then goes on to look at some examples of the power
of SIP, how it could be put to use in 3G networks, in particular, how it can be
used to link between traditional telephony networks and IP networks, and
how SIP can enable advanced networking services. Throughout this chapter,
SIP is considered in the context of a future, mobile, multimedia Internet. The
use of SIP in forthcoming versions of UMTS is rather different to this model –
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the 3GPPadditions to SIP make it almost an entirely new protocol altogether.
This is discussed further in Chapter 7.

As SIP becomes better understood, it will become clear that, in addition to
its role in multimedia service support, SIP is highly related to the original
VHE concept.

4.2 Session Management

4.2.1 What is a Session?

A session is a series of meaningful communications between two or more
end points. Sessions are supported by connections1 (such as a TCP /IP
connection) that provide the physical connectivity, which ensures that bits
flow correctly between the end points. The session provides the additional
support that enables the receiver(s) to determine whether a particular stream
of bits should actually be transformed into an audio-stream, for example.

A session may have many connections associated with it. An example of
this is a video conference, where the audio and video parts of the data are
sent over separate connections. Further, a single connection may remain
active through the lifetime of several sessions.

4.2.2 Functions of Session Management Protocols

Session-layer (signalling) protocols are used for creating, modifying, moni-
toring, and terminating sessions with one or more participants. These
sessions include multimedia conferences and Internet telephone calls.

To illustrate this, consider a typical procedure that would have been
required to establish an Internet Voice Call more than 7 years ago, running
between two users at adjacent desks. The two users would first ensure that
they would both be using the same application, agreeing on the nature of the
voice coding, sampling rate, data compression, and error coding that would
be used. IP addresses would be exchanged, and UDP may have been agreed
on as the transport control mechanism, so that the connection could be
established. At this point the users would stop talking and actually boot up
their computers. Today, this entire process is part of ‘Session Initiation’ or ‘the
control plane of session management’, and a number of different protocols
exist to facilitate this process. This process is studied in depth in this chapter.

Typically, on a first attempt at an IP voice call, speech would be very
distorted because other traffic on the local Ethernet would be causing
severe, variable, packet delays. Packet delay is very important for any
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real-time communications and can be heard as the very awkwardness often
associated with television interviews carried out over satellite because of
the considerable length of time between the interviewer asking a question
and the interviewee responding. For good communications, the end-to-end
delay needs to be no more than about 150 ms. There are several sources of
delay: packetisation delay, transit delay, queuing delay, and buffer delay.
Packetisation delay is the time it takes to fill a packet, and 20 ms is consid-
ered the usual upper limit. This is why data packets containing voice are
often very small. The transit delay is simply the minimum time that it takes
the packets to be transmitted physically across the wires and processed by
the routers. Within the Internet, this can vary from packet to packet with the
route taken. Queuing delays are the variable delays at the routers caused by
other traffic sharing the router (or, in our example, the variable delays
caused by our packets waiting to get on the Ethernet along with large
packets associated with file transfers). The buffer delay is how long the
packets wait in the buffer at the receiver to be played out. This is a trade-
off, as longer buffer delays allow more packets to arrive and so reduce the
number of lost packets, which also affects speech quality. Much of the work
on Quality of Service, discussed in Chapter 6, is concerned with tackling
the problem of queuing delays. This requires co-operation between the end
terminals and the network.

If packets are played out as soon as they arrive at the terminal, then
any variability in the delay (known as the jitter) compounds the problem
of speech distortion. To overcome this problem, the Real-Time Protocol,
RTP, and the associated Real-Time Control Protocol, RTCP, are typically
used within the Internet. These are session layer, end-to-end protocols
that do not require any co-operation from the network. They ensure that
packets within a session are played out at the correct time. As well as
overcoming the problem of jitter, this is particularly useful when a
session consists of multiple connections (audio and video), because
these need to be correlated so that the speaker’s mouth is seen to
open when they start to speak. Although RTP and RTCP are (data
plane) session management protocols, they directly affect the quality of
the communications, they are discussed further in Chapter 6. Without
RTP/RTCP, earliest attempts at Internet telephony only achieved satisfac-
tory performance if the two machines were directly connected, for exam-
ple with a dedicated ethernet.

4.2.3 Summary

A session is a multimedia communication, where ‘communication’ implies
some sort of semantic understanding and is distinct from the connection and
transferral of bits. Sessions are important concepts in both supporting multi-
media applications and in providing the VHE of 3G systems. This chapter
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will focus on control-plane session management protocols. The key func-
tions required by such a protocol are:

† Locating the parties to be involved in the session.
† Negotiating the characteristics of the session.
† Modifying the session.
† Closing the session.

A session management protocol should automate much of this procedure –
essentially leaving a background process listening on a fixed port on the
terminal to handle such requests and alerting a suitable peer application.
Further, such a protocol should be able to support multi-party calls. The
application may use information about local resources and their understand-
ing of the network to negotiate the session characteristics. An example of this
would be an application that knows it has a wireless network connection
and so suggests a low bit-rate voice encoding. Once the session is estab-
lished, the receiver, using RTCP, will normally identify serious QoS viola-
tions. The session control protocol will then allow the terminals to change
the session description to match the available resources. Ideally, the session
protocols should give the sender sufficient information so that, should it
detect a QoS violation, it knows how to adapt its data.

4.3 Current Status

4.3.1 Session Management

Session management functionality seems so essential, but session manage-
ment today often goes unnoticed. Essentially, whilst ‘session’ is a generic
term that includes everything from real-time multimedia communications to
a simple web download, explicit session management is currently only
considered in the context of multimedia and/or real-time communications.
The reasons behind this will become clearer in the following sections that
looks at how sessions are managed in today’s networks.

Within 2G Networks

Traditional circuit-switched telephony networks only support one service –
voice. A voice session is typically known as a phone call. The data rate and
encoding schemes are clearly defined, and special inter-working units –
media gateways – need to exist to translate data dynamically between the
encoding schemes used in different systems (e.g. between the PSTN 64 kbit/s
networks and 2G 14 kbit/s networks). Session management and quality of
service are tightly integrated within the application and network. Features
like session divert (where an incoming phone call can be redirected from
the office to the mobile phone) and call (session) waiting are provided using
dedicated, specialised platforms known as Intelligent Network (IN) platforms.
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This approach works well for a single service. There is no overhead in
negotiating a session. The network can easily provide service quality, using
Erlang’s formula, to dimension resources. However, it becomes very difficult
to support multimedia services in this way. One issue, for example, would be
the number of types of translation that a media gateway would need to be
able to perform. The development of services in the Intelligent Network
platform is also complex and time consuming2.

In 2.5G, GPRS, there is still no concept of an explicit session, and again
both session management and quality of service management are tightly
coupled. Users set up a PDP context and connect to their access network
provider – an ISP or corporate LAN. They can access services such as web
browsing and e-mail, but real-time interactive services will not be supported.
Also, multicast services will not work because of the use of GTP.

Within the Internet

Mail and web browsing are the most commonly used Internet applications.
Here, web browsing will be considered as an example of current session
management. In essence, there is only one type of web download – the user
finds the machine and takes the data using TCP to provide reliable data
transport. The data come across as plain text, which is then displayed in
the browser. It is a ‘one size fits all’ approach. In fact, DNS (Chapter 3) is used
to find the IP address to enable a connection to be established to the correct
web server. MIME types (originally developed for mail, but extended to be
applicable to the web) then provide some form of session information, telling
the browser what type of data will be received. However, there is no nego-
tiation of this information – the user cannot choose a ‘gif’ over a ‘jpeg’
version of a file – the file is already written and stored on disk. Thus, some
session management functionality is already available as a very familiar
protocol, and the rest of the required session management is incorporated
within the basic HTTP web protocol. This approach works well when there is
a limited amount of session information that needs to be exchanged.

Session Management for Future Applications

Multimedia and real-time sessions are much more complex. There are many
more parameters (such as error coding schemes and data rate) to agree on –
at least if the user wants to ensure that the quality of the session is good.
There are more parameters partly because it is harder to achieve good quality
for real-time communications than for a web session. With web, data should
be accurate and fairly timely. With a multimedia session, a user may trade,
for example accuracy for delay, or a low-resolution video for a high-resolu-
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tion audio stream. Also, data are not yet encoded, so there is a chance for the
user to choose the best data format for their terminal and network. There may
be a whole range of different applications that would be able to inter-work if
only this information could be negotiated. Thus, it makes sense to abstract
the generic session initiation functionality, and provide a protocol that can
be reused by many different applications. Such a protocol would promote
connectivity, which was previously argued as key for the growth of the
Internet. Further, although DNS enables us to find computers, for real-time
communications, we are often more interested in finding a person to talk to.
Some applications (particularly Instant Messaging applications, such as ICQ)
have provided their own systems for locating users. In this situation, the user
can register their permanent identifier (your.name@chatserver) at a central
server, together with the IP address of your current terminal, and start a
process (application) on their machine that listens on a particular port.
When somebody wants to contact the user, they can send a message to
the server that is then able to tell if the user is on-line and deliver the
message, confirming delivery to the sender. However, again, it makes
sense to have a generic, reusable system for the function of locating users.

4.3.2 VHE Concept

The original VHE concept has previously (Chapter 2) been described as:
where users of UMTS would store their preferences and data. When a user

connected, be it by mobile or fixed or satellite terminal, he or she was
connected to their VHE which then was able to tailor the service to the
connection and terminal being used. Before a user was contacted then the
VHE was interrogated – so that the most appropriate terminal could be used
and the communication tailored to the terminals and connections of the
parties.

Thus, there is a close relationship between session management – nego-
tiation of a session’s characteristics and the VHE concept.

Within 2G/3G Networks

The VHE concept in 3G networks has been reduced to the GSM equivalent –
CAMEL (Customised Applications for Mobile network Enhanced Logic).
CAMEL is a GSM specialized IN platform that allows users to roam on
foreign networks and still receive some of the advanced services that the
home network operator provides. These are all switched-circuit and voice-
based, and a good example is short code dialling for voice message retrieval.
In the UK, users can dial 901 to obtain messages; in France, this does not
work, but CAMEL intercepts the dialled number and queries the home HLR
to allow number substitution (just like fixed network IN), giving the French
switch the correct number 0044564867387 (say). CAMEL is about more than
just standardised IN services, however. It is designed to support flexible
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service control and creation, so that operators can quickly deploy advanced
value-added services. These services can be accessed by a user, even if they
are roaming. CAMEL enables this by providing a standardised interface
between the network entity controlling the new services (called the GSM
Service Control Function – gsmSCF) and the visited network’s switches.

Figure 4.1 shows the generic architecture for CAMEL. Apart from the
standard GSM elements (HLR, MSCs, and VLR), a new entity has been
introduced: the CAMEL Service Environment (CSE) – that encompasses the
gsmSCF. New functionality has also been added to the mobile switches: the
gsmSSF (Service Switching Function).

CAMEL is being extended for use in later releases of UMTS – including PS
domain and IP telephony capabilities. The interface between the CSCF and
the CSE is still being discussed within 3GPP. The IM domain will, then, have
options for SIP, CAMEL, and a PARLAY-style interface for service creation The
PARLAY-style interface will be based upon the OSA (open service architec-
ture) being specified by the OSA group within 3GPP. However, CAMEL
follows a very different model to that of Internet services. The service provi-
der is still the network provider. The services being managed are still just
voice services.

Future VHE

Internet Portals provide the closest service to the VHE that can be seen in the
Internet today. The reader may be familiar with them – they are the websites
that ISPs encourage customers to have as their home page. Being web-based,
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they can be accessed from any terminal. Everything can be accessed, from
mail to daily newspapers, from these sites. However, neither the first genera-
tion of UMTS networks, nor the Internet can provide the VHE functionality as
originally described in early UMTS visions. The concept of the VHE will be
revisited in the final section of this chapter.

4.4 Session Initiation Protocols

Previous sections have highlighted what session initiation protocols are
required to do – to find a user and enable multimedia communications to
be established. Once the session is running, RTP and RTCP (both well-
known, stable protocols) are used to manage the session. However, the
protocols for session initiation – the ITU H.323 and the IETF Session Initia-
tion Protocol (SIP) – are much less stable, and still under development.

In considering these session initiation protocols, attention is focused on
multimedia and real-time applications, as these are the applications where
generic session management protocols will give the greatest benefit.

4.4.1 H.323

The H.323 protocol suite is a full session control protocol – it includes
session creation, data transport, and data plane session control functionality
(the latter through RTP). This protocol was originally developed in the early
1990s and is standardised by the ITU. It was initially focused on video-
conferencing and is currently integrated into a number of applications
including CUSeeMe Professional and Microsoft’s Netmeeting. However,
perhaps as an indication of the complexity of the standard, only recently
have these two standard compliant solutions been able to inter-work.

The current standard has a number of weaknesses however, making H323
more suitable for LAN environments than the Internet. One of the most
significant issues is the fact that it is a heavyweight protocol. For example,
establishing a session using H.323 can take 7 round trip times. The signalling
must be transported using (multiple) TCP connections, which is an unneces-
sary overhead for wireless applications and also complicates the implemen-
tation of firewalls. It also includes a large amount of functionality that is
available already through other Internet standards – it is less a modular
than a stove pipe solution. It requires state to be held through the network,
making it less suitable for wide area networks. Finally, user mobility can lead
to routing loops. H.323 is still under development to tackle these criticisms.
The next version (3) should include fast call set-up and UDP signalling, and
should solve the routing loops, but is not yet available as a standard. There is
some evidence that H.323 will eventually converge with its new rival, SIP,
but convergence is slow. Whilst it is widely used in applications, there is less
evidence of it being widely supported by network operators (the operator
support is required for large-scale networks and directory services).
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4.4.2 SIP

The Session Initiation Protocol (SIP) is a much more recent development. It
was originally developed between 1996 and 1999 in the IETF MMUSIC
group and at Colombia University. The SIP IETF working group was formed
in September 1999, and a draft standard of SIP appeared in July 2000 from
the IETF. It is a general, multimedia, session initiation protocol. It is smaller3

than H.323. It is transport layer independent – although most implementa-
tions use UDP transport. It is lightweight; for example, it only requires 1.5
round trip times to establish a session. By using UDP, it simplifies multi-
casting, which facilitates applications such as user location at a range of
terminals or call centre applications. Unlike H.323, it does not specify
anything about resource reservation or security – other protocols deal with
these aspects. It is the view of many within the IP community that this limited
scope of SIP is precisely the aspect of SIP that makes it so powerful.

SIP is a text-based protocol, similar to HTTP. Such systems tend to be
easier to debug and integrate with high-level programming languages.

SIP also allows far more extensive error and status reports than H.323. SIP
is almost invariably used to carry session description messages, as defined by
the session description protocol SDP but even this is flexible. To allow for fast
adaptation, several SDP objects could be agreed upon in session initiation.
As well as being a simpler protocol, SIP is regarded as more general. It can
operate in end-to-end and proxy server modes, and it supports both distrib-
uted control and centralised bridge architectures for multiparty calls.

4.4.3 Session Initiation for 3G

H.323 came first, so developers of SIP could learn from the H.323 experi-
ence. This has resulted in SIP being both a simpler and more flexible proto-
col. The mapping from SIP to H.323 is relatively easy and well defined,
whereas the converse is not true. Thus, 3G networks have decided to use
SIP rather than H.323, so SIP will now be discussed in more detail.

4.5 SIP in Detail

4.5.1 Basic Operation of SIP

The Session Initiation Protocol (SIP) is a means of negotiating contact between
one or more entities, whether they are individuals or automatons. On its
outward face, SIP manifests itself as an application – the User Agent. The
SIP messages are few and entirely in plain text, requiring very little processing.
They are rich and readily extensible. Media negotiation can be included
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within SIP messaging, utilising Session Description Protocol (SDP) or MIME
types (or anything else) within the body. SIP itself is not a data carrier; other
protocols such as UDP do that. SIP is solely the means of negotiating contact
and exchanging the necessary parameters to trigger applications.

SIP specifies six methods for initiating contact, the most common of which
is the INVITE method. User Agents are required on each of the participating
machines (Figure 4.2).

In this simple scenario, User Agent A is being used to initiate contact with
B. User Agent B’s IP address is known in advance, so User Agent A simply
opens a socket and sends an INVITE message to the destination. Note that
both User Agents are listening on port 5060: this is the default port for SIP.
User Agent B receives the invitation, and now has to return a RESPONSE
from the many defined by SIP. In this case, the invitation is accepted by
returning OK. Other RESPONSEs (from about 40) include: BUSY, DECLINE,
and QUEUED.

The format of the SIP message is twofold: a header, consisting of SIP fields,
and a body. Header fields provide such parameters as the identity of the
caller, the identity of the receiver, a unique call id, sequence number,
subject, the hop traversed to deliver the message (i.e. VIA), and so forth.
The body typically uses SDP to describe the session that is being negotiated.
In the above example, User A might specify that they wished to invite B into
a media session, including audio (Figure 4.3).
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SDP provides fields to specify the intended applications, codecs, and
endpoint addresses. If B can support A’s suggestions, B simply copies the
SDP body back to A in his OK RESPONSE, entering his own endpoint
addresses and port numbers for the medium. Thus, session negotiation
and set-up can take a minimum of three SIP messages, i.e. just 1.5
network round trips. However, should B not support one particular
codec, but can offer another, they would amend this field in the SDP
of their returned OK. If the change is acceptable to A, the ACK follows
as normal; otherwise, A CANCELs the session, or re-negotiates, sending
another INVITE, with a new SDP, but the same Call ID and a higher
sequence number. B recognises the Call ID and realises that it is a re-
negotiation from the earlier sequence number, and the process begins
again.

In the same way, in-session re-negotiation is supported, e.g. the existing
video session is streaming, and A decided to add voice. The other SIP meth-
ods include:

† CANCEL – To cancel the session being negotiated.
† BYE – To terminate the session, once streaming is completed.
† OPTIONS – To discover a User Agent’s response to an invitation without

actually signalling the intention (i.e. ‘ringing’).
† REGISTER – To provide personal mobility.

4.5.2 SIP and User Location

To overcome the limitation of A having to know the terminal address of B in
advance, which may be dynamically allocated and forever changing, SIP
introduces additional elements to the architecture. These are:

† Proxy Servers.
† Location Servers.
† Registration Servers.
† Redirect Servers.
† Universal Resource Locators (URL).

Every SIP User– including automatons – is given a SIP URL. SIP URLs resem-
ble e-mail addresses, and are of the format: sip:username@domainname.
Typically, the username is the user’s actual name, and the domainname is

the user’s home domain (e.g. the ISP) but may also be an independent SIP
service provider (similar to the hotmail e-mail service). Within the domain
indicated by domainname, there is a SIP Registration Server. Its IP address
will be static and easily accessible through DNS (in the same way that mail
servers are found when an e-mail is sent to user@domain). The Registration
Server listens for messages bearing the REGISTRATION method. Now, when
the User Agent starts up, before attempting to start any sessions, the first
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message it sends is a REGISTRATION. This bears the SIP URL of its user, plus
the actual terminal address (IP number), port number, and transport protocol
(e.g. TCP, remember that SIP can operate over non-IP networks). Additional
optional fields are the time stamp, indicating how long the registration is
valid for (the default is one hour), and a preference for being contacted at this
location. The Registration Server authenticates the user, and adds the
mapping between URL and network address(es) to the Location Server’s
database. Figure 4.4 illustrates this.

SIP URLs allow users to be contacted, irrespective of their current network
address. Now, User A simply needs to know the SIP URL of User B, which is
constant, as opposed to its possibly ever-changing network address. Know-
ing a SIP URL is not sufficient to route a message to User B; to do so requires
the service of either a SIP Proxy or Redirect Server. Proxy Servers, as their
name suggests, act on User Agents’ behalves, routing SIP messages to correct
destinations by invoking SIP URL to network address mapping by Location
Servers and then forwarding the messages. Figure 4.5 illustrates the revised
message flows.

User B is currently working from two terminals, each with a User Agent
that has registered its network addresses against B’s SIP URL. Registrations
are additive, although they can be time-stamped for periods of validity, and
they can be prioritised according to preference in being contacted. When A
seeks to contact B, they send their INVITE request to the Proxy, specifying B’s
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URL. The Proxy determines that B currently has two terminal addresses and
sends a copy of the message to each, inserting its own address into the path
list. B now sends an OK response from one of the terminals to the address at
the top of the path list, which results in it being returned to the proxy. The
proxy then returns the response to A’s User Agent, and remains in the path
between A and B for the ensuing ACK.

A SIP redirect server is less commonly considered, but acts more like the
familiar DNS system. User A would send its INVITE to the SIP server for the
domain name (registered with DNS), but the SIP server would return a list of
IP addresses to User A, who could then re-issue the SIP INVITE direct to User
B’s terminals.

4.5.3 Characteristics of SIP

† Simplicity – SIP has been designed to be very lightweight – it can inter-
operate with just four headers and three request types. This minimal foot-
print means that SIP could run on devices with limited processing capabil-
ities – such as pagers or baby alarms. Sessions can be set up in 1.5 round
trip times.

† Generic Session Description – SIP separates the signalling of sessions from
the description of the session. SDP is not mandatory, and SIP could be
used to initiate and control completely new types of session.

† Modularity and extensibility – SIP is designed to be extensible allowing
implementations with different features to be compatible. As will be seen,
the UMTS version of SIP is an extension of the basic standard.

SIP IN DETAIL 133

Figure 4.5 User A sends INVITE to user B via proxy server.



† Programmability – As will be described in the next section, the introduc-
tion of a SIP server offers the possibility of running scripts or code (e.g. Java
servlets) that can alter, re-direct, or copy INVITE or other SIP messages.
Not only can SIP servers be used to provide ‘Intelligent Network’ services
like those traditionally seen on voice networks (such as forwarding a call
to an answerphone if the phone is busy), but this can be extended to
provide intelligent control of advanced multimedia services.

† Integration with other IP component technologies – The design of SIP built
heavily on experience of the design of other IP protocols. It is designed to
complement IP protocols such as the Real Time Streaming Protocol
(RTSP); together, these could be used to offer voice mail services or to
invite a video server to play a movie during a multi-party conference.

† Scalability and robustness – SIP servers can be totally stateless, allowing
full scalability. There are, however, reasons for having stateful proxies, to
provide advanced services, such as those provided by classic call control
in 2G networks. SIP also supports multicast sessions, something that is
very difficult for traditional circuit-based call servers, which require an
expensive bridge to connect the parties.

4.6 SIP in Use

4.6.1 Connecting IP and Telephony

Voice is one of the key services that SIP is expected to help support on the
Internet – it is a real-time peer-to-peer service. However, even in the longer
term, it is to be expected that most users world-wide will only have access to
the telephone network, and only have voice services. Imagine someone
(User A) wants to contact a friend (User B), but User A only has an advanced,
fully IP, 3G phone4, whereas User B only has a fixed line telephone. How
can User B be contacted? What is needed is a gateway – something that sits
between two domains – that takes in IP voice packets and sends out a PCM
64 kbit/s stream on a PSTN circuit. The gateway also has to take in SIP
commands and create SS7 signalling messages (for the PSTN, the SS7
messages are part of a set called ISUP). A SIP PSTN to IP Gateway (SIP
PIG) could work as follows.

User A’s terminal would create an INVITE message including the E164
(telephone) number of User B, the bit rate and codec(s) that User A had
installed on their machine, and their IP address. Within User A’s terminal
would be a list of SIP proxy servers that provide E164 location services –
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much like today, all hosts contain a list of default DNS servers to use. User A
may simply use a SIP server associated with their UMTS network supplier,
but in this case, User B is on a BT network, so User A chooses to send the SIP
message to the BT server as this would provide a cheaper service. The SIP
proxy server would recognise that User A needed to connect to the PSTN
and locate a PIG attached to an appropriate PSTN network. A SIP TRYING
message would be returned to User A. User A’s INVITE would be forwarded
to the PIG, which would in turn seize a circuit-switched trunk termination on
the PSTN side and associate it with an RTP termination on the IP side. Once
User A received the PIG address, they might then set up some network QoS
to the PIG – perhaps with IntServ RSVP messages – and when complete, the
PIG would select the chosen codec and begin call establishment in the
PSTN. The PIG and SIP user agent would exchange messages via the
proxy server to signal these events. The PIG sets up the PSTN call with
ISUP messages – an Initial Address Message is sent first and the PSTN signals
call acceptance with an Address Complete Message. Later, the PSTN sends a
Call Progress Message to signal that User B’s phone is ringing – this might be
reported back to User A via a SIP RINGING message. For complete details of
all the messages exchanged, see the Further reading section. Internally, the
PIG must mimic a VoIP client, buffering and decoding the IP packets to
create a bit stream – this will probably need trans-coding into a 64 kbit/s
PCM signal. PIGs are complicated and have many functions: thus, they have
been broken down in some VoIP architectures into a media gateway (MG), a
Media Gateway Controller (MGC), and a Signalling Gateway (SG), as shown
in Figure 4.6. The MG is responsible for all the switching, transcoding, and
user-plane aspects. The MGC contains the switch and service functionality.

The IETF and ITU have jointly standardised the MEGACO (or H.248 in
ITU-speak) protocol that is used between the MGC and the MG – the reason
for this separation is that MGs might be located remotely from MGCs (the
former in exchanges, the latter in server farms, for example). It also allows the
two to be separately dimensioned.

4.6.2 SIP Supported Services

SIP has been presented as a major enabler for advanced and multimedia
services. This section considers more closely how services such as m-
commerce (the mobile version of e-commerce), interactive games, and
video applications could be provided using SIP. A number of programming
techniques are being developed to allow service creation in SIP networks in
general, particularly those involving SIP proxy servers. Thus, some insights
can be gained by looking at this topic.

A simple VoIP network using SIP for user location and session negotiation
might simply contain a single proxy server, and each PC or mobile terminal
would have a User Agent running when they were available to be contacted
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– so that INVITE messages cause a ringing noise to be generated, for exam-
ple. The SIP user agents would be interrogated, probably via an API (Appli-
cation Programming Interface) by the VoIP application – to provide details
such as the discovered IP address, or the negotiated codec that the peer VoIP
application preferred to use.

If all control messages pass through the SIP proxy server (using a ‘VIA
server’ statement in the SIP header), it is possible to let this hold state and
provide services at this point. For example, users might use a web interface to
the SIP proxy server to enable them to set up intelligent call-forwarding, as
indicated in Table 4.1.

There are a number of competing programming methods for creating
services at the SIP proxy server:

† CGI scripts – Usual Web scripts that run on Web servers.
† Parlay – A standard telecoms industry interface for IN services.
† JAIN – Java version of Parlay.
† Java servlets – Small java programs that run on the server.
† CPL (Call Programming Language) – A special language with scripts that

run on the server.
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Table 4.1 Table to indicate call forwarding the preferences of a user

Calling Party Time Handle Call Priority

Lottery Current location Urgent
Mother-in-law Outer Mongolia tourist information Non-urgent
Girlfriend 9 a.m.–5 p.m. E-mail name@domainname.com

Figure 4.6 PIG in typical VoIP architecture.



Each has it own pros and cons – more or less features, security, ease and
familiarity of programming, efficiency of operation, and so on. They require
state to be kept at the proxy server and also that all the messages related to
that session pass through the proxy – which SIP can allow. Using this
approach of a SIP proxy server holding state, the 3G community has vali-
dated that it is relatively easy to recreate the classic IN call services such as
call waiting and transfer-on-busy. Unlike IN calls, however, which only work
for voice services, these services are independent of the type of application,
and so will work for any type of multimedia sessions.

Not only is SIP able to provide the entire set of classic IN services, but this
approach can also provide a large range of less common services. These
services have proven difficult to provide on traditional IN platforms, despite a
clear marketing requirement. A few examples are:

† Third-party call control – A party sets up a call between two other parties
without necessarily participating in the call.

† Time-dependent routing – The calls receive different treatments depend-
ing on the time of day or the days of week.

† Person-dependent routing – The call is routed to different end points,
depending on who is calling. The user might require calls from their
boss to be routed to their office desktop, and calls from their family to
be routed to the home PC.

† Media-dependent routing – The call is routed to different end points,
depending on the type of media requested. The user might prefer, for
instance, to receive video on the desktop, instead of the mobile device,
where there is only limited bandwidth.

† Calling-name delivery – The name of the caller is displayed on the screen
before answering the call.

† Finding a party – As an example, a user willing to play chess can contact
the SIP server to request a partner. The INVITE message is addressed to
sip:chess@bt.com. The SIP server then makes a look-up in the VHE data-
base, discovers all the users with an interest in chess, and invites them to a
session.

Figure 4.7 shows a user registering as interested in local entertainment
with their service provider. A content provider, the local theatre, then adver-
tises that 50 low-cost tickets are available. The service provider identifies
those most likely to be interested and sets up sessions (for example, an SMS
or e-mail), as appropriate.

4.7 Conclusions

4.7.1 SIP

This chapter began by considering the need for session management for real-
time, multimedia applications. SIP was identified as a key protocol to enable
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users to control the time and manner in which they are contacted. SIP, as
common session negotiation protocol, will maximise connectivity for real-
time and personal communications. SIP was chosen amongst other conten-
ders because it is a powerful, yet simple and flexible protocol that is likely to
play a key role in the future Internet, future UMTS networks, and even in a
future IP for 3G network. We presented two examples of the uses of SIP –
firstly how SIP can facilitate PSTN-Internet inter-working, and secondly how
SIP can be used to provide call control services that are terminal and network
independent. The rest of this book will touch on other aspects of session
control such as the use of RTP to manage a session once established (Chapter
6). SIP itself provides some level of mobility support, in that the location
services and SIP re-negotiation features allow a user to remain in contact,
even if they change terminals during a session (Chapter 5). Although SIP is
not in the earliest releases of 3G network standards, the final chapter details
how the UMTS community is considering utilising SIP in the near future.

In addition to these roles, the session initiation protocols can be used in
more advanced ways. For example, a network server that assists in session
initiation could interpret the session descriptions and then act as a band-
width broker to install the required QoS information into the network.
However, this level of integration is not assumed to be in accordance with
the Internet principles and may, from the end user’s perspective, have secur-
ity implications.
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4.7.2 VHE

SIP has been claimed as a key element in delivering the VHE concept. The
VHE concept is5 about:

† A single bill.
† A single number.
† Common operating and call control procedures.
† A place to store user preferences and data.
† Something to tailor a service to the connection and terminal being used.

Within this book, the operator-specific and commercially sensitive issue of
billing is avoided. In a model where users can be contacted only through a
SIP proxy server, it is possible to see that the SIP server could also act as a co-
ordination point for all billing activity.

SIP servers do not provide a single number for a user – they provide some-
thing much more attractive – a single name for a user. This can be achieved
either through the use of a full proxy server or simply through the use of a re-
direct server with access to the location server. This single name can be used
for video as well as voice services. Well-established mail systems will prob-
ably still retain their independence, and as such their own naming schemes.
They are store and forward systems, which means that a message can be sent
even when the intended recipient is not on any network. SIP is basically
aimed at supporting instant communications. However, as indicated above,
SIP proxies could be used to tell a calling party that the only type of commu-
nication that the recipient is prepared to accept is an e-mail.

SIP is an open, simple standard. It is totally independent of the network
over which it operates. Thus, users of SIP will have the benefits, for example,
of easy individualised services, which will be available to the user indepen-
dently of the network – thus, these services will function correctly, even
when a user roams from their home network. These are the goals of having
common operating and call control procedures.

SIP allows user data and preferences to be stored either in a user’s own
terminal or in a proxy server. The advantage of the proxy server is that a user
can move between terminals, for example when they need to recharge the
battery on the mobile.

Finally, SIP is fundamentally about enabling the characteristics of a session
to be tailored to the terminal and network through which a user is connected.
This is the basic functionality of SIP – the ability to negotiate the type of
service that will be used.

Thus, SIP can be seen to provide the full VHE vision. However, it is worth
remembering that it is not the only way to achieve this vision. For example,
2G operators are also continually developing their networks in order to
support such services. The CAMEL (Customised Applications for Mobile
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network Enhanced Logic) platform is being developed for this purpose. This
enables 2G operators to offer services, which can still be accessed whilst a
user is roaming away from their home network. However, CAMEL is limited.
It only supports circuit-switched voice services (such as short code dialling)
and has no mobility support. Thus, a user could not switch terminals, or insist
that a certain acquaintance only e-mails them while at work.

From a user’s perspective, SIP has a further advantage over the 2G
approach to advanced service provision: it is much easier to separate
network connectivity from the session management functionality. Indeed,
SIP can run without any co-operation from any network components. Today,
people choose to join a specific network partly because of the services it
offers. With SIP, there is no reason why a user could not add the SIP func-
tionality themselves6. If a user wanted more than basic session negotiation,
they would simply use their home PC that was ‘always on’, register a domain
name, and start a shareware SIP proxy or re-direct server on it. The user could
then tell their friends their new name, and obtain advanced services, at no
additional cost. They could then change their operator without needing to
re-install all their preferences, or change their SIP address. A server could
then be run from home as a small business. Whilst some network operators,
certainly within the UK, are looking to avoid people operating servers at
home, certainly they cannot prevent a small business providing this service.
This bypasses a potential source of operator ‘lock-in’. Indeed, users may be
able to be registered with different names with different SIP providers, for
example a business address and a home address, yet use one network and
one terminal. Operator ‘lock-in’ issues are referred to again in Chapter 7.

4.8 Further reading

SIP

Information is available from H Schulzrinne’s website.
http://www.cs.columbia.edu/~hgs/sip/
Programming Internet telephony services, Columbia University Tech Report

CUCS-0101-99 (1999).
RFC 2543 Session Initiation Protocol, IETF, Handley M et al., March 1999.
RFC 2327 Session Description Protocol, Handley M, Jacobson V, April 1998.
Cabrera R, Cuevas M, Jones M, Ruiz S, Service creation in multimedia IP

networks. Journal of the Institution of British Telecommunications Engi-
neers, Vol. 2, Pt. 2, April–June, pp. 41–47.
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H.323

Current standard available from the ITU website: www.itu.int/itudoc/itu-t/
rec/h/s_h323.htm

Applications Using H.323

Microsoft Netmeeting available from www.microsoft.com/windows/
netmeeting/

CUSeeMe available from www.cuseeme.com

Current IP Sessions and Multimedia

Irvine R et al., Hypertext Transfer Protocol – HTTP/1.1 RFC 2616, June 1999.
RFC 1521, MIME (Multipurpose Internet Mail Extensions) Part One: Mechan-

isms for Specifying and Describing the Format of Internet Message Bodies,
Borenstien N et al., 1992.

Tanenbaum A, Computer Networks, 3rd edition. Prentice-Hall International,
Englewood Cliffs, NJ.
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ings of the 1st IP-Telephony Workshop (IPTel2000), April 2000.

Dalgic, Fang, Comparision of H.323 and SIP for IP telephony signalling,
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Others

ICQ – An example of an Instant Messaging Service – can be found at
www.icq.com

Schulzrinne H, Rao A, Lanphier R, Expired internet draft _ Real Time Stream-
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5
IP Mobility

5.1 Scope

This chapter will provide an overview of IP mobility. It aims to be pretty self-
contained, and so should stand alone fairly independently of the other
chapters.

IP mobility is very important, because it is predicted that the vast majority
of terminals will be mobile in a few years and that the vast majority of traffic
will originate from IP-based applications. The challenge of ‘IP mobility’ is to
deliver IP-based applications to mobile terminals/users, even though, tradi-
tionally, IP-protocols have been designed with the assumption that they are
stationary.

In outline, this chapter considers:

† The distinction between personal and terminal mobility, and between an
identifier and a locator.

† For terminal mobility the distinction between macro (or global) and micro
(or local) mobility.

† Tunnel-based and per-host forwarding approaches to micromobility –
Their key features and how they compare.

† Other aspects of terminal mobility – Context (or state) transfer, paging, and
security.

As part of this, the chapter includes an outline of various protocols:

† SIP (Session Initiation Protocol) – Its use for personal and macromobility.
† Mobile IP – For macromobility.
† Hierarchical mobile IPv6, regional registration, fast mobile IP for v4

and v6, cellular IP for v4 and v6, Hawaii, MER-TORA – For micro-
mobility.

IP for 3G: Networking Technologies for Mobile Communications
Authored by Dave Wisely, Phil Eardley, Louise Burness

Copyright q 2002 John Wiley & Sons, Ltd
ISBNs: 0-471-48697-3 (Hardback); 0-470-84779-4 (Electronic)



The chapter does not consider MANETs (mobile ad hoc networks):
networks without a fixed infrastructure1. In other words, the chapter concen-
trates on how to cope with mobility in an IP network reminiscent of a tradi-
tional cellular network – that is, a fixed network with base stations that
provide wireless connections to mobile terminals.

The treatment is at quite a high level; the aim is to provide an introduction to
the subject, to enable the reader to understand what the key issues are, and
hopefully to help an incisive analysis of future proposals. The chapter also
aims to give a flavour of some of the latest thinking on this fast moving subject.

Parts of Chapters 2 and 7 consider the relationship of the work of this
chapter to 3G. Amongst the topics covered there are:

† How does mobile IP compare with GTP? (Chapter 2)
† What is the role planned for mobile IP in 3GPP and 3GPP2 networks?

(Chapter 7)
† How might the IP terminal micromobility protocols covered here fit into

evolving 3G networks? (Chapter 7)

5.2 Introduction – What is IP Mobility?

This part covers a number of topics that explore what is meant by ‘IP mobi-
lity’. First, two (complementary) types of mobility are distinguished: personal
and terminal. Second, the different protocol layers that mobility can be
solved at are looked at. Third, we discuss how the distinction between an
identifier and a locator offers an insight into mobility.

5.2.1 Personal and Terminal Mobility

A traditional mobile network like GSM supports two types of mobility: term-
inal and personal.

Terminal mobility refers to a mobile device changing its point of attach-
ment to the network. The aim is that during a session, a mobile terminal can
move around the network without disrupting the service. This is the most
obvious feature that a mobile network must support.

Personal mobility refers to a user moving to a different terminal and
remaining in contact. 2G networks have a form of personal mobility,
because a user can remove their SIM card and put it in another terminal –
so they can still receive calls, they still get billed, and their personal prefer-
ences like short dialling codes still work.

What mobility is widely available in the Internet today? First, portability,
which is similar to terminal mobility, but there is no attempt to maintain a
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continuous session. It deals with the case where the device plugs into a new
network access point in between sessions. For example, a user can plug in
their laptop into any network port on their home network, for example the
one which happens to be nearest to where they are working. However, true
terminal mobility is not currently widely available in the Internet today.
Second, personal mobility, for example through a WWW portal (such as
Yahoo), enables users to send and receive web-based e-mail from Internet
cafes. However, this type of solution is limited in that it only operates through
the portal.

The bulk of this chapter considers various techniques and protocols that
would enable IP terminal mobility. Section 5.3 also briefly considers how an
IP network can effectively support personal mobility.

5.2.2 The Problem of IP Mobility

Broadly speaking, there are three ways of viewing the ‘problem of IP mobi-
lity’, corresponding to the three layers of the protocol stack that people think
it should be solved at:

† Solve the problem at Layer 2 – This view holds that the problem is one of
‘mobility’ to be solved by a specialist Layer 2 protocol, and that the move-
ment should be hidden from the IP layer.

† Solve the problem at the ‘application-layer’ – This view similarly holds
that IP layer should not be affected by the mobility, but instead solves the
problem above the IP layer.

† Solve the problem at the IP layer – Roughly speaking, this view holds that
‘IP mobility’ is a new problem that requires a specialist solution at the IP
layer.

Layer 2 Solutions

This approach says that mobility should be solved by a specialist Layer 2
protocol. As far as the IP network is concerned, mobility is invisible – IP
packets are delivered to a router and mobility occurs within the subnet
below. The protocol maintains a dynamic mapping between the mobile’s
fixed IP address and its variable Layer 2 address and is equivalent to a
specialist version of Ethernet’s ARP (Address Resolution Protocol). This is
approach taken by wireless local area networks (LANs), e.g. through the
inter-access point protocol (IAPP). Although such protocols can be fast,
they do not scale to large numbers of terminals. Also, a Layer 2 mobility
solution is specific for a particular Layer 2, and so inter-technology hand-
overs will be hard.

Another example is where a GSM user dials into their ISP, with PPP used to
give an application level connectivity to their e-mail or the Internet. Mobility
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is handled entirely by the GSM protocol suite and IP stops at the ISP – so as
far as IP is concerned, the GSM network looks like a Layer 2. Clearly, this
solution does work and indeed has been very successful. However, the
problem is that all the IP protocols must be treated as applications running
from the mobile to the ISP. The implication is that many IP protocols cannot
be implemented as intended – for example, it is not possible to implement
web caching or multicasting efficiently. These protocols will become
increasingly important in order to build large efficient networks.

Application-layer Solutions

Although generally called application-layer solutions, really this term means
any solution above the IP layer. An example here would be to reuse DNS
(Domain Name System). Today, DNS is typically used to resolve a website’s
name (e.g. www.bt.com) into an address (62.7.244.127), which tells the
client where the server is with the required web page. At first sight, this is
promising for mobility, and in particular for personal mobility; as the mobile
moves, it could acquire a new IP address and update its DNS entry, and so it
could still be reached. However, DNS has been designed under the assump-
tion that servers move only very rarely, so to improve efficiency, the name-to-
address mapping is cached throughout the network and indeed in a client’s
machine. This means that if DNS is used to solve the mobility problem, often
an out-of-date cached address will be looked up. Although there have been
attempts to modify DNS to make it more dynamic, essentially by forcing all
caching lifetimes to be zero, this makes everyone suffer the same penalty
even when it is not necessary2. Section 5.3 examines another IP protocol,
SIP, for application-layer mobility.

Layer 3 Solutions

The two previous alternatives have limited applicability, so the IP community
has been searching for a specialist IP-mobility solution, in other words, a
Layer 3 solution. It also fits in with one of the Internet’s design principles:
‘obey the layer model’. Since the IP layer is about delivering packets, then
from a purist point of view, the IP layer is the correct place to handle mobility.
From a practical point of view, it should then mean that other Internet proto-
cols will work correctly. For example, the transport and higher-level connec-
tions are maintained when the mobile changes location.

Overall, this suggests that Layer 3 and sometimes Layer 2 solutions are
suitable for terminal mobility, and ‘application’ layer solutions are some-
times suitable for personal mobility.
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5.2.3 Locators vs. Identifiers

One way of thinking about the problem of mobility is that we must have some
sort of a dynamic mapping between a fixed identifier (who is the mobile to
whom packets are to be delivered?) and a variable locator (where in the
network are they?). So, for instance, in the DNS case, the domain name is
the identifier, and the IP address is the locator. Similarly, the www portal (e.g.
Yahoo) would have the user’s e-mail address (for example) as their identifier
and again their current IP address as the locator (Table 5.1).

Since mobility is so closely tied to the concept of an identifier, it is worth
thinking about the various types of identifier that are likely:

† Terminal ID – This is the (fixed) hardware address of the network interface
card. A terminal may actually have several cards.

† Subscription ID – This is something that a service provider uses as its own
internal reference, for instance so that it can keep records for billing
purposes. The service provided could be at the application or network
layer.

† User ID – This identifies the person and clearly is central to personal
mobility. During call set-up, there could be some process to check the
user’s identity (perhaps entering a password) that might trigger association
with a subscription id. In general, a user ID might be associated with one
or many subscription ids, or vice versa.
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Table 5.1 Different mobility solutions map between different identities and locators

Identifier Locator

DNS Web site name IP address
www portal E.g. e-mail address 1 password Current terminal’s IP address
SIP SIP URL e.g. instant messaging name, e-

mail address, phone number
Mobile IP Home IP address Co-located care-of address (or

foreign agent care-of address in
mobile IPv4)

Hierarchical Mobile
IPv6

Regional care-of address On-link care-of address

BCMP Globally routable address Current access router
Cellular IP V4: mobile IP home address Per-host entry at each router

V6: co-located care-of address
Hawaii Co-located care-of address Per-host entry at each router
MER-TORA Globally routable address Prefix-based routing 1 per-host

entries at some routers as mobile
moves

WIP Co-located care-of address Prefix-based routing 1 per-host
entries at some routers as mobile
moves

IAPP MAC address Layer 2 switch’s output port



† Session ID – This identifies a particular voice-over-IP call, instant messa-
ging session, HTTP session, and so on. Whereas the other three ids are
fixed (or at least long-lasting), the session ID is not.

So, personal mobility is really about maintaining a mapping between a
user ID and its current terminal ID(s), whereas terminal mobility is about
maintaining the same session ID as the terminal moves.

What is the role of an IP address? From the perspective of an IP network,
the main role of an IP address is to act as a locator, i.e. it is the piece of
information that informs the IP routing protocol where the end system is (or,
to put it more accurately, it allows each router, on a hop-by-hop basis, to
work out how to direct packets towards the end system). A change of loca-
tion therefore implies a change of IP address.

However, a typical application today also uses the IP address as part of the
session identifier. This does not cause a problem in the fixed Internet – even if
the terminal gets allocated IPaddress(es) dynamically. For instance each time
it is re-booted through DHCP, the new voice-over-IP call (or whatever) will
simply use the new IP address. But if the terminal is mobile, we have a
conflict of interest: the IP address is acting as both an identifier and a locator
– implying that the IP address should be both kept and changed. This ‘func-
tionality overload’3 is the real problem that IP terminal mobility solutions
tackle. The two main approaches are:

† To allocate two IP addresses to the mobile – one of which stays constant
(the identifier) and one of which varies (the locator). This approach is said
to be tunnel-based or mobile IP-based.

† To have one IP address (the identifier) plus a new routing protocol (which
handles the variable location). This approach is called per-host forwarding.

Some other relevant ideas are:

† To re-write applications so that they can support a change in IP address –
for example, the restart facility in some versions of FTP. This is called
‘application-layer recovery’4.

† Similarly, to re-write the transport protocols so that they can support a
change in IP address (e.g. through a new TCP option that allows a TCP
connection to be identified by a constant ‘token’, which maps to the
changing IP address).

† To invent a new ‘Host Identity’. Transport connections would be bound to
the host identity instead of the IP address. This approach is at an early
stage of exploration at the IETF.
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An (open) question is whether these ideas would allow for ‘seamless hand-
overs’, i.e. no noticeable degradation in quality of service during the hand-
over. They might be better considered as approaches for making portability
better, or as things that complement terminal mobility.

5.3 SIP – A Protocol for Personal Mobility

The basic operation and primary usage of SIP, the Session Initiation Protocol,
is described in Chapter 4. This section briefly considers how SIP can be used
to provide personal mobility. Essentially, SIP supports a binding between a
user-level identifier (the SIP URL) and the user’s location, which is the name
of the device where the user can be currently found. SIP can provide such
personal mobility either at the set-up of a call or during the media session.

† At Call Set-up – At present User A must use a different name or number
to contact User B, depending on whether User A wants to talk on the
phone, send an e-mail, engage in an instant messaging session, and so
on. SIP enables User B to be reached at any device via the same name
(sip: phil@abctel.com). When User A wants to contact User B, User A’s
SIP INVITE message is sent to User B’s SIP proxy server, which queries
the location database (or registrar) and then sends the INVITE on to one
of User B’s devices, or alternatively ‘forks’ it to several, depending on
User B’s preferences. User B can then reply (SIP OK) from the device
that they want to use. See Figure 4.4 in Chapter 4. User B could also
advertise different SIP addresses for different purposes, for example work
and personal – just as with e-mail today. This might allow User B’s SIP
server to make a more intelligent decision about how to deal with an
INVITE.

† During a Media Session – This sits somewhere between personal and
terminal mobility and refers to the ability of a user to maintain a session
whilst changing terminals. It is sometimes called service mobility. For
example, User A might want to transfer a call that started on their mobile
phone on to the PC when they reach the office, or they might want to
transfer the video part of a call on to a high-quality projector. The main SIP
technique to achieve such session mobility is to explicitly transfer the
session to the new destination using the REFER request message – see
Figure 5.1. The REFER tells User B to re-INVITE User A at User A’s
address5; the call-ID is included so User A knows that this is not a fresh
INVITE. Alternatively, User A could send the REFER to their new terminal,
and it would then send the re-INVITE to User B.
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5.4 Introduction to Terminal Mobility

The rest of this chapter considers terminal mobility in an IP network, covering
the ‘IP layer’ solutions. This section briefly considers the important distinction
between (terminal) macro- and micromobility. Subsequent sections look at
some specific approaches and protocols for macromobility (in particular
Mobile IP, but also briefly the possible use of SIP for terminal mobility) and
micromobility (in particular, the tunnel-based protocols of hierarchical
mobile IPand fast mobile IP, and the per-host forwarding protocols of cellular
IP, Hawaii and MER-TORA). The chapter then compares the various micro-
mobility protocols. Finally, it looks at some other features that are important for
a complete terminal mobility solution (paging, context transfer, and security).

The basic job of a terminal mobility protocol is to ensure that packets
continue to be delivered to the mobile terminal, despite its movement result-
ing in it being connected through a different router on to the network. The
main requirements are that the protocol does this:

† Effectively – Including for real time sessions.
† Scalably – For big networks with lots of mobiles.
† Robustly – For example to cope with the loss of messages.

5.4.1 Macromobility vs. Micromobility

It is generally agreed that IP terminal mobility can be broken into two comple-
mentary parts – macromobility and micromobility – and that these need two
different solutions. These terms are generally used informally to mean simply
‘mobility over a large area’ and ‘mobility over a small area’. It might seem a
little strange that such woolly definitions should lead to such firm agreement
that there needs to be two different solutions. In fact, the important distinction
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is between terminal mobility to a new administrative domain (AD) and within
the same AD6. For example, a mobile might move around a campus wireless
network, handing over from one wireless LAN base station to another, and
then off on to a public mobile network. These handover cases are significantly
different, because an inter-AD handover implies that:

† The mobile host needs to be re-authenticated, because the security/trust
relationship is much weaker between ADs than within one.

† The user’s charging regime, priority, and QoS policy are all likely to be
changed.

† A different IP address must be used (because IP addresses are owned by
the AD), whereas it may or may not be for an intra-AD handover (it
depends on the particular micromobility protocol).

† Issues such as the speed and performance of the handover are less rele-
vant, simply because such handovers will be much rarer.

† There is no guarantee of mobility support in the new AD, because the
protocols being run are not certain, and therefore an inter-AD handover
must rely on protocols that can exist outside the two ADs involved.

It is thus suggested that two complementary protocols are needed: one
solving the macromobility problem and one the micromobility.

However, as will be discussed later, micromobility protocols implicitly
assume mobility within an Access Network (rather than within an Adminis-
trative Domain). The terminology used is (see also Figure 5.2):

† An Access Network (AN) is simply a network with a number of Access
Routers, Gateway(s) and other routers.

† An Access Router (AR) is the router to which the mobile is connected, i.e.
that at the ‘edge’ of the Access Network. It is an IP base station.

† An Access Network’s Gateway (ANG) is what connects it to the wider
Internet.

† The other Routers could be standard devices or have extra functionality to
support IP micromobility or quality of service.

The Access Network and Administrative Domain may correspond to each
other, but they may not; for example, the operator could design an AN on
technical grounds (e.g. how well does the micromobility protocol scale?),
rather than the commercial focus of the AD (e.g. inter-working agreements
with other operators). This leaves a ‘hole’, i.e. an ‘inter-AN, intra-AD hand-
over’; at present, it seems that a macromobility protocol is fully adequate to
handle this.

Finally, on a terminological point, some people do not like the term
‘micromobility’, basically because it has been used to mean a variety of
slightly different things over the years, and so can cause confusion. Alter-
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native terms include intra-access network mobility, localised mobility
management and local mobility. Also, an alternative term for ‘macromobi-
lity’ is global mobility.

5.5 Mobile IP – A Solution for Terminal Macromobility

5.5.1 Outline of Mobile IP

The best-known proposal for handling macromobility handovers is
Mobile IP. Mobile IP has been developed over several years at the
IETF, initially for IPv4 and now for IPv6 as well. Mobile IP is the nearest
thing to an agreed standard in IP-mobility. However, despite being in
existence for many years and being conceived as a short-term solution,
it still has very limited commercial deployment (the reasons for this are
discussed later); Mobile IP products are available from Nextel and ipUn-
plugged, for example.

In Mobile IP, a mobile host is always identified by its home address,
regardless of its current point of attachment to the Internet. Whilst situated
away from its home, a mobile also has another address, called a ‘Care-of
Address’ (CoA), which is associated with the mobile’s current location.
Mobile IP solves the mobility problem by storing a dynamic mapping
between the home IP address, which acts as its permanent identifier, and
the care-of address, which acts as its temporary locator.

The key functional entity in mobile IP is the Home Agent, which is a specia-
lised router that maintains the mapping between a mobile’s home and care-of
addresses. Each time the mobile moves on to a new subnet (typically, this
means it is moved on to a new Access Router), it obtains a new CoA and
registers it with the Home Agent. Mobile IP means that a correspondent host
can always send packets to the mobile: the correspondent addresses them to
the mobile’s home address – so the packets are routed to the home link – where
the home agent intercepts them and uses IP-in-IP encapsulation (usually) to
tunnel them to the mobile’s CoA. (In other words, the home agent creates a
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new packet, with the new header containing the CoA and the new data part
consisting of the complete original packet, i.e. including the original header.)
At the other end of the tunnel, the original packet can be extracted by remov-
ing the outer IP header (which is called decapsulation). (Figure 5.3a and 5.3b).

Note that mobile IP is only concerned with traffic to the mobile – in the
reverse direction, packets are sent directly to the correspondent host, which
is assumed to be at home. (If it is not, mobile IP must be used in that direction
as well.)

A couple of key features of mobile IP are:

† It is transparent to applications. They can continue to use the same IP
address, because the home agent transparently routes them to the mobi-
le’s current care-of address.

† It is transparent to the network. The network’s standard routing protocol
continues to be used. Only the mobiles and the home agent (and foreign
agents – see later) know about the introduction of mobile IP – other routers
are unaffected by it.

On the downside, mobile IP causes transmission and processing overhead.

5.5.2 Mobile IPv4

The Mobile IPv4 protocol is designed to provide mobility support in an IPv4
network. As well as the Home Agent (HA), it introduces another specialised
router, the Foreign Agent (FA). For example, each access router could be a
FA. A mobile node (MN) can tell which FA it is ‘on’ by listening to ‘agent
advertisements’, which are periodically broadcast by each FA. The adver-
tisement includes the FA’s network prefix. When the MN moves, it will not
realise that it has done so until the next time it hears a FA advertisement; it
then sends a registration request message. Alternatively, the MN can ask that
an agent sends its advertisement immediately, instead of waiting for the
periodic advertisement.

Mobile IPv4 comes in two variants, depending on the form of its CoA. In
the first, the MN uses the FA’s address as its CoA and the FA registers this
‘foreign agent care-of address’ (FA-CoA) with the HA. Hence, packets are
tunnelled from the HA to the FA, where the FA decapsulates and forwards the
original packets directly to the MN. In the second variant, the MN obtains a
CoA for itself, e.g. through DHCP, and registers this ‘co-located CoA’ (CCoA)
either directly with the HA or via the FA. Tunnelled packets from the HA are
decapsulated by the MN itself.

The main benefit of the FA-CoA approach is that fewer globally routable
IPv4 addresses are needed, since many MHs can be registered at the same
FA. Since IPv4 addresses are scarce, it is generally preferred. The approach
also removes the overhead of encapsulation over the radio link, although, in
practice, header compression can be used to shrink the header in either the
FA-CoA or CCoA scenario.
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There are several problems with Mobile IPv4, which can be alleviated
with varying success. These are discussed below.

Triangular Routing and Route Optimisation

In the basic Mobile IPv4 described above, all packets from the correspon-
dent node (CN) go via the HA to the MN. This ‘triangular’ route can be very
inefficient – imagine a visitor from Australia to England communicating with
someone in the same office. An optional extension to MIP, called Route
Optimisation allows a CN to send packets directly to a MN. It works by
the HA sending a binding update to the CN, in response to mobile node
warnings or correspondent node requests. (Figure 5.3c). However, route
optimisation does require an update to the CN’s protocol stack (so it can
cache the MN’s CoA and do encapsulation), and it may not be useful in some
circumstances (e.g. if the MN has signed up to many servers that ‘push’
information occasionally).

Reverse Tunnelling

Mobile IPv4 suffers from a practical problem with firewalls (or, more gener-
ally, a router that performs ingress filtering). A MN uses its home address as
its source address, but a firewall expects all packets within its network to use
a topologically correct source address (i.e. to use the same network prefix)
and will therefore throw away packets from the MN. To circumvent this, an
extension has been added, known as Reverse Tunnelling. It establishes a
‘reverse tunnel’, i.e. from the care-of address to the home agent. Sent packets
are then decapsulated at the home agent and delivered to correspondent
nodes with the home address as the IP source address.

NAT Traversal

Similarly, Mobile IPv4 suffers from a practical problem with Network
Address Translators (NATs). NATs are discussed in more detail in Chapter
3. They are used extensively in IPv4 networks, owing to the shortage of
publicly routable IPv4 addresses. They allow many IP nodes ‘behind’ a
NAT to share only a few public addresses, and indeed for several nodes to
share the same address simultaneously, whilst using different port numbers.
The latter is particularly problematic for Mobile IP: the HA (or CN) tunnels
packets, using IP-in-IP encapsulation, to the MN’s publicly routable care-of
address; when the packets reach the NAT, it must translate the address to the
MN’s actual private care-of address – but if several MNs are sharing the same
address, it cannot do this. A proposed solution involves using IP-in-UDP
encapsulation; the UDP header carries the extra information about the
port number, which allows the NAT to identify the correct MN.
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Address shortage

Even when FA-CoAs are used, the MN still needs a home address. The
shortage of IPv4 addresses means that an ISP or network operator would
much rather give each user an address dynamically (through DHCP).

Foreign Agents

The need to deploy FAs has perhaps proved the biggest stumbling block to
the deployment of Mobile IPv4: It is extra kit for a network operator to buy;
the mobile loses service if it moves on to a network without foreign agents;
it makes security harder to implement, because the home agent must trust
the foreign agents; and it is in tension with the end-to-end IP design prin-
ciple, because there is a point in the network that modifies the packet.

5.5.3 Mobile IPv6

Mobile IPv6 is designed to provide mobility support in an IPv6 network. It is
very similar to Mobile IPv4 but takes advantage of various improved features
of IPv6 to alleviate (solve) some of Mobile IPv4’s problems.

† Only CCoAs need to be used, because of the increased number of IPv6
addresses.

† There are no foreign agents. This is enabled by the enhanced features of
IPv6, such as Neighbour Discovery, Address Auto-configuration, and the
ability of any router to send Router Advertisements.

† Route Optimisation is now built in as a fundamental (compulsory) part of
the protocol. Route Optimisation binding updates are sent to CNs by the
MN (rather than by the home agent).

† There is no need for reverse tunnelling. The MN’s home address is carried
in a packet in the Home Address destination option7. This allows a MN to
use its care-of address as the Source Address in the IP header of packets it
sends – and so packets pass normally through firewalls.

† Packets are not encapsulated, because the MN’s CoA is carried by the
Routing Header option added on to the original packet8. This adds less
overhead costs and possibly simplifies QoS (see later).

† There is no need for separate control packets, because the Destination
Option allows control messages to be piggybacked on to any IPv6 packet.
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optimisation.



5.5.4 Relationship of SIP and Mobile IP

Earlier, the use of the Session Initiation Protocol (SIP) for personal (including
session) mobility was described. However, SIP can also be used for terminal
macromobility. The idea is conceptually very similar to mobile IP.

A mobile node re-registers with its SIP location database each time it
obtains a new IP address – this is just like the binding updates to the home
agent in mobile IP. A correspondent wishing to communicate with the MN
sends a SIP INVITE, which reaches the MN’s SIP server. If this is a SIP proxy
server, it forwards the INVITE to the MN at its current IP address, whereas if it
is a SIP redirect server, it tells the correspondent the MN’s IP address so that it
can ask directly. This is reminiscent of the versions of mobile IP without and
with route optimisation, respectively.

If the MN moves during a call, it can send the correspondent another
INVITE request (with the same call identifier) with the new address (in the
CONTACT field and inside the updated session description). This is very
similar to the session mobility described earlier.

So, is there any difference between SIP and mobile IP for terminal mobi-
lity? Well, whereas mobile IP requires the installation of home agents and
modifications to the mobile’s operating system (and the correspondents if
route optimisation is used), SIP requires the presence of SIP servers and that
the host and correspondent run the SIP protocol9. So, in some ways, the
question of whether SIP or mobile IP is better for terminal mobility is really a
judgement about which protocol will turn out to be more successful. Favour-
ing SIP is its wide functionality and its use in the IMS (Internet Multimedia
Subsystem) of UMTS Release 5, whereas Mobile IP’s backers could point to
its longevity and use in 3GPP2, for example.

Of course, it is quite possible to believe that both SIP and mobile IP will
have a role and that actually they will complement each other. There are a
number of ways in which this could happen. For example, SIP could be used
for personal mobility and mobile IP for terminal macromobility, by register-
ing the home address with the SIP server; as variants, the SIP server could use
the home agent as its location register, or the mobile could register its CoA
with the SIP server. Another option is for macromobility to be supported by
mobile IP for long-lived TCP connections (e.g. FTP), and by SIP for real-time
sessions.
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5.6 Terminal Micromobility

5.6.1 Introduction

This is quite a long section, and the reader is encouraged to skip between
areas of particular interest. One reading route is to tackle the introduction
sections (this one, plus the introductions to local mobility agent schemes, fast
and smooth mobile IP schemes, and per-host forwarding protocols), perhaps
followed by the comparison section or the specifics of a particular protocol.

The obvious way to provide (terminal) micromobility is simply to use
mobile IP. However, this presents a number of problems10, some of which
are:

† Handovers may be slow, because the mobile must signal its change of
care-of address (CoA) to the home agent. This may take a long time if the
home agent is far away, perhaps in a different country.

† The messaging overhead may be significant, particularly if the home agent
is distant, as this will induce signalling load in the core of the Internet.

† Mobile IP may interact with quality of service (QoS) protocols, thus
making QoS implementation problematic. For example, mobile IP utilises
tunnels, and so packet headers – which may contain QoS information –
become invisible.

Instead, researchers suggest that a more specialised protocol is needed to
deal with micromobility. We will assume in the discussion below that the
packets ‘somehow’ have been delivered to an access network’s (AN’s) gate-
way, or else that they have originated within the AN (i.e. a mobile to mobile
call).

There has been a huge amount of work on the micromobility problem,
with many different ideas and protocols suggested.

Broadly speaking, there are two ways of dealing with micromobility:

† Mobile IP-based schemes – these extend basic mobile IP. They are char-
acterised by the use of tunnelling (and Router headers in IPv6), and in
general by the mobile acquiring a new care-of address (CoA) each time it
moves.

† Per-host forwarding – these introduce a dynamic Layer 3 routing protocol
in the AN. In general, the mobile keeps its CoA whilst it remains in the AN.

There are two common aims to improve on basic mobile IP:

† To reduce the signalling load by localising the path update messages to
within the AN or some part of it. This is done by introducing mobility
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functionality on one, or some, or all of the routers in the access network so
that the Home Agent can remain unaware that the MH has moved.

† To speed up handovers, so, from a mobile’s point of view, its application
does not see a significant delay and suffers no loss of packets. Such hand-
overs are, respectively, said to be ‘fast’ and ‘smooth’, or ‘seamless’ if both
apply.

Mobile IP-based schemes

Two complementary threads of work have been taking place.

Local Mobility Agents

These have been developed on the basis that mobile IP is almost the right
way of doing it. They assume that mobile IP’s problems arise only from the
potentially long distance signalling back to the home agent when a mobile
moves, which can be solved by introducing a local proxy mobility agent. In
this way, when the mobile changes its CoA, the registration request (usually)
does not have to travel up to the home agent but remains ‘regionalised’.
These schemes are predominantly concerned with reducing the signalling
load, compared with basic mobile IP.

‘Fast and Smooth’ Mobile IP-based Schemes

This refers to a variety of ‘tricks’ introduced to try to make the mobile IP
handover seamless (reduction of signalling is not particularly a concern). The
most important idea is to use supplementary information to work out that a
handover is probably imminent (for instance, this could be link layer power
measurements) and to take proactive action on the mobile’s behalf. The main
steps are to acquire a new CoA that the mobile can use as soon as it moves
on to the new access router (AR), and to build a temporary tunnel between
the old and new ARs, which stops any packets being lost whilst the binding
update messages are being sent.

Per-host Forwarding Schemes

In per-host schemes, the information about the location of the mobiles is
spread across several of the routers in the access network. In terms of the
earlier discussion, the mapping between a mobile’s identifier and its locator
is distributed rather than centralised. The location information simply indi-
cates the next router to forward a packet on to, rather than its final destina-
tion. Compared with basic mobile IP, these schemes are generally concerned
with both reducing the signalling load and speeding up handovers.

Three broad techniques for per-host forwarding have been explored:
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New Schemes

These schemes assume that it is best to design a new, dynamic Layer 3
routing protocol to operate in the AN. The new protocol installs forwarding
entries for each Mobile Host (MH) within the Access Network. The well-
known Cellular IP and HAWAII (Handoff-Aware Wireless Access Internet
Infrastructure) protocols fall into this category.

MANET-based Schemes

MANET protocols were originally designed for Mobile Ad hoc NETworks,
where both hosts and routers are mobile, i.e. there is no fixed infrastructure
and the network’s topology changes often. Clearly, therefore, a MANET
protocol can cope with our scenario, where there is a fixed infrastructure,
and only hosts can be mobile, although one would expect some modifica-
tions to optimise the protocol.

Multicast-based Schemes

The claim here is that the mobility problem is rather like the multicast
problem, in that in neither case is a terminal in a fixed, known place.
The basic idea is that the protocol builds a multicast ‘cloud’ centred on
the MH’s current location but which may also cover where it is about to
move to.

Typically, per-host forwarding schemes have the following characteristics:

† The way in which IP addresses are assigned is unrelated to the mobile’s
current position within the network topology11. This is substantially differ-
ent from IP address assignment in the normal Internet.

† There is no encapsulation or decapsulation of packets. Amongst other
things, this avoids the overhead associated with mobile IP-based
schemes.

† Signalling is introduced to update the mobile specific routes, which is
interpreted by several routers within the access network (whereas signal-
ling in mobile IP-based protocols is transmitted transparently by the AN’s
routers between the mobiles and the mobility agents).

Figure 5.4 shows a family tree for some IP mobility protocols. The refer-
ences provide further details on the various protocols discussed.

5.6.2 Mobile IP-based Protocols

Local Mobility Agent Schemes
These protocols introduce a local mobility agent, which is just a specia-
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lised router that essentially acts as a local proxy for the home agent. When a
mobile moves, it normally hands over between two access routers that are
‘under’ the same local mobility agent. Hence, it only needs to inform this
mobility agent; the Home Agent and correspondent hosts remain unaware of
the move. There are two things this should achieve:

† Reduce the amount of signalling – there are fewer messages (just one local
update, rather than one to the home agent and – assuming route optimi-
sation – one to each correspondent) and also a shorter distance for the
messages to travel.

† Reduce the latency associated with a handover – because the update only
has to travel as far as the local mobility agent. So, the users will see a
shorter break in their communications.

The basic method is that as well as the standard home address and care-of
address, the mobile has an extra care-of address (CoA) that is associated with
the local mobility agent. The home agent remembers which local mobility
agent the mobile is on, whereas the local mobility agent can tunnel packets
on towards the correct AR. A correspondent host sends its packet either to
the home agent or to the local mobility agent after route optimisation. There
is no attempt to route-optimise further, i.e. to the CoA associated with the
current AR, since this would involve extra signalling and degrade (at least
part of) the advantage of the local mobility agent.
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It is also suggested that there can be a hierarchy of local mobility agents, so
that packets would be sequentially tunnelled from one to the next. However,
this is generally opposed, owing to the processing delays involved in repeat-
edly de-/re-tunnelling, and also robustness issues (see later).

Much prior work has now been merged into two Internet Drafts, one for
mobile IPv4 and one for v6, which are now discussed.

Regional Registration for Mobile IPv4

Regional registration introduces a Gateway Foreign Agent and optionally
Regional Foreign Agents as level(s) of hierarchy below the GFA. The mobile
can use either a co-located or foreign agent care-of address (i.e. as normal).
This is called the ‘local CoA’ and is registered with the GFA (or RFA, if
present), whereas the GFA’s address is registered with the home agent as
the mobile’s CoA.

The foreign agent includes the ‘I’ flag12 in its advertisement, to indicate
that regional registration is operating in the access network. The advert
announces the GFA’s address as well as the FA’s address (or its NAI).

Two new message types are introduced: the regional registration request
and regional registration reply. These are just like the normal MIPv4 registra-
tion request and reply, but are used for registration with the GFA13.

Home Registration

When the mobile changes GFA or arrives in a new access network, it
performs a ‘Home Registration’. This involves sending a MIPv4 Registration
Request to the GFA14, with the care-of address field equal to the GFA
address15, and with the mobile’s CoA included in the Hierarchical Foreign
Agent extension. The GFA updates its visitor list and then sends the registra-
tion request on to the home agent.

Regional Registration Request

When the mobile moves to a new FA but is still on the same GFA, it
performs a ‘Regional Registration’. This involves sending a Regional Regis-
tration Request to the GFA, informing the GFA of its new ‘local CoA’; the
GFA does not inform the home agent. If RFAs are being used, there is one
extra complication, which is that it is possible for the tunnels to become
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incorrectly directed if a mobile moves back to a previous FA. The solution
is to explicitly de-register the old entries by sending a binding update with a
zero lifetime to the mobile’s previous CoA.

Thus, after the initial home registration with the home agent, subsequent
mobile registrations can be localised within the access network.

Hierarchical Mobile IPv6

This is very similar to regional registration, and most of the differences are
terminological – for example, the local mobility agent is called the Mobility
Anchor Point (MAP). There are in fact two modes.

In ‘basic mode’ hierarchical mobile IP, a mobile obtains its CoA (called a
Regional CoA, RCoA), through standard stateless address autoconfiguration
(i.e. it consists of the MAP’s subnet prefix plus the mobile’s interface identi-
fier). This is a globally routable address that the home agent (and correspon-
dents, after route optimisation) routes to; in other words, the RCoA routes
packets as far as the mobile’s MAP. In order to route packets the rest of the
way, each time the mobile moves, it sends the MAP a binding update with its
new ‘on-link’ care-of address, LCoA. The message is just a regular mobile
IPv6 binding update with an extension, the M flag, to distinguish it from a
regular home registration or route optimisation message.

Mobiles need to discover nearby MAP(s). One method is for the MAP to
send out a MAP router advertisement (which is a regular IPv6 router adver-
tisement, with an extension containing the MAP’s global address). This
propagates through the access network until it reaches the access routers,
which transmit it over the air. Hence, a mobile can listen to the advertise-
ments and work out when it has moved into a new MAP’s area; the mobile
can then obtain a new RCoA and send regular mobile IPv6 binding update(s)
to its home agent and correspondent(s). Further extensions can indicate the
MAP’s ‘preference’ (so an overloaded MAP could lower its preference rating,
for instance), and the number of hops to the MAP. The last feature might let a
mobile choose a distant MAP if it is moving extremely fast, to reduce the
frequency of inter-MAP updates, and a nearby MAP if it is communicating
with a local correspondent as suggested in Figure 5.5.

The other mode of hierarchical mobile IP is called ‘extended mode’. This
deals with the scenario where there are mobile routers, i.e. a mobile that has
further mobile hosts attached to it – for example a Personal Area Network.
The idea is that the mobile router acts as a MAP; the mobile hosts therefore
use the mobile router’s RCoA as their CoA, called the alternate CoA16. This is
like the Foreign Agent variant of mobile IPv4.
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16 Trying to run basic mode in this mobile router scenario is fraught with difficulties. For example, if
the mobile hosts obtain their own RCoA from the mobile router (i.e. their MAP is at the mobile router),
then every time the mobile router moves, it has to obtain a new network prefix, and the mobile hosts
have to obtain a new CoA. By contrast, if the mobile hosts obtain their RCoAs from a MAP further in the
network, then after the mobile router has moved, their RCoAs will no longer be globally routable.



‘Fast and Smooth’ Mobile IP-based Schemes

Mobile IP, as described above, can suffer from a break in communications
during a handover. This section will outline ways specifically targeted at
making the handover smoother (i.e. packets are not lost) and faster (i.e. pack-
ets reach the mobile with a smaller delay). Unlike the local mobility techni-
ques above, these are not concerned with reducing the signalling load.

The basic approaches that can be employed are described below.
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Figure 5.5 Hierarchical mobile IPv6. A mobile node selects a different MAP for correspondent
nodes #1 and #2, as shown in (a) and (b) respectively.



Two CoAs

This is actually a feature of Mobile IP, and applies if the mobile is capable of
listening on two links at once (i.e. make before break). Providing a mobile is
allowed to hold on to its old CoA for a short period of time after the handover,
it can accept packets arriving at the old or new link. This means that when a
mobile hands over, packets that are sent before the binding update reaches
the home agent (i.e. to the old CoA) will still reach the mobile and be
accepted by it.

The new ‘fast mobile IP’ schemes (sort of) extend this idea to break before
make handovers. A mobile can configure its new CoA whilst still attached to
the old access router – this speeds up the registration process when the
mobile moves on to the new access router.

Simultaneous Bindings and Packet Bi-casting

This is an optional feature in Mobile IPv4. A mobile sets the ‘S’ flag in its
registration request, and the home agent interprets this as a request to retain
the previous mobility binding(s), as well as adding the new binding (hence
‘S’ for simultaneous bindings). Subsequent packets from a correspondent can
then be duplicated (‘bi-casted’) by the home agent, with a copy sent to each
CoA.

This idea has been extended by performing the duplication locally (e.g. at
the foreign agent). Additionally, it has been proposed to buffer packets
locally during a handover.

Temporary Tunnel

This is another optional feature of Mobile IP that ‘fast mobile IP’ schemes
propose extending. The basic idea is to establish a temporary tunnel from the
previous CoA to the new CoA. Hence, packets coming from correspondent
nodes that have not yet been told the new CoA (or indeed packets in flight
from the home agent) will be forwarded on to the mobile. In Mobile IPv6, the
method is that, whilst at its old point of attachment, the mobile discovers
(from router advertisements) a ‘local’ router that has the capability to act as a
home agent (typically just the old access router). Now, when the mobile
connects to the new link and receives its new CoA, it sends a binding update
to this router with a special field set (the home registration bit), which asks
the router to act as a temporary home agent – it can then intercept packets
addressed to the old CoA and tunnel them on to the mobile at its new CoA.
The same idea is seen in Mobile IPv4’s Route Optimisation extension. The
mobile adds the Previous Foreign Agent Notification extension to its binding
update, which causes the new FA to send a binding update to the previous
FA, which sets up a tunnel between the previous FA and the new CoA. (A FA
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indicates that it can support such forwarding by setting the ‘S’ flag in its agent
advertisement. Here, ‘S’ is for smooth handovers.).

We see below that the method has been extended for the case where the
tunnel can be set up in advance of the actual handover.

‘Fast mobile IP’ schemes are under intensive development in the IETF’s
mobile-IP working group. Many protocols have been proposed, but work is
now converging into one protocol for IPv4 and one for IPv6. A few details are
now outlined, although some are liable to have changed by now.

Fast Handovers for Mobile IPv6

The main idea of this protocol is that it is often known what the next Access
Router is likely to be before the mobile actually hands over on to it. This ‘hint’
could, for example, come from power or signal-to-noise ratio measurements,
or from knowledge of a mobile’s likely movements (e.g. if it is on a train).
Hence, some proactive action can be taken in advance of the actual handover
– if desired, the handover can be initiated before the MN has connectivity with
the new AR. Overall, this should mean that from the point of view of ongoing
communications between the mobile and its correspondents, the handover is
apparently smoother and faster. This type of approach is familiar from current
cellular networks, where the mobile reports on the signal strength from nearby
base stations, thus allowing the network to plan for handovers.

The basic ideas are to:

† Enable the mobile node to configure a new CoA before it moves on to the
new AR, so that it can use the new CoA as soon as it connects with the
new AR. This eliminates the delay seen in mobile IP from the registration
process, which can only begin after the Layer 2 handover to the new AR is
complete. There is an implicit assumption that the mobile is only capable
of connecting with one AR at a time, i.e. break before make, otherwise the
mobile IP feature above (two CoAs) can be used.

† Ensure that no packets are lost during the handover by establishing a
temporary tunnel from the old to the new AR. The technique is basically
an extension of the MIP feature above (point 3) to the case of a planned
handover.

Figure 5.6 shows the basic messages involved.

Fast Handovers for Mobile IPv4

Fast handovers (or ‘low latency handoffs’ in their terminology) have also
been considered for mobile IPv4. At present, there are several differences
from fast mobile IPv6, and in fact, fast mobile IPv4 currently includes two
different techniques called pre- and post-registration. Fast mobile IPv4 and
v6 might be expected to converge on the same basic approach.

The ‘pre-registration’ method has the same idea as fast mobile IPv6 above,
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in that a proxy router advertisement from the old foreign agent is used to
inform the mobile node about the prospective new foreign agent. There are
several slight differences, which mainly stem from using a normal registration
request/reply (i.e. there are not special ‘fast’ messages).

The ‘post-registration’ method is slightly different. It is more like normal
mobile IP, in that no attempt is made to register the mobile node with the
new FA until after the mobile has a Layer 2 link established with it. Instead,
some sort of Layer 2 trigger causes the network to set up a ‘bi-directional
edge tunnel’ (BET) between the old and new FAs. The old FA bicasts packets
to the new FA down the tunnel, so that when the mobile node makes a Layer
2 connection with the new FA, it immediately obtains its downlink packets. It
can also send packets immediately – still using its old care-of address as the
source address – because the new FA tunnels them to the old FA, where the
packets are de-capsulated and forwarded; if the tunnel were not in place, the
new FA might filter the packets because the source address was suspicious.
Meanwhile, the mobile can, at its leisure, use standard mobile IP to register
the new CoA; subsequently, it will of course need to tell the old FA to stop
bicasting and to tear down the tunnel.

TERMINAL MICROMOBILITY 167

Figure 5.6 Fast mobile IPv6 handover. (a) Handover preparation phase of mobile-controlled
scenario (b) Handover execution phase of mobile-controlled scenario.



5.6.3 Per-host Forwarding Protocols

Outline of their Operation
These protocols use a new specialised scheme to install per-host forward-

ing. The general idea is that information is stored in various routers spread
through the access network. A downstream packet enters the access network
(AN) at the gateway. The gateway looks up which of its output ports is the
best to use, for the particular mobile in question (hence the term ‘per-host
forwarding’). It then forwards the packet on the selected port towards the
‘next hop router’. At that router, the process is repeated, i.e. it in turn selects
the best output port for this mobile. Eventually, the packet will reach the
access router (AR) to which the mobile is attached. Thus, we see that:

† Information about the mobile’s location is distributed throughout the
access network.

† Packets are forwarded to the mobile without tunnelling or address transla-
tion.

Thus, a mobile keeps its address whilst it’s within the access network – this
is a major contrast to the tunnel-based schemes (covered earlier), i.e. the
mobile does not have to obtain a new care-of address each time it moves on
to a new access router.

The major job of a per-host protocol is therefore to:

† Distribute (i.e. initialise) the forwarding information in the various routers.
† Maintain the forwarding information.
† Update the forwarding information as the mobiles move. An important

concept is the ‘cross- over router’, that is the router where the paths to the
old and new access routers diverge.

So, when a mobile hands over, the cross-over router (at the very least) must
change its per-host forwarding entry. This is achieved by the mobile sending
a route update message when it moves, which installs the new entry(s) as
required.

In general, per-host schemes hope that by confining signalling to a local
region, i.e. near the access routers and the cross-over router, the signalling
load will be reduced compared with basic mobile IP, and also that the hand-
over will be much smoother. How effectively a particular protocol achieves
these aims will depend on the network topology as well as the details of the
protocol. The protocols also have various extra techniques to try and achieve
smooth handovers. In general, upstream packets simply go on the default
route, towards the correspondent.

Three different sorts of per-host forwarding protocols for IP micromobility
are discussed below.
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New Protocols – Cellular IP and Hawaii

Initialisation of the forwarding information is done using reverse path
forwarding: when a mobile turns on or enters the access network it sends
a packet on the default route (i.e. shortest path) to the gateway; each router
caches an entry mapping the mobile’s identifier (its home address) to the
neighbour from which the packet arrived at the node. Thus, downstream
packets can be delivered to the mobile simply by following the series of
cached mappings associated with that mobile, i.e. reversing the path.

Forwarding entries are soft state, i.e. they need to be periodically refreshed
or, after a while, they will time out and be deleted.

Handover detection is simple and similar to mobile IP. It is done at Layer 3,
i.e. it relies on the mobile ‘hearing’ the advertisement from a new access
router. It then establishes a new connection and sends an update message.
The ‘trick’ seen in fast mobile IP of using Layer 2 information to trigger action
before the actual handover is not done – though presumably it could be
added.

Some details of Cellular IP and Hawaii are now discussed. The operation
of Cellular IP is outlined in Figure 5.7 and of Hawaii in Figure 5.8.

Cellular IPv4

In addition to the general outline described above, specific features of cellu-
lar IPv4 are:

† The mobile is identified by its home address – As far as mobile IP is
concerned, the gateway acts as the mobile’s foreign agent and so the
gateway’s address is used as its CoA.

† Mobile to mobile calls are routed via the gateway, even if a more direct
route exists.

† The route update packet travels all the way to the gateway, installing
entries up to the cross-over router and refreshing entries above this (i.e.
nearer to the gateway). This ensures that downstream packets follow the
shortest path route to the mobile. Old entries, i.e. between the cross-over
node and the old AR are simply left to time out.

† Cellular IPv4 can use ordinary data packets as implicit refresh messages.
(An earlier idea was that route creation and updating were also done
implicitly. However, this means that a router must ‘snoop’ all data packets,
which is generally considered undesirable for security and performance
reasons.)

† Cellular IPv4 actually refers to ‘cellular IP nodes’ rather than routers. The
idea is to make a device that is a slimmed down router and so is cheaper.
This no longer seems to be viewed as a likely benefit, so the terminology
of ‘routers’ here remains.

† There is an alternative type of handover, called ‘semi-soft’, that aims to
make the handover more seamless and is applicable when the mobile can
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Figure 5.7 Cellular IP. (a) Before handover (b) During handover (bracketed comments apply to
semi-soft handover case: once route update message reaches cross-over router packets are bi-casted
to both old and new access routers.) (c) After handover.



listen to transmissions from the old AR at the same time as sending to the
new AR. The method is basically the same as simultaneous bindings in
mobile IP; the mobile sets a flag (‘S’) in the route update packet, which the
cross-over node interprets as an instruction to forward downstream pack-
ets to both the old and new ARs.

Cellular IPv6

Cellular IPv6 updates cellular IPv4 with IPv6 capabilities and adds a couple
of minor changes of which the most notable are:

† The mobile is identified by its (co-located) care-of address, which it keeps
whilst it is in the AN, so there is no need for the gateway to act as a foreign
agent (contrast Cellular IPv4). The CoA is obtained through IPv6 stateless
autoconfiguration (i.e. CoA is the gateway’s IPv6 subnet prefix plus the
mobile’s interface identifier).

† Another alternative handover has been added, called ‘indirect semi-soft’.
This assumes that a MH cannot listen to the current AR whilst sending a
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route update packet to the new AR (as required by semi-soft handover).
Instead, when a MH decides to handover, it sends an update packet to the
current AR. This packet’s destination address is the new AR, and it has the
‘I’ flag set. When the new AR receives this packet, it interprets it as an
instruction to create a normal semi-soft update packet.

Hawaii
Again, the protocol follows the principles given in the Outline section above.
There is no Hawaii for IPv6 as yet. The specific features of Hawaii are:

† The mobile obtains a co-located care-of address, when it is not in its home
domain, which it keeps whilst it is in the same Hawaii domain.

† Mobile to mobile calls are routed on the most direct route available, i.e.
not necessarily via the gateway.

† The mobile sends ordinary mobile IP registration messages. At the access
router, these trigger Hawaii messaging inside the domain. The aim is that
the operation of Hawaii is hidden from the mobile.

† Route updates only travel as far as the cross-over router.
† Explicit refresh messages are generated hop by hop, thus allowing for their

aggregation.
† There are two different approaches for how the network reacts to a hand-

over. The ‘forwarding scheme’ is appropriate when the mobile can be
connected to only one AR at a time. It results in downstream data packets
being first forwarded from the old AR to the new AR before they are
diverted at the cross-over router. However, the ‘non-forwarding scheme’
is appropriate when the mobile can be connected to both ARs simulta-
neously. Downstream data packets are diverted at the cross-over router as
soon as the path update message reaches it, and so there is no forwarding
of packets from the old AR.

† Note that, because route updates are directed from the new AR towards
the old AR (rather than to the ANG as in cellular IP), this means that after
several handovers, the path taken by the downstream packets may not be
the most direct available. An example is shown in Figure 5.9.

MANET-based Protocol – MER-TORA

Currently, there is only one proposal in this category: MER-TORA. Its opera-
tion is outlined in Figure 5.10. MER-TORA builds on the TORA ad hoc
routing protocol.

In TORA, each host and router has a ‘height’ associated with it. A packet is
routed downhill from a source to its destination. The TORA protocol assigns
all nodes an appropriate height and then reacts appropriately to any changes
in routing topology (e.g. a link failure) to ensure that there is still a downhill
route to the destination. Note that a ‘height’ is assigned with respect to a
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particular destination, i.e. a separate version of the protocol is run for each
destination. The ‘height’ has five elements to it, but in the case of a static
network, a node’s ‘height’ is essentially its hop count to the destination. A
node can have several downhill links to the destination, which means that
TORA copes elegantly with meshed (non-hierarchical) networks; it is the job
of some other protocol to decide between alternative routes (maybe based
on QoS). If a link breaks, and this was the last downhill link to the destina-
tion, the TORA protocol automatically reacts by trying to discover a new
route; the height then becomes more complex than a simple hop count. This
route discovery is designed to be as local as possible, so it is claimed that
routing will be restored very rapidly.

When applying TORA in an Access Network, a few changes are
suggested. First, to reflect that the AN is much more stable than a
MANET, TORA is run proactively. This involves the occasional propagation
of an optimisation packet through the network to re-initialise (re-optimise)
the routing by flushing out the effect of any node/link failures. Second, an
efficient address allocation mechanism is suggested. The idea is that each
AR owns a block of IP addresses and that the TORA algorithm is run on
this address prefix. When a MH turns on and attaches to an AR, it is
assigned one of its addresses; once this has been registered (e.g. in a SIP
location database or at a MIP home agent), packets can be routed to it
using TORA. Thus, this prefix-based routing allows the ARs and any static
terminals to be reached. Third, something must be done when a MH
moves, since the prefix-based routing to this MH will no longer work.
One solution would be to run TORA for the MH, but this would install
a host-specific route for the MH throughout the AN. Instead, we would
like to use prefix-based routing through most of the AN and just add some
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Figure 5.10 MER-TORA. The height shown is with respect to destination, i.e. mobile host. Only two
elements of the height are shown: the reference level (which is decremented to indicate that the
mobile has moved); and the delta (showing the hop count from the reference level). Heights are
ordered first by reference level, then by delta. (a) Before handover (b) During handover (c) After
handover.



host-specific routing near the ‘edge’ of the AN. An extension to TORA has
been devised to achieve this. The mechanism is called MER-TORA, and
the idea is to send a UNICAST_UPDATE packet from the new AR to the
old AR (along the prefix-based TORA route), which installs host-specific
entries as it travels (the entry is just the node’s new height with respect to
the MH).

Next, when the mobile ‘switches off’, the IP address is returned to the
allocating-AR, and the host-specific routes are deleted (essentially, this is
treated as a handover to the original AR).

Finally, it is also suggested that in a planned handover, the MH should
inform the old AR to which AR it is about to handover. The old AR can then
build a temporary tunnel to the new AR in advance of the actual handover.
This enables the re-direction of packets that would otherwise be lost in flight
whilst the new host-specific route is being installed. The idea is the same as
that for fast mobile IPv6. Similarly, a virtual path between the two ARs may
be used to swap messages (e.g. warning of the impending handover, exchan-
ging information on available resources or authentication details, etc. See
also Context Transfer later).

Multicast-based Schemes

Multicast protocols are designed to support point-to-multipoint connections,
for instance to distribute Internet radio or TV to interested people. The basic
principle in using multicast for mobility is therefore to assign a multicast
address to a mobile and, when it moves, to add the new access router as a
new leaf on to the multicast tree and remove the old AR (either by explicitly
pruning it off or by waiting until its soft state multicast entry times out). If it is
known that a handover is imminent, this can be done in advance, thus
making the handover seamless.

One idea is that the multicast address assigned to the mobile should be
public, i.e. globally routable, but this would require large-scale management
of multicast addresses across the public Internet, which is unfeasible.

A more plausible idea is to keep the multicast addresses private to the
access network and use the gateway’s address as a care-of address – so, for
example, it would be registered at the mobile’s home agent, effectively as a
foreign agent CoA. This enables the use of multicast to be hidden from the
wider Internet, but does entail the gateway acting as a foreign agent, i.e.
decapsulating downstream packets to discover the mobile’s home address,
looking up the appropriate multicast address, encapsulating the original
packet inside a multicast packet, and then sending it into the multicast
tree. The AR then decapsulates the packet and delivers it to the mobile.

There are two categories of multicast protocols – sparse mode and dense
mode – and mobility protocols have been proposed, based on each.

However, such proposals have largely met with hostility. Several reasons
are suggested:
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† Functional overload – It is not what multicast was designed for. In parti-
cular, multicast protocols are not particularly good at dealing with quick
changes of multicast group membership, which is exactly what a fast
handover requires.

† Although a multicast-based protocol easily allows packets to be dupli-
cated, so that they are ready and waiting at the new AR, as has already
been seen, this functionality can be easily incorporated into any of the
other IP mobility approaches.

† Although multicast-based schemes fall under the per-host forwarding
banner, they also use tunnelling. Thus, they might be expected to suffer
from the disadvantages and difficulties of both.

Multicast-based schemes are ignored in the comparison section that
follows next.

5.7 Comparison of Micromobility Protocols

Much comparison between the various micromobility protocols is conten-
tious – after all, the proponents of every protocol believe that theirs is the best
because it compares favourably with the others. This section tries to be fairly
neutral, discussing the key issues – architecture, scalability, reliability, and
philosophy (or implicit assumptions). This means that some people’s pet
subjects are liable to be ignored.

The first thing to point out is that the protocols are much more similar than
is normally admitted. Indeed it would seem not unreasonable to say that the
protocol chosen is largely a matter of taste; of course, there are differences,
but in many circumstances, these will not amount to much. Indeed, their
similarity is being strengthened by a process of merger and acquisition. This
is the nature of the IETF standardisation process; various protocols are
suggested, and similar protocols are gradually being merged, whilst good
ideas are gradually introduced from other proposals. This has led to some
architectural convergence, i.e. some agreement on the architectural princi-
ples that are a good thing, as described below.

5.7.1 Operation

At the bird’s eye view, as Figure 5.11 and Table 5.2 show, all the protocols do
the same thing in the same way but use different names for the messages and
nodes. The key idea is that path updates are localised – they only travel
between the cross-over router and the old and new access routers (ARs)17.
This minimises the signalling load and also ensures that the path update
process is reasonably rapid.
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Figure 5.11 Comparison of selected micromobility protocols, showing messaging during handover.
MER-TORA: default routing entries point towards address allocating router – have assumed this is old
AR. Also assumed mobile IP for global mobility. HMIPv6: default routing entries point towards MAP
(Mobility Anchor Point). Assumed basic mode, so Regional CoA (RCoA) identifies MAP. Hawaii:
default routing entries point towards Domain Root Router (DRR), which is Hawaii’s terminology for
Access Network Gateway (ANG). Assumed non-forwarding variant of Hawaii (see also Table 5.2).

Table 5.2 Comparison of selected micromobility protocols, showing how handover affects mobi-
lity-related state (bindings) held by key routers (see also Figure 5.11). Letters refer to ports as labelled
in the figure

Old Access
Router

New Access
Router

Cross-over
router/MAP

Access Network
Gateway (DRR)

Home agent

HMIPv6: before
handover

Old LCoA !

r1
[Default
routing entry
only]

RCoA !

old LCoA
[Default routing
entry only]

MN’s home
address !
RCoA

HMIPv6: after
handover

[Default
routing entry
only]

NewLCoA!

r2
RCoA !

new LCoA
[Default routing
entry only]

MN’s home
address !
RCoA

Hawaii: before
handover

CoA ! r1 [Default
routing entry
only]

CoA ! y CoA ! m MN’s home
address ! CoA

Hawaii: after
handover

[Default
routing entry
only]

CoA ! r2 CoA ! z CoA ! m MN’s home
address ! CoA

MER-TORA:
before
handover

CoA ! r1 [Default
routing entry
only]

[Default
routing entry
only]

[Default routing
entry only]

MN’s home
address ! CoA

MER-TORA:
after handover

CoA ! v CoA ! r2 CoA ! z [Default routing
entry only]

MN’s home
address ! CoA



5.7.2 Architecture

There are several ‘architectural’ choices that an IP micromobility protocol
must make. Here, we look at four:

† Is it better to use link layer or IP layer information to detect when a mobile
has moved on to another access router?

† Should handover be mobile- or network-controlled?
† Should handover be made smoother using packet buffering, or bi-casting,

or both?
† How many separate protocols should there be to manage mobility?

This section gives the best estimate of the way things are going – there is
considerable emerging consensus, although some of the points below are
somewhat speculative.

Handover can be Initiated Using Layer 2 ‘Triggers’

The issue here is how to perform ‘movement detection’, i.e. decide that the
mobile is moving on to a new Access Router (AR), and so a handover should
be initiated. Basic mobile IP does this using messages at the IP layer. This has
the advantage of giving a clean separation between Layer 2 and 3, so that
mobile IP can operate over any link layer. However, it does increase the
handover latency because the Binding Update can only be sent once the
Layer 2 handover is complete, and the advertisement from the new AR has
been received.

Fast MIPv6 and MER-TORA have introduced the idea of using information
available at the link layer in order to trigger the Layer 3 messaging in advance
of the actual handover, and thus reduce its latency as perceived by an IP
user18. This information could originate from the mobile (mobile-initiated
handover) and be based on measurements of signal-to-noise-ratio from
nearby base stations or whatever is best for the particular radio technology.
The information might also originate from the network (network-initiated
handover) (for example) when the network realises that a cell is becoming
overloaded, and so it should do some load balancing by initiating a hand-
over.

An extension of this idea is to standardise the interaction between the link
and IP layers, by defining a generic interface between them. Clearly, the
interface would include some sort of identifier for the potential new AR
and perhaps also an indication of the urgency of the handover. Defining
this interface in a sufficiently generic way, including being able to cope
with future wireless technologies, is non-trivial. Such a generic interface
would also help with inter-technology handovers.
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Handover is Mobile-controlled

In traditional cellular systems, the handover is network-controlled. This is
because the operators like complete control over their network, chiefly so
that they can optimise the use of scarce radio resources. By contrast, mobile-
control is assumed by mobile IP and all the (current) micromobility proto-
cols, meaning that the mobile is in ultimate control of the handover, in terms
of deciding exactly when it will handover. The main reason is that the mobile
is best placed to understand the user’s needs in terms of all their varied
applications, the competing requirements from operating system activity,
and their multifarious personal preferences (e.g. to choose a higher-quality,
but more expensive, link). This is essentially an instantiation of the end-to-
end principle of IP design. Traditional cellular systems do not need to give
the user ultimate control, because they only provide a single service, voice,
that is well understood, so it is easy for the network to give the user what they
want.

Although the handover is mobile-controlled, the network can initiate,
assist (see context transfer later), or constrain (e.g. reject) it. Further, there
may be some scenarios when there is a requirement to approximate a
network-controlled handover (e.g. the mobile is too simple to decide
about a handover). This could be achieved by a network-initiated handover
with an ‘urgent’ flag set – if the mobile ignored this, it would find that the
network had cut its connection. Some people believe that this will not work,
and that network-controlled handover is required in order to achieve effec-
tive real-time quality of service and radio resource management.

Packet Bi-casting and Buffering

Packet bi-casting and buffering are features that the access network may
need to support. However, several things are not clear:

† Where is the best place to perform bi-casting (i.e. packet duplication) – at
the old access router or at the cross-over router?

† Where is the best place to perform buffering (i.e. packet store-and-
forward) – at the old access router or at the new access router?

† Should these two features be the default or strictly optional?

The answers may depend on the type of application and the general
scenario. For example, if the mobile is rapidly ping-ponging between two
ARs, bi-casting looks attractive. Buffering may be preferable if bandwidth at
the edge of the network is seriously constrained, or if it is critical that there is
no packet re-ordering. If it is important to minimise the gap during a hand-
over (e.g. for a critical real time application), it may be better to buffer at the
new AR than the old AR.

These sorts of questions and answers are currently under active disagree-
ment at the IETF. One solution could be to add flags to the handover proto-
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cols that allow mobiles to request either buffering or bi-casting, and for the
network to choose where (and whether) to support these features. This would
give the flexibility to the users and network operators to make the decisions
based on their particular scenario.

Separate ‘Handover’ from ‘Path Updates’

In MER-TORA and fast MIPv6, the signalling during a handover only
involves the mobile node and the old and new ARs; it is only once the
mobile has finally and definitely moved on to the new AR that an update
message is sent into the network towards the cross-over router. Hence, the
approach is sometimes called ‘edge mobility’. By contrast, cellular IP, for
example, does not make this distinction, and a handover immediately trig-
gers a message (route update) into the network.

The ‘separation’ approach seems particularly appropriate for planned
handovers, where it is uncertain whether the mobile will actually move on
to the prospective AR. Confining signalling to the ‘edge’ of the network
makes it easier to fall back – there is no state to find and flush out somewhere
within (perhaps deep within) the network. It also seems easier in practice to
devise signalling that can deal more easily with failure cases, like loss or mis-
ordering of messages.

Note that the separation of handover and path update signalling suggests a
way to combine (for example) fast Mobile IPv6 and hierarchical mobile IPv6:
the former is used for the handover signalling, and the latter for path updates.
This separation would mean that hierarchical mobile IPv6 would not have to
ensure a seamless handover – that is a requirement that handover manage-
ment deals with – and conversely, ‘Fast Mobile IPv6’ would not have to deal
(much) with scalability.

A further possibility is to standardise the handover signalling, but not the
path updates. This would give a universal standard for signalling over the air
and thus would allow a mobile to work on any network, providing, of course,
that it had the appropriate wireless link technology. But it would also allow
an operator to choose a path update protocol appropriate to their particular
circumstances.

Separate Paging Protocol

‘A similar separation’ question is whether paging (see later) should be a
separate protocol. The IETF’s Seamoby working group recommends that it
should be, whereas several existing protocols, like cellular IP and Hawaii,
incorporate paging and handover within one protocol. Advantages of proto-
col separation might be that it will lead to a more fundamental consideration
of the best way to do paging, and that it may allow an operator to deploy the
Seamoby paging solution, but their own mobility protocol.
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Separate Macro and Micro Mobility

Another question is whether macro- and micromobility management should
be kept separate or integrated together. The advantage of separating them is
that the access network operator does not have to worry about what macro-
mobility protocol is used (it could be MIP or SIP or indeed nothing), which
means that the two protocols can be deployed and evolve independently. It
perhaps also allows cleaner security and authentication. On the downside,
there may be some extra signalling over the air (because there is no possi-
bility of combining the messages), and also, it is much harder to deploy
foreign agents (which may be relevant if IPv4 addresses are at a premium).

Most micromobility protocols to date have assumed mobile IP for macro-
mobility: cellular IP, Hawaii, hierarchical mobile IP, and regional registration
all do so. A couple of protocols that do not are BCMP and IDMP (see
references) – they are otherwise rather similar to hierarchical mobile IP,
although BCMP goes on to point out that any tunnelling protocol can be
used, not just mobile IP (Figure 5.12).

5.7.3 Scalability

‘‘Scaling is the ultimate problem … many ideas quite workable in the small
fail this crucial test’’. Such is the IETF’s clarion call to protocol designers19.

For IP mobility, although, in some deployment scenarios, scalability will
not be a concern (e.g. in the home or a small office), we would like our
solution to scale to big networks, ideally up to global in scale.

Tunnel-based Schemes

Mobile IP is designed to scale – as the number of mobile nodes grows, more
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home agents can be added. Indeed, one idea is that a user’s home PC (on an
ADSL link, so ‘always on’) acts as the home agent as the user roams else-
where with their laptop or personal communicator. Apart from this, all that is
required is that an Access Router records the mobiles that are currently
attached to it. However, although mobile IP scales in terms of information
storage, it does not with regard to its messaging – since a handover could
lead to long-distance signalling back to its home agent. This has led to the
development of Regional Registration for mobile IPv4 and hierarchical
mobile IP for v6; these reduce signalling by introducing a local mobility
agent that essentially acts as a local proxy home agent. Movement within
the local area (micromobility) only needs to be signalled to the nearby
mobility agent. Scalability can be further assisted by introducing more mobi-
lity agents as the number of ARs and/or mobiles increases. However, move-
ment between the local areas (macromobility) involves an update back to
the home agent, so at some point, the introduction of further mobility agents
will do more harm than good (at least in terms of signalling scalability). A
further level of hierarchy could then be introduced: ‘regional areas’ that
contain several ‘local areas’ with corresponding regional mobility agents.
The idea could be extended to an arbitrary number of levels of the hierarchy.
Note that a network operator deploying any of these schemes must decide
where to place the mobility agents and how many to use – not a trivial
optimisation problem – and what to do as the network grows.

Per-host Mobility Schemes

A criticism often raised with per-host mobility schemes is that ‘they do not
scale’. Essentially, the claim is that they tend to distribute information about
the mobile’s location amongst many routers. To put this another way, it
means that a router will have to store information about the location of
many mobiles. The problem is likely to be most acute for the gateway:
indeed, in cellular IP and Hawaii, the Gateway must have an entry for
every mobile within its access network. Clearly, this will eventually limit
scalability, because as the network and number of mobiles grows, the
forwarding table will grow, and eventually it will be too large to retrieve
the information sufficiently quickly. However, it should be possible to cope
with thousands of mobiles, so the solution would probably scale sufficiently
for a campus network, say.

MER-TORA introduces an interesting idea to alleviate this problem. This is
the use of prefix-based routing as much as possible, plus a per-host ‘routing
tail’. A mobile is assigned an IPaddress (a care-of address), based on its initial
location, so that standard IP routing can be used to send packets there. When
the mobile moves, information is added to just the few routers necessary in
order to add a mobile-specific route on to the original route. For example,
the first time that a mobile moves, this is probably just the two ARs and the
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cross-over router. Thus, whereas cellular IP and Hawaii use the IP address
merely as an identifier, MER-TORA also uses it as a locator as far as it can.

WIP (Wireless Internet Protocol) has a similar idea of prefix-based routing
plus a per-host routing tail, but it builds on a standard intra-domain routing
protocol like OSPF. Initially, OSPF is used to do prefix-based routing to the
MH’s ‘radio port’. When it moves, an update is send to a local set of routers
(the HARG, Handoff Affected Router Group), using reliable multicast. The
HARG is unique for any pair of radio ports and could be calculated in
advance. WIP maintains a shortest path to the MH, whereas MER-TORA
only updates routers on the path between the new and old ARs; this is just
like the cellular IP vs. Hawaii comparison shown in Figure 5.9.

One issue is that gradually, the amount of per-host routing builds up as the
mobile moves around, and eventually, there will be no scalability benefit.
The implication is that the mobile occasionally must obtain a fresh IPaddress
so that once again only prefix-based routing is needed and so the old per-
host state can be flushed out. This should be done not just when the mobile
switches off, but more often. However, to avoid disruption to the user, this
needs to be done between sessions. This is easier said than done – it may be
tricky for a mobile to tell when it is in between sessions, and it will also raise
issues for a mobile that wants to provide an ‘always-on’ service for other
users and so wants to be reachable via a permanent IP address (e.g. it is
acting as a server). Provided that the latter is relatively rare, it could be dealt
with as a special case.

Soft vs. Hard State

As well as the amount of state, the amount of signalling to maintain that state
can also be considered. Within the per-host family, there is an interesting
contrast between Hawaii, which aggregates (merges) messages as they travel
up the tree, and MER-TORA, which does not bother with any refresh
messages. MER-TORA can do this because it uses hard-state routing, i.e.
the path update messages are trusted as accurate and complete. However,
Hawaii uses soft-state routing, i.e. it is accepted that some messages may be
lost, and it may not always be possible to ‘prune’ off old routes. Clearly, MER-
TORA must make more effort to ensure that the original path update is
correctly received by all necessary routers – for example, each message is
acknowledged. (See Reliability section.) Probably, either protocol could be
modified to be either hard or soft state, so it is not a fundamental distinction.

Address Allocation

Scalability is also connected to address allocation, since the mobile needs to
be allocated a care-of address. This is a particular issue for IPv4 networks,
where the number of addresses (especially publicly routable ones) is limited.
Cellular IP uses foreign agent care-of addresses and so is attractive if address
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shortage is critical. The basic message is that there are no ideal solutions to
the IPv4 address shortage – except IPv6. Most per-host forwarding micro-
mobility protocols require address allocation to be co-ordinated across the
access network, whereas in MER-TORA, each AR owns an IP address block
from which it allocates addresses to MHs as required. This probably makes
address allocation simpler (but will probably require more addresses).

Multiple Access Network Gateways

Scalability is also affected if a particular router acts as a focal point for traffic.
The obvious example here is the gateway to an access network – all upstream
and downstream traffic goes through it. This is potentially bad both because it
may become overloaded, and also, in a network that covers a large area, it
means that traffic must travel over long distance routes. The obvious solution is
to have multiple gateways. MER-TORA intrinsically supports multiple gate-
ways, but it is not clear that other per-host schemes can be modified to do so.
(Hawaii and Cellular IP can have multiple gateways, but each mobile can only
use and be contacted through a particular gateway.)

Paging

Paging (see Section 5.8.2) is a technique that, amongst other things, can
improve the scalability of the IP mobility protocol by reducing the number
of messages sent. As in GSM, for instance, ‘paging areas’ are defined, which
contain several ARs, and a ‘dormant mode’ for the mobile is defined, when it is
not actively sending or receiving packets. The idea is that a dormant mobile
only sends an update message when it moves between paging areas (whereas,
of course, an active mobile sends an update message when it moves between
any two ARs), resulting in a significant reduction in location update signalling.
One consequence is that when a correspondent wants to communicate with a
dormant mobile, the exact location of the mobile within the paging area must
first be found. This involves extra signalling, which clearly needs to be less
than the reduction in location update signalling. There is a design trade-off,
and in general, the network operator will adjust the size and shape of their
paging areas in order to minimise the total amount of signalling. As well as
reducing the amount of signalling, paging can also reduce the amount of state
stored in the network, particularly by per-host forwarding schemes. For exam-
ple, this might be done by all dormant modes having their location stored in
just a single specialist router, whereas, of course, active mobiles will have their
location information distributed amongst several routers.

5.7.4 Reliability

The concerns here are to be resistant to router and link failures, and to the
loss of signalling messages.
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Loss of signalling is typically dealt with through confirmed messages, i.e.
using acknowledgements. In fast mobile IPv6, for example, there are limits
on how many times a message can be re-sent; if an Ack is still not received,
the process falls back to standard MIP.

Perhaps the major concern, however, is to avoid as far as possible single
point of failures. Clearly, the failure of an Access Router will unavoidably
disconnect all mobiles attached to it, unless there is overlapping coverage
from another AR. The network topology may also be such that the failure of
some other router inevitably causes the network to partition, i.e. the mobile
to become disconnected. Again, there is no solution, other than to suggest to
the operator that they re-design their network. However, normally, the
network design will mean that there is sufficient redundancy such that an
alternative route does exist. The challenge therefore is to find an alternative
route as quickly as possible, preferably so that there is no noticeable break in
ongoing sessions and so that no packets are lost.

Tunnel-based Mobility Schemes

There are two cases to consider.
First, there can be the failure of a mobility agent, i.e. a tunnel end point.

This disconnects the downstream traffic to all mobiles using a tunnel termi-
nating there. Now, this sometimes may not be too bad – take the case
where a user’s home agent is their home PC; if it fails, only the user is
disconnected. The user would then have to use a different home agent,
which would entail obtaining a new home address, informing others of it
(e.g. correspondents and the SIP server), and having to re-start sessions.
However, in HMIP and Regional registration, if the local mobility agent
fails, many mobiles may be disconnected. The obvious solution is that
when a mobile realises, it re-registers using a different mobility agent, but
this will still take time, and perhaps more significantly, it is an open ques-
tion as to how best a mobile can promptly realise that it has become
disconnected.

Note that the general case where there is a hierarchy of mobility agents is
worse from a reliability point of view, simply because there are more failure
points. For example, hierarchical mobile IP now recommends against forcing
packets to be sent down through its hierarchy of MAPs, because it diminishes
the robustness of IP routing between the highest MAP and the mobile.

An alternative idea is to concentrate on making the mobility agents extre-
mely reliable (e.g. high-end machines and hot standby). However, engineer-
ing a component for high reliability is expensive.

The second case to consider is where some other router fails, or a link goes
down, i.e. not a mobility agent. In other words, this is a router/link through
which the tunnels pass. This will be dealt with by the standard recovery
mechanism of the routing protocol (say OSPF) – so that there will still be
the required tunnel between the two end points, but it will now follow a new
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route. It is likely that this will take some time to achieve, perhaps several
seconds at least.

Per-host Schemes

Per-host schemes effectively distribute information about a mobile’s location
across several routers, so this might be expected to have an adverse effect on
reliability. However, it is not that simple.

The first thing to consider is whether the protocol has any single point of
failures. The obvious point in cellular IP and Hawaii is the (one and only)
gateway. It is not clear as to how to use a kind of back-up gateway, since all
upstream packets go on the default route through the gateway. By contrast, in
MER-TORA, the access network can have any number of gateways, and a
mobile is reachable through them all.

The second consideration is what happens when some other router or link
fails. In Hawaii, the standard routing protocol (e.g. OSPF) uses its mechanism
to detect a failure and update its default route entry. This can trigger a refresh
of Hawaii’s per-host entries to the new upstream router. MER-TORA also
relies on the routing protocol to detect and route round failures – which,
in this case, is TORA. Because TORA has been designed for unreliable ad
hoc networks (MANETs), its mechanism should be fast and robust. It uses a
highly localised flooding mechanism to find a route around the failure. It also
has the advantage of intrinsically supporting meshed networks – so some
routers and links can fail, and an alternative route will already be known.

A more fuzzy reliability issue is that MER-TORA is a new, moderately
complex routing protocol – so an operator will need to gain confidence
that it works properly in all circumstances and that they understand how
to deploy, upgrade, and manage it.

5.7.5 Philosophy

This section discusses various issues that are essentially about how (whether)
an IP mobility protocol affects other IP protocols, such as RSVP. (RSVP is a
quality of service protocol, see Chapter 6). There are highly contentious
technical arguments about various compatibilities (or non-compatibilities,
depending on one’s opinion), which are only hinted at below. The battles are
basically between tunnelled and per-host protocols. War tends to be waged
on the ‘path update’ part of the protocols and not the ‘handover’ part,
although where a temporary tunnel is used between access routers during
a handover, the same arguments will apply, although in a weaker (temporary)
fashion.

However, the debate is philosophical: what do users want an IP mobi-
lity protocol to be? This may seem a bizarre question – surely after all the
description and discussion in the chapter, it is obvious that an IP mobility
protocol is something that sends packets to mobile hosts despite their
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movement, in a way that is reasonably scalable and robust? However, the
question is intended to address a deeper issue. The contrast is between:

† Tunnelled schemes – Which say that a mobility protocol is an add-on built
on top of the standard routing protocol. Effectively, this hides the hosts’
mobility from the routers, with mobility support confined to a few specia-
lised nodes (i.e. the mobiles themselves and the mobility agents).

† Per-host schemes – Which say that a mobility protocol is just a routing
protocol, albeit a new protocol. Effectively, this exposes the hosts’ mobi-
lity to the routers.

The distinction leads to different knock-on consequences:

† Tunnelled schemes – Mobility will have an impact on other protocols,
essentially on any protocol that keeps state in routers and assumes that the
source or destination address remains constant, because mobility causes
the mobile’s care-of address to change.

† Per-host schemes – Mobility will not have such an impact on other proto-
cols, because the mobility is treated as a topology change within the local
area. A mobility protocol should look exactly like an ordinary routing
protocol as far as everything else is concerned.

Someone who believes that, in the future, most devices will be mobile is
more likely to believe that the knock-on effects will be very important, and so
is more likely to be in favour of a per-host scheme. However, those in favour
of tunnelling approaches may also believe in mobile-dominated future but
think that the knock-on consequences will only have a ‘second order’
impact and are outweighed by other factors, such as the easy deployment
of tunnelling approaches (in particular, only a few nodes need upgrading).
An IP ‘purist’ will also argue in favour of per-host schemes, because tunnel-
ling is in tension with the end-to-end IP design principle: that is, Internet
protocols are designed with end-to-end signalling in mind, so changes due
to mobility are liable to induce unwanted end-to-end signalling – and this
may also degrade the application.

Note, also, that from a practical standpoint, an operator opting for a per-
host protocol will probably want to roll it out gradually, i.e. not to every
router all at once (compare the deployment of IPv6 today). This would be
achieved by deploying islands of routers with the new protocol in a sea of
unenhanced routers, and connecting the islands through tunnels. So, even a
fervent believer in per-host IP mobility will probably have to tackle tunnel-
ling issues.

QoS Compatibility

This is probably the most famous issue. When QoS is established for a
mobile’s connection, the process installs information in routers in the
network, telling them that when a packet to (or from) this address is routed,
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a particular set of QoS parameters should be applied (e.g. treat it as high
priority). The problem with tunnelling is that it hides the original header. The
options are to decapsulate and examine the inner packet’s header (but this is
expensive in processing terms) or to have a choice of tunnels between the
two tunnel end points with different priorities or allocated bandwidths (but
this is complex to manage). Hierarchical MIPv6 schemes are (arguably)
somewhat better, because the packets are (mostly) not tunnelled but instead
use extension headers in the IP packet; in practice, this makes it easier for
routers to examine QoS fields in the IP header.

There is also a question of how to integrate RSVP and mobility (see Chap-
ter 6). RSVP sets up QoS based on the routing path to the destination address
of the end node. With per-host schemes, the mobile keeps its CoA as it
moves. This means that as soon as the mobility protocol has installed a
route to the new AR, an RSVP PATH message can be triggered over the
new part of the path. By contrast, in tunnelling protocols, the MH’s CoA
changes each time it moves, so the RSVP has to be re-set up over the entire
length of the path. It should help to use reverse tunnelling20, since then the
CN is not exposed to the MN’s change in care-of address, and QoS only
needs to be re-established between the MH and local mobility agent.
However, overall per-host schemes are probably simpler to integrate with
RSVP.

Web Caching

Caching is now extremely important in order to prevent servers overloading
from too many ‘hits’ and to reduce network traffic. Tunnelling interacts with
web caching because it can only be done outside a tunnel. Hence, for
example, for hierarchical mobile IP with a single GFA, caching can only
be done at the GFA. This considerably reduces the network operator’s design
flexibility in terms of how they position their caches.

5.8 Other Aspects of Terminal Mobility

There is more to mobility management than the ‘simple’ problem of sending
packets to the new AR and making the handover as seamless as possible:

† Context transfer – This concerns how the new AR learns about the
‘context’ associated with the mobile’s communications session(s). An
example of ‘context’ is the protocol state needed to carry out header
compression over the air.

† Paging – This concerns mobiles that are not actively transmitting or receiv-
ing packets, and so can enter a dormant mode (sometimes called ‘idle’ or
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‘standby’). One reason is that a mobile in the dormant mode can conserve
its battery power. The main challenge is to find and wake up (‘page’) a
dormant mobile.

† Security – How to ensure that the mobile’s communications are secure.
† Other points – For example, radio resource management, e.g. choosing

between various alternatives for the new access router. These issues have
had limited consideration by the IETF, although the latter topic has just
started being discussed by the SEAMOBY working group. They are not
considered further here.

5.8.1 Context (or State) Transfer

This section starts with some examples of ‘context’ or ‘state’, before describ-
ing what the context transfer problem is and some possible solutions to it.

Examples of context (state) include:

† Header compression – The mobile and access router (AR) must have a
synchronised, shared understanding of how the header is compressed
over the air, so that it can be decompressed.

† Multicast group membership – The AR must know which multicast groups
the mobile wants to receive.

† QoS policy – For example, the AR may have to police packets from the
mobile, checking that they are within agreed limits and so protecting
network resources.

† AAA profile – For example, security and the network’s accounting policy
for that mobile.

† IPsec state – The AR may act as an IPsec gateway, in which case, a security
association between the mobile and AR enables packets to be encrypted
and decrypted between the two.

Context is thus any information associated with some control protocol that
affects how traffic is forwarded between the AR and a particular mobile.
More generally, for some types of context, there may be information not
just at the access router, but also at other routers on the data path (e.g. IntServ
QoS). The wording below assumes the ‘access router only’ case; similar
approaches should be possible for the general case.

Thus, the context transfer problem is to ensure that, when a MH moves to a
new AR, the context is successfully regenerated at the new AR. Several ways
have been suggested for doing this:

†B1 The mobile simply restarts the protocols after the handover. This may take
some time, however.

†B2 The mobile updates the new AR with the state. However, at least for some
types of state, this would require the AR to inform the mobile periodically
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about its state, so that the mobile has the correct information to upload
when it moves.

†B3 The protocol responsible for the state is responsible for transferring its
state. However, this requires modifications to these protocols, which the
relevant IETF Working group may be reluctant to make, for example, if it is
busy doing other things. Also, if a protocol is already widely installed,
modifications will require substantial effort to roll out.

†B4 The state could be transferred by the handover protocol. This would
require the handover protocol to be modified, and might be difficult if
there is a lot of state to be transferred (larger than one packet, say).

†B5 Some central entity stores (a copy of) the state and downloads it to the new
AR when required.

†B6 The old AR informs the new AR of its state when it knows that a handover
is happening. A specialised protocol must be designed to do the job, one
that can transfer whatever state is required.

It is not clear which is the best option, and at present, there is much active
discussion at the IETF’s SEAMOBY working group. Indeed, the answer prob-
ably depends on the particular protocol state and perhaps on the handover
type (planned handovers appear to favour Option 6 more strongly than
unplanned handovers). Options 4, 5, and 6 have the advantage that signal-
ling is restricted to the wired network, so no extra traffic is sent over the air. A
detailed analysis has just started. Some guesses:

† Option 1 is the simplest and may be best for most of the state where a
seamless handover is not required.

† Option 2 does not seem viable in general, but may be feasible for some
state (possibly multicast group membership?).

† Where a protocol modification appears simple, Option 3 may be best. For
example, perhaps a handover could trigger an RSVP soft state refresh and
so deliver the relevant state to the new AR.

† Since it is normally required that a handover is secured (e.g. to protect
against a malicious user pretending it is an approved user handing over), it
may be best for the mobility protocol to deal with (or at least assist) the
transfer of essential security information. (Option 4 – for example in fast
Mobile IPv6, it could be added on to the HI/HACK messages).

† Option 5 may be best when an obvious central entity exists, e.g. the MAP
in hierarchical Mobile IPv6, perhaps to transfer AAA security credentials.

† Option 6 will be required if the other options are not possible.

Incidentally, the phrase ‘context transfer’ is often used to refer a specific
new protocol for transferring control information from the old AR to the new
AR (i.e. Option 6), as well as to the problem in general.
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5.8.2 Paging and Dormant Mode Management

In a typical mobile system, at a particular moment, many mobiles are
switched on but are not actively sending or receiving packets. Therefore,
GSM and 3G networks (see Chapter 2), for example, invent a mode where
the mobile is neither fully active nor off, but somewhere in between. The
obvious idea is to do the same in a mobility-enabled IP network. Such a
partially active mobile is said to be in dormant mode (alternative terms are
idle and standby). There are benefits to both the mobile and the network:

† The mobile benefits because it can save its battery power. Typically, this is
achieved by allowing the mobile to ‘switch off’ some of its power hungry
components during a sleep period. However, the network must be able to
alert the mobile, for example, if a correspondent wants to communicate
with it.

† The network benefits because the number of signalling messages over the
air is reduced, and savings can be made on the routing state in the access
network. The basic idea is to track a dormant mobile’s location less accu-
rately than an active mobile’s location. This is done by defining paging
areas (also called location areas), which consist of a number of access
routers (ARs) corresponding to some geographical area and only tracking
a mobile’s location to the nearest paging area (rather than its nearest AR).

The process by which the network wakes up a dormant mobile is called
‘paging’. Once a dormant mobile receives a page, it moves into active mode
and informs the network of its exact location (i.e. its current AR).

A dormant mobile must thus be pageable. The method by which it
achieves this, whilst still saving on battery power, is mainly a matter for
the specific wireless link technology. A couple of options are that it periodi-
cally wakes up at well-defined times, or that there is a specific paging
channel that is permanently monitored (whilst traffic channels are not moni-
tored in dormant mode).

The final requirement is that a mobile must inform the network when it
moves into a new paging area, and also occasionally remind the network
where it is if it does not move. This process is called ‘location updating’, or
‘paging area registration’.

The IETF’s Seamoby working group has devised a functional architecture
for dormant mode management, the key parts of which are shown in Figure
5.13. In the actual physical implementation, the three types of agent could
be merged.

One potential problem with dormant mode management is that the
mobile could be woken up by ‘junk traffic’. This is discussed further in
Chapter 7.
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Paging

The paging part of dormant mode management involves two main steps:

† To send the paging message to all the ARs in the paging area.
† To send the paging message over the air to the mobile.

Within the Access Network

Various paging schemes have been proposed. Most of these rely on multi-
cast. Each paging area is identified by a multicast address, so a paging
request sent to this address will propagate to all the ARs in the paging area
(PA). For this job, multicast appears to be a good match to the requirements,
since the paging message needs to be sent to several ARs and the multicast
group membership will change only slowly (or not at all).

Some of the details differ between the various proposals, for example:

† The location information could be stored either centrally (say at the gate-
way) or distributed within the access network.

† The network could be told that the mobile is moving into idle mode either
by an explicit message or implicitly; the latter could apply in a soft-state,
per-host micromobility protocol, where the network can interpret the
absence of routing refresh messages from a mobile as meaning that it
has become dormant.

† The paging areas could be configured statically or dynamically, perhaps
on a per-mobile basis according to its traffic and mobility pattern.

The differences between the various schemes are minor and reflect the
origins of their particular underlying micromobility protocol.
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Over the Air

The detailed issue here is the involvement of Layer 2 and 3 in sending a
paging request to the mobile from the access router (AR). There are three
options:

† Page at Layer 3 – This is the ‘IP purist’ approach. The procedure is
(almost) independent of the radio technology, which makes it universal.
However, it is difficult for the mobile ever to go into dormant mode,
because it needs to be ready to receive a potential (Layer 3) page and to
listen to (Layer 3) beacon messages from ARs (so it knows if it has moved
into a new paging area).

† Page fully at Layer 2 – This is the ‘traditional’ cellular approach of GSM for
instance. It is well optimised for power management purposes, because
the mobile only needs to monitor the Layer 2 paging channel. But it may
be less applicable if the AN includes several different link layer technol-
ogies.

† Layer 2 and 3 interact to achieve paging – One possibility is to insist that a
Layer 2’s broadcast channel can transmit IP packets (current channels
cannot, though). Another possibility is to define a generic interface
between the IP and a (generic) wireless link layer, with a primitive that
causes a link layer page to be sent by the AR, and a corresponding one
indicating its reception at the mobile.

5.8.3 A Brief Word on Security for Mobility Management

Security is a complex topic because it is about dealing with threats dreamt up
by devious and clever people. This section looks very briefly at some of the
threats introduced by wireless, mobile communications.

The first threat is that it is relatively easy for User A, the eavesdropper to
listen in to User B’s traffic over the wireless link – much easier than for a
wired link, when User A must find the correct wire to tap, perhaps by break-
ing into User B’s office. Many mobile systems use encryption over the wire-
less link to provide some degree of security – ranging from very good (e.g.
GSM), to poor (e.g. the WEP algorithm for 802.11 wireless LANs is simple to
crack).

The second threat is that User A can send a ‘mobility update’ message that
pretends to come from User B – for example to tell the network that User B
has moved to User A’s IP address, so that User A steals User B’s traffic. Such
redirect attacks are probably the most important threat introduced by mobi-
lity. To overcome the threat, the techniques discussed in Chapter 3 (amongst
others) are used. The basic method is:

† To establish a shared secret key between wherever the mobility updates
will go. An obvious example is between a mobile host (MH) and its home

OTHER ASPECTS OF TERMINAL MOBILITY 193



agent (HA) in mobile IP. However, the key needs to be shared (distributed)
in the first place. Although the MH can agree a key with its HA in
advance, it cannot do so with its correspondents (for route optimisation).
The general problem of key distribution is discussed briefly in Chapter 3.

† To authenticate the ‘mobility update’ message. An algorithm calculates a
digest that depends on the key and the fields of the message that need to be
protected. When the network decrypts the digest, it checks that the key is
correct. For example, in mobile IPv4, the default algorithm is HMAC-MD5.

† To protect against a replay attack, meaning that User A records a genuine
(authenticated) ‘mobility update’ message and plays it back some time
later. For example, in mobile IPv4, time stamps are used (so the home
agent for instance checks that the time matches its own clock – within
some error margin); it also allows nonces to be used (a ‘nonce’ is a
random number that is used just once, which the mobile ‘echoes’ back
to the home agent for instance).

Another threat is a denial of service (DoS) attack. For example, User A tries
to block User B receiving any traffic by bombarding them with useless traffic.
The general problem can be counteracted by firewalls for example (see
Chapter 3). However, paging introduces a particular concern – can paging
act as an ‘amplifier’ of User A’s DoS packets? One idea would be for User A
(A1) to send a packet to a fellow attacker, A2, who is in dormant mode. The
page generates traffic in the network, but A2 maliciously does not reply with
a location update. A1 tries repeatedly, but A2 never responds. Occasionally,
A2 declares that it is still dormant, to stop the network assuming it is turned
off (when it would not bother trying to page it). In fact it may be possible for
User A to play the role of both A1 and A2.

A rather different threat associated with some mobility management
schemes is that of location privacy. For example, route optimisation and per-
host micromobility protocols might allow a correspondent to tell from a user’s
care-of address that they are away on holiday (and therefore easy to rob).

In general, it is very important that any mobility protocol is considered
from a security point of view, to make sure that it does not have any obvious
weaknesses that can be exploited and also that it does not open up a new
security hole in another protocol.

5.9 Conclusions

This chapter has examined IP mobility. It has discussed personal and term-
inal mobility, and mobility solutions at the link, IP and ‘application’ layers.
The focus has been on IP layer solutions to terminal mobility in an IP network
that has a fixed infrastructure – that is, a fixed network with base stations that
provide wireless connections to mobile terminals. Compared with link layer
solutions, IP layer schemes should be easier to scale to large networks and
also allow mobility management to be insulated from the details of the lower
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layers (future as well as current layers). This implies that the base stations
should be IP routers (termed ‘access routers’), with a plug-in card providing
the particular air interface connectivity required to the mobiles.

IP terminal mobility has been broken down into two complementary parts
– macromobility and micromobility – that is, mobility between Access
Networks and mobility within an Access Network.

For macromobility, one option is the well-known Mobile IP protocol.
Mobile IP (MIP) is the nearest thing to an agreed standard in IP-mobility,
but its deployment has been very slow, mainly because of concerns about
foreign agents (MIPv4) and continuing security issues (MIPv6). Another argu-
ment for MIP’s slow progress (and that of IP mobility in general) is that its
benefit is to allow a user to receive incoming calls – but this is not something
that is currently wanted, since applications are either client-server based
(e-mail, web browsing) or involve logging on to a server first (instant messa-
ging). A critical test for MIP is its deployment in 3GPP2 (cdma2000).

Macromobility can also be dealt with by an application-layer solution
such as SIP; although SIP has been designed for negotiating peer-to-peer
sessions (Chapter 4), it also appears promising as an alternative to MIP.

Micromobility is now generally split into two problems – ‘handover
management’ (i.e. making the actual handover as seamless as possible)
and ‘path updates’ (i.e. ensuring that packets are delivered to the mobile
terminal once it has finally moved on to the new access router (AR)). Both are
under active discussion and research.

For ‘handover management’, particularly for planned handovers, the ideas
of using a temporary tunnel between the old and new ARs, combined with
handover smoothing (buffering and/or bicasting of packets), and the ability to
transfer useful information (e.g. the mobile’s prospective care-of address)
look very promising.

For ‘path updates’, solutions fall into two classes. The first class, which is
based on MIP, introduces local mobility agents that essentially act as a local
proxy on behalf of the home agent. Such solutions should be relatively easy
to roll-out, since only a few routers need to be upgraded with the special
mobility agent functionality. The second class of solutions – per-host
forwarding – involves a change to the routing protocol, i.e. to all the routers
in the access network. This is (arguably) the ‘IP purist’ approach, since then
the (single) IP routing layer is delivering packets to all terminals (fixed as well
as mobile). The idea of having prefix-based routing on to which a host-
specific routing ‘tail’ is added as the mobile node moves appears promising
to improve the scalability of per-host forwarding schemes.

‘Path update’ protocols have been compared under several topics: opera-
tion, architecture, scalability, robustness, and philosophy. In general, proto-
cols are much more similar to each other than is generally admitted. The
solution favoured often depends as much on what someone believes an IP
mobility protocol should do, as on technical details. This is partly because
there is a lack of comparative modelling and implementation experience.
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Currently, MIP-based solutions are being pursued in the mobileip working
group at the IETF. Per-host forwarding schemes, however, have been moved
from the IETF into the IRTF (which is the IETF’s research arm), on the basis
that further ‘research’ is needed before they are ready for ‘engineering’.

Several other issues associated with IP mobility management have also
been looked at briefly: context transfer and paging, which are being exam-
ined by the IETF’s SEAMOBY working group, and security.

Finally, here are some predictions about the trends that will be important
over the next few years in the field of IP mobility:

† IP mobility will become increasingly important with the rise of peer-to-
peer communications on the IP networks or, to put it another way, as ‘IP’
plays an increasing role in ‘3G’.

† In the all-IP future, base stations will simply be IP routers, with a vast range
of different link and physical layer technologies used to connect to mobile
terminals. The access network will contain normal IP routers, which are
enhanced with a little extra functionality to support mobility.

† However, new network architectures will become important, for example
where users spontaneously form an extension to the network.

† The rise of SIP – particularly as it becomes ubiquitous as part of Release 5
of 3GPP and gets built into operating systems (e.g. Windows XP) – will
lead to the widespread adoption of SIP- based macromobility manage-
ment.

† Per-host forwarding solutions (for micromobility path updates) will make a
comeback.

† IP mobility will be broken down into a number of independent protocols.
This protocol separation is consistent with the IP design principles
discussed in Chapters 1 and 3, e.g. separate protocols for macromobility,
handover management, path updates, paging, and context transfer.

† A standardised interface will be developed between the IP layer and a
generic wireless link layer. For example, this will handle handover ‘trig-
gers’ in a universal fashion (e.g. an indication that a mobile node is
moving in range of a new access router).

† Increasing attention will be focused on aspects not traditionally consid-
ered part of IP mobility, because building an all-IP mobile network
requires more than simply delivering packets to the correct access router.
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6
Quality of Service

6.1 Introduction

6.1.1 What is QoS?

The basic definition of QoS is given by the ITU-T in recommendation E.800
as ‘‘the collective effect of service’’ performance, which determines the
degree of satisfaction of a user of a service.
There are a large number of issues, which affect user satisfaction with any

network service. These include:

† How much does it cost?
† Can a user run the application they want?
† Can a user contact any other user they want?

None of these is a straightforward technical question. If a user want to run
a video-phone application, this requires that:

† The application is compatible with that used by the phoned party.
† The cost is not prohibitive.
† There is a network path available to the other party.
† The user does not have too many other applications running on their

computer already, so that the computer has available resources.
† The network path can deliver all the required data packets in a timely

fashion.
† The user knows the IP address of the terminal the other user is at.
† The end terminals can reassemble the data packets into a sensible order.
† The end terminals understand how to handle any errors in packets.

There are doubtless many other requirements. In identifying these require-
ments a few assumptions have already been made. In particular, the basic IP
principles have been followed, as identified previously, and it has been
assumed, for example, that much of QoS is a user/end-terminal responsibil-
ity.
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Answering each of these questions leads to different fields of study within
the general subject of QoS. These include:

† Traffic engineering – This includes how a network manager makes the
most efficient use of their network, to reduce the cost.

† Policy management – Static network QoS provision, for example to give
the boss the best network performance.

† QoS middleware – This is how a software writer creates generic compo-
nents for managing both network and local resources so as to enable an
application to be able to adapt to different situations.

† Control plane session management – As discussed in Chapter 4, how
users contact each other and arrange the most suitable session character-
istics.

† Data plane session management – How end terminals make sense of the
packets as they arrive.

† Network QoS mechanisms – How to build networks that can forward
packets according to application requirements (e.g. fast).

† QoS signalling mechanisms – How networks and users communicate
their QoS requirements.

Consideration of these last three issues, loosely described as ‘User-driven
Network QoS’, is the focus of this chapter. The Internet today provides only
one level of quality, best effort. It treats all users as equal. Introducing ‘Qual-
ity of service’ almost by definition means that some users, for example those
not able to pay more, will see a lower QoS. Those who are prepared to pay
more will be able to buy, for example, faster Web browsing. However, more
importantly, introducing QoS also means that a wider range of applications
will be supported. These include:

† Human – Human interactive applications like video-conferencing and
voice.

† Business critical applications, such as Virtual Private Networks, where a
public network is provisioned in such a way as to behave like a private
network, whilst still gaining some cost advantages from being a shared
network.

‘User-driven Network QoS’ is essentially about allowing users to request
‘QoS’ from the network. The type of QoS that may be requested could
include:

† Guarantee that all packets for this session will be delivered within 200 ms,
provided no more than 20 Mbit/s is sent.

† Guarantee that only 1% of packets will be errored, when measured over 1
month.
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6.1.2 Why is QoS hard?

QoS, especially in the Internet, is proving hard to provide. QoS was actually
included in the first versions of IP – the TOS bits in the IP packet header were
designed to allow a user to indicate to the network the required QoS. Yet, to
date, there is very little QoS support in the Internet. One of the problems
appears to be in defining what is QoS and what the network should do –
questions that have been touched upon above. However, there are also a
number of more pragmatic issues.

Cost/Complexity/Strength of QoS Compromise

Strong QoS can be obtained by giving each user much more capacity than
they could ever use – perhaps by giving each user a 100-Mbit switched
Ethernet link. Clearly, this would be a very costly approach to QoS. Within
the standard telephone network, high levels of QoS are achieved by placing
restrictions on the type of applications that can be supported – the telephone
network only provides quality for a fixed data rate (typically 64 or 56 kbits).
In a typical voice call, this resource is unused for more than half the time –
the caller is quiet while the other party speaks. A reasonable generalisation is
that two out of the three are possible, e.g. low cost and low complexity lead
to weak QoS.

QoS Co-operation

To achieve QoS requires co-operation between many different elements.
One poorly performing network segment could destroy the QoS achieved.
Similarly, an excellent network performance will not help the user perceived
QoS if they are running so many applications simultaneously on their
computer that they all run very slowly.
An important question is what impact the nature of wireless and mobile

networks has on QoS; to date, the development of IP QoS architectures and
protocols has focused on the fixed Internet. This question is addressed exten-
sively in this chapter.

6.1.3 Contents of this Chapter

The next section of this chapter considers current IP QoS mechanisms, their
operation and capabilities. Current IP QoS mechanisms are mainly end-to-
end mechanisms. They allow, for example, smooth playback of (non-real-
time) video. Chapter 3 on SIP is also relevant here, as it provides a way for
applications to negotiate sessions to make best use of the underlying
network, to maximise their QoS. Current IP QoS mechanisms make a
number of assumptions about the network that are not true in a wireless/
mobile environment, which this section also considers.
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The third section examines the ‘key elements of QoS’ – generic features
that any prospective QoS mechanism must have. Amongst the topics
covered are signalling techniques (including prioritisation and reservation)
and admission control. Throughout, there is much emphasis on considering
the impact of wireless issues and mobility on the ‘key elements of a QoS
mechanism’. One key element that is not detailed is security – for example,
how to authenticate users of QoS.
The fourth section analyses proposed Internet QoS mechanisms. Topics

covered are IntServ, MPLS, DiffServ, ISSLL, and RSVP (the abbreviations will
be explained later).
The last section proposes a possible outline solution for how to provide ‘IP

QoS for 3G’, which draws on much of the earlier discussion. This will high-
light that IP QoS for voice is feasible, but there are still some unresolved
issues for 3G IP networks.

6.2 Current IP QoS Mechanisms

Despite the fact that the need to provide QoS is a major issue in current
Internet development, the Internet itself today does already provide some
QoS support. The main elements in common use today are the Transmission
Control Protocol (TCP), Explicit Congestion Notification (ECN) and the Real
Time Protocol (RTP). This section reviews these mechanisms, with particular
emphasis on their behaviour in a wireless network supporting mobile term-
inals.

6.2.1 TCP

The Transmission Control Protocol, TCP, is a well-known protocol that
manages certain aspects of QoS, specifically loss and data corruption. It
provides reliable data transport to the application layer. We will consider
first how it provides this QoS service, and then consider the problems that
wireless can present to the TCP service.

Basic TCP

TCP operates end to end at the transport layer. Data passed to the transport
module are divided into segments, and each segment is given a TCP header
and then passed to the IP module for onward transmission. The transport
layer header is not then read until the packet reaches its destination. Figure
6.1 shows the TCP header.
The main elements of a TCP header for QoS control are the sequence

number and checksum. When the TCP module receives a damaged
segment, this can be identified through the checksum, and the damaged
segments discarded. Data segments that are lost in the network are identified
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to the receiving module through the (missing) sequence numbers. In both
cases, no acknowledgement of the data will be returned to the sender, so the
data will be re-transmitted after a timer expires at the sending node. The
sequence numbers also enable the receiver to determine whether any
segments have been duplicated, and they are used to order the incoming
segments correctly. Receivers can provide flow control to the sender to
prevent any receiver node buffer over-runs, by entering the ‘window size’,
or maximum number of bytes, that the receiver can currently handle. The
sender must ensure that there is not so much data in transit at any one time
that loss could occur through a receiver buffer overflow (Figure 6.2). To keep
data flowing, receivers will send a minimum of TCP ACK messages to the
sender, even if there is no data flow from receiver to sender.
TCP requires an initial start-up process that installs state in client and

receiver about the transmission – this state defines a virtual circuit. This
state essentially identifies the two ends of the connection (IP address and
TCP port identifier) and indicates the initial starting values for the sequence
numbers. This is needed to ensure that repeat connections to the same
destinations are correctly handled.
In addition to ensuring that its data rate does not cause a receiver buffer

overflow, the sender is also responsible for preventing network router buffer
overflow. TCPachieves this network congestion control by slowing down the
data transmission rate when congestion is detected. This helps prevent data
loss due to queue overflows in routers. To achieve this, the sender maintains
a second window size that reflects the state of the network. The sender
determines this window size by gradually increasing the number of segments
that it sends (slow start sliding window protocol, Figure 6.3). Initially, the
sender will send only one segment. If this is acknowledged before the timer
expires, it will then send two segments. The congestion window grows
exponentially until a timeout occurs, indicating congestion.
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TCP requires neither network-based call admission control nor any
support in routers, but it makes some assumptions about the nature of routers
and transmission networks. In particular, this protocol assumes that transmis-
sion loss rates are small, so the overhead of end-to-end retransmission of
corrupted packets is not an issue. It further assumes that loss is primarily
caused by network buffer overflows. It can be thought of as having an out-of-
band, hard-state signalling protocol – the TCP handshake. The end terminals
have traffic conditioning capabilities – they measure the traffic flow, and on
identification of network problems, they can act on the traffic, essentially
reducing the data transmission rate.

Wireless Implications for TCP QoS

Whilst the higher-level protocols should be independent of the link layer
technology, TCP is typically highly optimised, based on assumptions about
the nature of the link, which are not true in wireless networks.
The congestion control algorithm assumes specifically that losses and

delays are caused by congestion. In a fixed network, if losses or delays are
encountered, this implies a congested router. In this situation, the sender
should reduce the level of congestion losses by slowing down its sending
rate. This will reduce the required number of re-transmissions, thus giving
more efficient use of the network whilst being fair to other users of the
network. In a wireless network, losses occur all the time, independently
from the data rate. Thus, slowing down does not alleviate the loss problem,
and simply reduces the throughput. In a general network, there may be both
wireless and fixed sections, and neither the sender nor receiver can know
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where losses have occurred and, therefore, what action should be taken on
detection of losses. Since many wireless networks have a circuit-oriented
link layer, any problems with TCP efficiency directly cause overall inefficient
use of the link.
In the presence of frequent losses, the congestion avoidance algorithms

have also been shown to produce throughputs inversely proportional to the
round trip time. This is a problem as many wireless links have large latencies
(as a result of the loss management required), and this problem would be
compounded for mobile-to-mobile communications. Essentially, the reason
for this is that the slow start algorithm and loss-recovery mechanisms both
rely on the sender having data acknowledged – the time to obtain the
acknowledgements depends upon the round-trip time. This result has been
formally proven, but can be understood from Figure 6.3, which illustrates the
behaviour of the slow-start algorithm. This shows that, after a loss, the rate of
growth of the congestion window (and hence the data throughput) is directly
related to the round trip time. If losses are regular, this process will be
repeated.
Whilst link layer error management, such as ARQ, can greatly improve the

error rate of the wireless link, it achieves this with a cost of variable delay.
TCP implementations use timers held by the sender to indicate when an ACK
should have appeared in response to a transmission. If the timer expires, the
sender knows to re-transmit the segment. Whilst the sender may attempt to
set the timer based upon measurement of the round-trip time, it is difficult to
do this accurately in a wireless network because of the random nature of the
losses and ARQ-induced delays. It is possible, therefore, that the same
segment is in transmission twice as the link layer attempts to send the
segment across the link uncorrupted, whilst the sender has assumed that
the packet is lost and has re-transmitted it. This is wasteful of bandwidth.
Another problem arises because wide-area modern wireless links typically

have large latencies and large bandwidths. This means that at any particular
time, a large amount of data could be in transit between the sender and
receiver. If this value is larger than the receiver window, the sender will need
to reduce its transmission rate, lowering the throughput, because the receiver
buffer would otherwise run the risk of becoming overflowed. From the exam-
ple given in RFC2757, for a UMTS network with a bandwidth of 384 kbit/s
and a latency of 100 ms making the end-to-end latency 200 ms, the delay
bandwidth product would be 76.8 kbits or 9.6 kbytes, compared with a
typical receiver buffer or window of only 8 kbytes. Thus, unless TCP imple-
mentations are modified to have larger buffers, the data transmission will not
fill the available capacity on the network – a terrible waste of expensive
UMTS bandwidth.
Thus, to summarise the problems of TCP in wireless networks:

† Loss leads to a reduction of sending rate and so reduced throughput, but
the loss remains as it was not caused by congestion.
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† Loss leads to an initiation of the slow start mechanism. This is slowest to
reach a steady state when round-trip times are large andwill never reach a
steady state if losses are frequent. This leads to reduced throughput.

† Variable delays lead to inaccurate time-outs, and so extra TCP re-trans-
missions will be generated, meaning that bandwidth is wasted on unne-
cessary re-transmissions.

† Large delays also mean that at any one time, a large amount of data will be
in transit across the network. Therefore, the sender will have to suspend
sending data until the data in transit have cleared the receiver’s buffer.

Delay-related problems could be exacerbated on handover, which often
increases the delay or even causes short breaks in communication. Ideally,
TCP re-transmissions should be delayed during handover to allow the link
layer to recover. However, techniques to provide this functionality and other
solutions to TCP performance problems are still an area of active research.
A large number of solutions to these problems have been proposed.

However, many produce knock-on effects. For example, if a TCP proxy is
used as a proxy at the boundary between the fixed and wireless networks,
the end-to-end semantics of TCP are broken. In addition to changing the
semantics of TCP (the ACK does not mean the segment has been received), it
then also breaks the IP level security model, and causes problems if the
terminal moves away from that proxy. Other solutions may require changes
to current TCP implementations, e.g. upgrades to every WWW server. Other
ideas may require that a terminal uses different TCP implementations
depending upon the physical network it is using for the connection – a
severe limitation for vertical handover. Finally, many solutions have been
proposed that are not suitable because they may negatively affect the Internet
stability, for example by leading to increased levels of bursts of traffic and
congestion.
However, some modifications can be made. For example, the slow start

process can be speeded up if the slow start initial window size is 2 or 3
segments rather than the traditional 1 segment. This has been accepted as a
modification to TCP that does not affect the general stability of the Internet.
Also, since slow start is particularly painful in wireless networks because of
the long round-trip times, techniques should be used that minimise its occur-
rence as a result of congestion losses. The use of SACK, Selective Acknowl-
edgement, is also recommended. SACK is a technique that speeds up
recovery where burst errors have damaged multiple segments – thus, its
benefit depends upon the nature of the wireless network. It basically allows
for multi- (rather than single) segment loss recovery in one round-trip time.
Whilst TCP proxies have many problems, application level proxies,

however, may be of much greater benefit to the wireless environment espe-
cially as application layer protocols are often very inefficient. Even in this
situation, however, the user must be in control of when and where proxies
are used.
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6.2.2 Random Early Detect and Explicit Congestion Notification

These are techniques that can be used by the network to reduce the amount
of congestion losses, thus improving the quality of service.
Random Early Detection (RED) has already been deployed within routers

in some parts of the Internet. This technique deliberately discards packets as
the queue builds up, providing a form of ‘congestion ahead’ notice to all
users. Essentially, by dropping a few packets early on, it is possible to avoid
congestion that would otherwise lead to larger numbers of packets being
lost.
Within the router, as the average queue length increases, the probability of

a packet being dropped increases. Larger packet bursts will experience a
larger packet-discard rate, and sustained loads further increase the packet-
discard rates. Thus, TCP sessions with the largest open windows will have a
higher probability of experiencing packet drop, causing them to start the
congestion avoidance procedure.
Since the larger flows have a greater chance of experiencing packet drops,

RED can avoid all the TCP flows becoming synchronised. This happens
when the flows all experience congestion at the same time, all cut back,
and all start to grow together.
Explicit Congestion Notification is another mechanism to give advance

warning of impending congestion. The router can mark, rather than just
drop, packets with an explicit Congestion Experienced (CE) bit flag, on the
assumption that the sender will see and react to this. In the case of TCP, the
flag information must be echoed back by the receiver. Whilst ECN improves
the performance of the network compared with packet drop RED, it requires
changes to how TCP and IP operate and so, although it is now fully agreed
within the IETF, it is unlikely to be introduced quickly.

6.2.3 RTP

The Real-time Transport Protocol, RTP, again provides end-to-end network
transport functions. It provides ordering and timing information suitable for
applications transmitting real-time data, such as audio, video, or data, over
multicast or unicast network services. Again, we will first consider how it
functions and then consider the impact that wireless networks could have on
RTP.

Basic RTP

RTP requires no support in the network or routers. An initiation stage ensures
that traffic descriptors are exchanged so that the end terminals can agree the
most suitable traffic encodings. SIP is a suitable protocol for automating this
stage. In addition to the RTP header information, RTP is usually run with
RTCP, the Real Time Control Protocol. The amount of control data is
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constrained to be at most 5% of the overall session traffic. RTP is a transport
layer protocol that is typically run on top of UDP, extending the basic UDP
multiplexing and checksum functionality.
RTP uses packet sequence numbers to ensure that packets are played out

in the correct order. RTP headers carry timing information, which enables
calculation of jitter. This helps receivers to obtain a smooth playback by
suitable buffering strategies. Reception reports are used to manage excessive
loss rates as, when high loss rates are detected, the encoding schemes for the
data can be changed. For example, if loss is believed to be due to congestion,
the bandwidth of transmission should be reduced. In other circumstances,
redundant encoding schemes may provide increased tolerance to bit errors
within a packet. This information can be delivered to the source through
RTCP messages.
The RTCP control messages provide information to enable streams from a

single source, such as an audio and video stream, to be synchronised. Audio
and video streams in a video-conference transmission are sent as separate
RTP transmissions to allow low-bandwidth users to receive only part of the
session. The streams are synchronised at the receiver through use of the
timing information carried in the RTCP messages and the time stamps in
the actual RTP headers. Full stream synchronisation between multiple
sources and destinations requires that sources and receivers have timestamps
that are synchronised, for example through the use of the network time
protocol (NTP).
To prevent interaction between RTP and the lower layers, application

frames are typically fragmented at the application level – thus, one RTP
packet should map directly into one IP packet.
RTP provides a means to manage packet re-ordering, jitter, and stream

synchronisation, and can adapt to different levels of loss. However, it cannot
in itself ensure timely delivery of packets to the terminal. This is because it
has no control over how long the network takes to process each packet. If
real-time delivery or correct data delivery is required, other mechanisms
must be used.

Mobility Issues for RTP QoS

While RTP is largely independent of mobility, the overall RTP architecture
includes elements such as mixer and translator nodes for service scalability
and flexibility. If the core network includes several of these components, the
mobility of the terminal may lead to situations where the mixer and the
translator may change. These nodes have been pragmatically introduced
as a means to handle multicast sessions. In large sessions, it may not be
possible for all users to agree on a common data format – for example, if
one user has a very-low-bandwidth link and all other users want high-quality
audio. Mixers, placed just before the start of a low-bandwidth network can
be used to overcome some of these limitations by re-coding speech and
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multiplexing all the different audio streams into one single stream, for exam-
ple. This is done in such a way that the receiver can still identify the source of
each element of speech. Translators are used in RTP to overcome some
problems caused by firewalls.

Wireless Issues for RTP QoS

Low Battery Power
RTP makes large use of timing information to achieve its full functionality.

The clocks used for this need to be synchronised across the network. The
Network Time Protocol, NTP is typically used for this. However, for NTP to
provide the required high levels of accuracy (approximately in the micro-
second range) it could require that the mobile terminal has IP connectivity
for significant time periods (hours or days). This is somewhat unrealistic
given current battery lifetimes. Therefore, some alternative mechanism to
allow quicker convergence to NTP may be useful for mobile nodes. If the
base stations were high-level NTP servers, it is possible that good synchro-
nisation could be maintained here, which would enable much quicker
convergence for the mobile terminals – however, this is a requirement (albeit
simple) on mobile networks to provide this additional service to their users.

Compressible Flows

For low-bandwidth links, the header overhead of an RTP packet (40 bytes) is
often large compared with the data – this is particularly important for Voice
over IP traffic (20 bytes of data per packet for a voice packet encoded at 8
kbit/s, packets every 20 ms). In these circumstances, RTP header compres-
sion is often used. This is operated on a link-by-link basis. It enables the
combined RTP/UDP/IP header to be reduced from 40 bytes to 2 bytes. No
information needs to be transmitted to the link layer to achieve this compres-
sion. Because the RTP compression is lossless, it may be applied to every
UDP packet, without any concern for data corruption. To save processing, as
it is likely that the only traffic that will benefit is RTP, heuristics could be used
to determine whether or not the packet is an RTP packet – no harm is done if
the heuristic gives the wrong answer. For example, only UDP packets with
even port numbers should be processed (RTP always uses an even port
number, and the associated RTCP uses the next, odd, port number), and
records should be kept of the identity of packets that have failed to compress.
However, this process only works once the data are being transmitted. If

the application wants to improve QoS by reserving resources within the
network, the application does not know if link-layer compression will be
used, and the network layer does not know that compressible data will be
transmitted. Thus, an application will request a reservation for the full data
bandwidth. This reservation may be refused over the wireless link because of
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insufficient bandwidth, yet the compressed flow could be easily served.
Without passing application layer information to the link layer, the link
layer will need to manage this possibility intelligently. There are two options:

† Allocate for the full bandwidth request initially, but reduce the local link-
layer reservation on detection of compressible (usually RTP) traffic.
Although this may lead to reservations being refused unnecessarily, it
would allow the unused portion of a reservation to be recovered.

† Assume that RTP is used for all delay-sensitive reservation classes, and
under-allocate bandwidth accordingly. Since the vast majority of real-time
traffic will use RTP, this may be a suitable solution – although the traffic
will need to be monitored to detect and correct when this assumption
fails.

For all transmissions, not just RTP transmissions, the overhead of the IP
packet header can be reduced. A number of header compression schemes
do exist, particularly if the underlying link appears as a PPP, point-to-point
protocol, link to the IP layer above. However, TCP or RTP header compres-
sion is incompatible with network layer encryption techniques. Another
possible problem with compression is that even a single bit error in a
compressed header could lead to the loss of the entire segment – for TCP,
this would lead to the slow start process being triggered. It is assumed that
payload compression will take place at the sending nodes, in an effort to
reduce the cost to the user of the link (assuming that cost to the user is
directly related to bandwidth used).

6.2.4 Conclusions

A limited set of basic QoS functions is already available within the Internet.
However, none of these mechanisms can support real-time services, as they
cannot ensure timely packet delivery. To do this would require some support
by the network itself – the network will need to be responsible for more than
just attempted packet delivery. This has been an active research area within
the IETF over the last few years, and indeed, some progress has been made
over the last year towards introducing QoS into IP networks. This problem is
examined in the next sections of this chapter.
Further, to date, much Internet development has ignored the problems that

mobility and wireless could cause. This is also true of many of the newer IETF
standards. Although this situation is rapidly changing, some of the problems
are fundamental, as to overcome them would require changes to the huge
installed base of TCP/IP equipment, so many of the issues are likely to remain
for many years. To some extent, it means that innovative solutions to mini-
mise the impact of these problems need to be provided by the wireless link
layers. This may be one area in which wireless network solutions may differ-
entiate themselves.
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6.3 Key Elements of a QoS Mechanism

QoS is a large topic and, as previously indicated, has implications in every
part of the system. The first stage in understanding the problem is therefore to
attempt to structure the QoS problem into smaller units. This section iden-
tifies what the basic elements are, and looks at some of the different design
choices that exist for each of the elements.
As part of this, the problem that needs to be considered is: What is the

required functionality within the network to provide QoS? The mechanisms
that can exist within the routers, to enable the network to provide QoS, are
examined later in this chapter. Since network QoS is essentially about
giving preferential treatment to some traffic, there need to be mechanisms
to negotiate this treatment with the network. This process is covered under
a discussion of signalling. Finally, mechanisms are needed that allow the
network to ensure that admission to the service is controlled – after all, not
every user can have preferential treatment at the same time. Throughout
this section, special attention is paid to issues caused by wireless and
mobile networks.

6.3.1 Functionality Required of the Network to Support QoS

Quality of service may require control of a range of features including packet
delay, packet loss and packet errors, and jitter. Beyond a basic minimum,
QoS is meaningful to a user only if it exists on an end-to-end basis. As an
example, the error rate of the data, as finally delivered to the application, is
more significant than the error rate at any particular point within the
network. As previously discussed, many aspects of QoS, including packet
loss, stream synchronisation, and jitter, can be controlled at the terminal
through the use of suitable end-to-end layer protocols. As an example, the
transmission layer protocol TCP is currently used to control error rates, whilst
RTP is used to manage jitter and stream synchronisation. The only parameter
that cannot be controlled in such a fashion is the (maximum) delay experi-
enced by a packet across the network1. Providing delay-sensitive packet
delivery requires co-operation from each element within the network. This
leads to a division of responsibility for QoS according to Figure 6.4.
Whatever functionality is placed within the network to support QoS, this

functionality, or its effects, needs to be clearly described to users. In general
terms, users can be easily bewildered by a totally flexible system. It may be
possible to offer a huge range of services, each with different probabilities of
being maintained. However, as described in Chapter 2, UMTS networks
define only four classes:

KEY ELEMENTS OF A QOS MECHANISM 213

1 In turn, this actually also constrains the maximum jitter that a packet may experience – maximum
jitter ¼ maximum delay–fixed transmission delay.



† Conversational – For applications such as video telephony.
† Streaming – For applications such as concert broadcast.
† Interactive – For applications such as interactive chat, WWW browsing.
† Background – For applications such as FTP downloads.

However, it has been proposed that even these classes could be collapsed
into only two – delay sensitive and delay insensitive – as evidence exists,
which suggests that only two classes can be truly distinguished within the
Internet.
Finally, it is worth stating that just because it is implied here that only delay

is important, this does not necessarily mean that only delay will be
controlled by the delay-sensitive class. Jitter may be controlled as part of
this, either explicitly, or by controlling the maximum delay that traffic experi-
ences. Some effort may also take place to prevent congestion losses in such a
class2.

6.3.2 Interaction with the Wireless Link Layer

Although, above, a picture has been drawn with clear separation between
layers and functions, life is never so clean-cut, and interactions will exist
between different elements. These interactions are most obvious – and most
problematic – between the network and link layer. Network layer quality
typically manages the router behaviour in order to achieve a certain quality
of service. This works well if the link is well behaved – if it has no significant
impact on the delay3, jitter, or loss that a packet might experience. However,
this is not true with a wireless link layer. Furthermore, the simplest method to
overcome these problems – bandwidth over-provision – is not practical in
general in a wireless environment, as bandwidth is expensive. For example,
in the recent UK UMTS spectrum auction, 20 MHz of bandwidth went for 4
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billion UK pounds. Therefore, link-layer mechanisms are needed to manage
the quality of data transmission across the wireless network. It is important
that any quality provided at the network layer is not compromised by the
link-layer behaviour. This could occur, for example if the link layer provides
some form of re-transmission-based loss management, (such as ARQ) with-
out the network layer being able to control the delay, or if the link layer re-
orders packets that have been sent for transmission. The next section
expands upon these issues that have a significant impact on QoS.

Loss Management

There are a number of problems that wireless networks have that lead to data
loss.

Low signal-to-noise ratio

Because base stations are obtrusive and cost money, they are used as spar-
ingly as possible, and that means that at least some links in every cell have
very low signal-to-noise ratios, and thus very high intrinsic error rates. Typi-
cally, a radio link would have a bit error rate (BER) of 10-3 compared with a
fibre link with a BER of 10-9.

Radio Errors Come in Bursts

In many other networks, errors are not correlated in any way.

Radio Links Suffer Both Fast and Slow Fading

Fast fading causes the received power, and hence the error rate, to fluctuate
as the receiver is moved on a scale comparable with the wavelength of the
signal. It is caused by different rays travelling to the receiver via a number of
reflections that alter their relative phase (a GSM signal would have a wave-
length of 10–20 cm or so). Slow fading – also called shadowing – is caused
by buildings and typically extends much further than a wavelength.
There are solutions to these problems. To overcome the high error rates,

radio links employ both forward and backward error correction. For example
carrying redundant bits enables the receiver to reconstruct the original data
packet (Forward Error Correction), whereas Automatic Repeat Request
(ARQ) is used to re-transmit lost packets. Where ARQ can be used, the
error rates can be reduced sufficiently such that any losses TCP sees are
only the expected congestion losses. However, this scheme relies on link-
layer re-transmissions and so significantly increases the latency, which can
be a problem for real-time traffic.
To counter the problem of burst errors and fast fading, radio systems can
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mix up the bits and fragment IP packets into smaller frames. Again, this could
cause latency problems for real-time traffic.
All these techniques, however, still do not take into account the unpre-

dictable and uncontrollable errors that might occur. An example of such a
problem could be when a user of a wireless LAN moves a filing cabinet, or a
user of a GSM system is on a train that enters a tunnel. In such situations, the
signal level might fall so far into the noise that the session is effectively lost.
Mechanisms also exist so that the wireless transmitters can control to some

extent how the errors appear to the terminal. For example, some traffic (such
as voice) prefers an even selection of bit errors to whole packet losses.
Certain encoding of video traffic, however, leads to a preference that certain
whole video packets are dropped, ensuring that the top priority packets are
transmitted uncorrupted. If the link layer knows the type of traffic carried, it
can control the loss environment, by using different error correction
schemes. However, this requires significant communications between the
application and the wireless layer. Exchange of wireless specific information
from the application is generally considered a bad thing. It breaks the design
principles described in Chapters 1 and 3, which state that the interaction
between the link layer and the higher layers should be minimised. Higher
layers should not communicate with the link layers, and protocols should
not be designed to the requirements or capabilities of the link layer. Applica-
tions and transport layer protocols should not have ‘wireless aware’ releases.
So, how can these issues be handled? The error rate on wireless links is so

bad that it is a fair assumption that error correction techniques should be
used wherever possible. It is assumed that forward error correction is always
used on the wireless links to improve the bit error rates. Ideally, for non-real
time services, the errors on a link should be controlled to produce an overall
error of no more than 1 in 106. For real-time service, the errors should be
corrected as much as possible within the delay budget. This implies some
mechanism for communicating QoS requirements down to the link layers,
perhaps using the IP2W interface, as described in Chapter 3. Furthermore, to
enable wireless loss management techniques to be used, network providers
should assume that a significant proportion of any delay budget should be
reserved for use within a wireless link.

Scheduler Interactions

Once QoS exists at both the link and network layers, there is a possibility for
interactions between the two QoS mechanisms. There is unlikely to be a
one-to-one mapping between network and link-layer flows. So, in the
general case, thousands of network layer flows may co-exist, whereas
there is usually a limit on the number of physical flows that may exist. In
the general case, there cannot be a one-to-one mapping between these flows
and the queues that are used to put these flows on to the network. With
multiple queues at both layers, there will also be scheduling to determine
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how to serve these queues at both layers. This can cause problems. Consider
a simple case where the network has a ‘fast’ and ‘slow’ queue for IP packets.
The network layer bounds the size of the fast queue (to say 50% of the
available bandwidth) to ensure that the slow queue is not starved. If there
is a packet in both queues, the fast packet will always be delivered to the link
layer before the slow packet. The link layer also has two queues: ‘first trans-
mission attempt’ and ‘re-transmission’. These queue link-layer frames (parts
of IP packets) and are served in such a way that frames for re-transmission are
given a slightly lower priority than ‘first attempt’ frames. Now, suppose the IP
layer sends first a ‘fast’ packet, which is divided into two frames at the link
layer, and then a large TCP packet. The second half of the fast packet fails to
be correctly delivered, is queued for re-transmission, and is then blocked for
a long time as the large TCP packet is served from the ‘first attempt’ queue.
Although this is a simplistic scenario, it illustrates the points that:

† The network layer needs a clear understanding of the behaviour of link-
layer classes and link-layer scheduling to prevent interactions between
the behaviours of the two schedulers.

† The link layer needs QoS classes that support the network requirements.

Again, this implies some mechanism for communicating QoS require-
ments down to the link layers.

6.3.3 Mechanisms to Provide Network QoS

When traffic enters a router, the router first determines the relevant output for
that traffic and then puts the packet into a queue ready for transmission on to
that output link. Traditionally, in routers, traffic is taken (scheduled) from
these output queues in a first come, first served basis. Thus, as illustrated
in Figure 6.5, packets can be delayed if there is a large queue. Packets can be
lost if the queue is filled to overflowing.
QoS implies some kind of preferential treatment of traffic in routers. This

preferential treatment may be allocated on a per-flow or aggregate basis. A
flow is an associated sequence of packets flowing between the same source/
destination pair – such as a sequence of packets that make up a voice
transmission. Individual flows can be aggregated together into a shared
class. Per-flow scheduling gives better control of the QoS, enabling firm
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guarantees to be made about the treatment of the traffic. However, this also
requires that per-flow state be maintained in every router, and this per-flow
state is used to determine the scheduling of packets through the router. This
causes scalability problems within the core network, where large numbers of
individual flows may co-exist. In the alternative aggregate treatment, traffic
on entry to the network is placed into one of a few traffic classes. All traffic in
any class is given the same scheduling treatment. This solution gives better
scalability and can also reduce the complexity of scheduling algorithms. In
the general case, however, less firm guarantees can be given to a user about
the nature of QoS that they can expect to receive – as illustrated in Figure
6.6.
In certain cases, it is possible to use traffic aggregates for scheduling whilst

still achieving hard QoS guarantees on a per-flow basis, and one such exam-
ple is discussed later. In general, however, such techniques can only provide
hard guarantees for a small number of QoS parameters.
Thus, we can see that the type of QoS functionality that we wish to provide

has a direct impact upon how easily it can be supported by routers. Broadly
speaking, simple QoS services can be supported by simpler scheduler imple-
mentations. More complex QoS services with many parameters to be
controlled may require very complex techniques for managing the queues
within the routers.
When QoS is used at the network layer, once the traffic reaches the first

router, it is scheduled in order to achieve the required service. However, in
the wireless world, huge problems could occur in sending the data to the first
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router. Thus, there needs to be a link-layer mechanism that ensures that QoS
is controlled across the first link into the Internet. This QoS protocol is link-
layer-specific. It is assumed that the IP module understands the mapping
between the QoS protocols that it supports and the link layer protocols
and QoS classes. For example, the IP module may actually use some form
of link-layer reservations for the top-priority prioritisation traffic.

6.3.4 Signalling Techniques

Prioritization and Reservation
There are two main types of QoS solutions – reservation-based solutions
and prioritisation-based solutions. They essentially differ in how the user
communicates to the network about their requirements. In reservation-
based services, a node will signal its request for a particular QoS class
prior to data transmission. By providing a description of the data traffic, it
is possible for the network to use this information to allocate resources, on
either a per-flow or aggregate basis. This enables a large degree of control
over the use of the network, and hence can provide a good degree of
confidence that the required quality will be achievable.
In contrast, no advance network negotiation takes place with prioritisation

services. Traffic is simply marked to indicate the required quality class and
then sent into the network. This type of system can only ensure that higher-
priority traffic receives a better quality of service than lower-priority traffic. In
most practical implementations, this will be augmented by ‘service level
agreements’. These contracts may be thought of as a static signalling
mechanism. They may be used to restrict the amount of top-priority traffic
transmitted from any particular source, enabling the network provider to
make stronger probabilistic assurances of the nature of service that top prior-
ity traffic will receive.

Characteristics of Signalling Systems

To enable efficient use of scarce resources whilst also maintaining strong
probabilistic service guarantees, it is assumed that, especially in the 3G
environment, some reservation signalling will be required for real-time
services. The signalling may be carried with the data, which is known as
in-band signalling, or it may be out-of-band and thus separate from the data.
In-band signalling ensures that the information is always carried to each
router that the data visit, which is useful when routes change frequently, as
in mobile networks. Out-of-band signalling, as used in telephone networks,
is more easily transported to devices not directly involved in data transmis-
sion – for example admission control servers. Most importantly, however, is
the fact that in-band signalling requires an overhead to be carried in every
data packet. A simple in-band signalling system, requesting only real-time
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service for a specified bandwidth of traffic, could add an approximate 10%
overhead to a voice packet.
The signalling may be soft state, in which case, the reservation needs to be

explicitly refreshed. This makes it resilient to node failures. Conversely, a
hard-state protocol can minimise the amount of signalling. The telephone
network uses hard-state signalling – the caller dials only once. With a hard-
state signalling protocol, care needs to be taken to correctly remove reserva-
tions that are no longer required.
Different models exist in terms of the responsibility for generation of the

signalling messages. These models are often coupled with responsibility for
payment for use of the network. In a UMTS style of network, the mobile node
is responsible for establishing (and paying for) the required Quality of Service
through the mobile network domain for both outbound and inbound traffic.
This model does not require that both ends of the communication share the
same understanding of QoS signalling. It is a useful solution to providing
QoS in a bottleneck wireless network region. The mobile user essentially
pays for the privilege of using scarce mobile network resources. However, it
is less easy to provide true end-to-end QoS in this situation. Inter-working
units need to exist at each domain boundary that map between different QoS
signalling and provisioning systems, and this inter-working may break IP
security models. This solution typically assumes that the inbound and
outbound data paths are symmetric – true in the circuit-switched networks
in which this model was developed, but not necessarily true in the IP packet
network. Other solutions have one party responsible for establishing the QoS
over the entire end-to-end path. The standard Internet models assume that
the receiver is usually responsible for QoS establishment, as they receive
value from receiving the data. However, these solutions usually require that
the data sender also participate in any signalling and they retain ultimate
responsibility for any payment – this is seen as a possible mechanism for
limiting ‘junk mail’.

Wireless Efficiency

The limited, expensive wireless bandwidths mean that great efforts are
required to minimise any signalling overhead carried on the link. This
implies the need for hard-state signalling over the wire. This is easily
achieved using RSVP (discussed later), which allows the soft-state period
to be set on a hop-by-hop basis, although additional functionality is then
required to protect the network against hanging reservations – reservations
left as a result of incorrect application termination. Further optimisation of
signalling attempts to use one signalling message for several purposes. As an
example, the link-layer QoS request could be designed to contain enough
information (including destination IP address) to enable the wireless access
router to establish the network QoS without the need for the mobile to
transmit a network layer message. Avoiding this type of protocol coupling/
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layer merging helps to protect the future flexibility of the network. Similarly,
improved efficiency implies the need for wireless application specific infor-
mation to be passed to the wireless access router. However, unless wireless
specific applications are to be developed, for example using RSVP with
wireless extensions, such information would need to be configured into a
link-layer driver.

6.3.5 Admission Control

Call Admission Control Architectures
QoS treats some traffic preferentially to others, and this implies the ability to
reject traffic. The call admission functionality may exist at various places
within the network. These alternatives are illustrated in Figure 6.7.
In some solutions, each router is responsible for their own call admis-

sion decisions. Coupled with the Internet resilient routing, this enables a
system that has no single point of failure. Each node makes a decision
based on its complete knowledge of its current (local) state. However,
such a solution does not scale well. The processing overhead of call
admission would be significant for core routers, which route many thou-
sands of flows.
Therefore, an alternative solution is that only edge routers process call

admission requests. These nodes use their local knowledge of their current
state and make some assumptions about the rest of the network that enables
them to make a decision on behalf of the core of the network. In particular,
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they can assume that no traffic enters the domain without being subjected to
the same call admission scheme. The statistical effects of large numbers of
flows facilitate the decision making process.
A fully centralised system enables a decision to be based on global as well

as local knowledge. An edge router directs the request to the centralised
admission control unit. There are a number of benefits of this approach. In
addition to avoiding the scalability problems of the hop-by-hop approach,
this scheme may enable QoS where routers have no QoS support. It allows
the call admission mechanism to be upgraded and replaced easily. Centra-
lised admission is not well suited for schemes with per-flow routing, as then,
large amounts of communication would need to exist between every router
and the call admission server. In addition, certain types of call admission
criteria, in particular delay-based admission, are less well suited to centra-
lised admission schemes. This is because the centralised unit can never
know the actual full state of the network. Similarly, centralised admission
schemes are less suited to the mobile environment where the state of the
network is likely to change rapidly.

Admission Control Descriptions

Call admission may be based on a number of parameters that describe the
traffic. Increasing the number of parameters enablesmore accurate admission
decisions, leading to more efficient network usage. However, such decisions
tend tobemore complex and require a full analysis of the traffic characteristics
of each existing flow. At the other extreme, the information offered could be
simply the maximum bandwidth required. Such aminimal approach reduces
the amount of information that needs to be signalled across a network. This
approach is also more suitable when centralised call admission needs to be
supported. This is because a centralised unit can only ever have an approx-
imate understanding of the state of the network. Therefore, tomake admission
control choices, it needs to use approximations that have been found to be
most possible if bandwidth-based admission is used. From the point of viewof
a network operator, the use of peak bandwidth as the main traffic descriptor
also simplifies billing – as the operator can make a bill based on that one
parameter that reflects simply howmuchactual network resources are used.A
user canminimise their bill by doing traffic shaping to keep the required peak
bandwidth as low as possible.

Traffic Classification and Conditioning

Once the network has accepted that the data can be transmitted, and the
data are actually being transmitted, there are a number of functions that need
to be provided to ensure that the network is protected against malicious use.
As in call admission, these functions may be provided on a hop-by-hop
basis, or solely on entry and exit to a network. By using these functions on
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exit from a network (and terminal), steps can be taken to ensure that trans-
mitted data are within the contract, so that the behaviour through the
network is understood. Throughout this section, the term ‘QoS contract’ is
used to refer to either the dynamically signalled QoS contract or the static
contract described through the service level agreement.
The first stage, classification, is to identify the flow to which traffic belongs,

through analysis of the packet header. The packet can then be associated
with a particular QoS contract. As an example, packets between a particular
source–destination pair may be entitled to real-time forwarding provided
that a strict bandwidth limit is not exceeded.
Once the stream has been identified, traffic meters measure its temporal

properties against the QoS contract. This meter may pass state information to
other conditioning functions to trigger specific actions for each packet that is
either in- or out-of-profile.
One action that may be triggered by the measurement is traffic shaping.

This is the process of delaying packets within a traffic stream to cause it to
conform to the traffic profile. A shaper may be used, for example, to smooth
out the burstiness of traffic, as traffic that is near constant bit rate can be
managed more easily. This process in particular might take place in a term-
inal. A packet marker might be used to label traffic to ensure that it receives
the required QoS treatment through that network domain. Additionally,
packet markers might change the marking on a packet if the traffic has
broken the agreed contract. This re-marking ensures that the traffic does
not damage the QoS of in-contract traffic by ensuring that out-of-contract
traffic does not receive the requested QoS. This re-marking also acts as a
signal to the receiver that the QoS contract was violated – enabling action to
be taken by the end-to-end application. Packet droppers, which simply drop
packets, provide another means to handle traffic that has broken the agreed
contract.

Mobility Issues

The call admission architecture used has a significant impact on the
problems that might be experienced during handover. Therefore some of
these issues are examined. Solutions to overcome these problems are in
turn affected by the nature of the router and signalling mechanisms used
to provide QoS.

QoS Management During Handover

A handover occurs when a mobile node changes its point of attachment to
the network. This implies that the route taken by data will change. Any QoS
that has been established for that data, and particularly any reservation, will
therefore be disrupted. To ensure minimal disruption during handover, a
number of alternative mechanisms could be used. These are discussed in
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order of increasing complexity. For prioritisation QoS, little needs to be done
to manage QoS during or after handover, as all class descriptions are relative
and assurances are statistical.
The problem is more complex for reservation-based QoS (Figure 6.8),

where some service guarantees have been made. A reservation-based
handover is described as seamless if the application or end user cannot
identify that a mobility event has taken place. To some extent, this could
be managed through careful descriptions of the service classes – for exam-
ple, by stating that traffic will be delivered within a certain time bound
only 90% of the time. Thus, no attempt is made to provide QoS during
handover, simply to re-establish the QoS reservation after handover has
taken place.
One improvement is that each node simply reserves a portion of its avail-

able bandwidth to be used solely for traffic that enters the node as a result of
handover. This is known as a ‘static guard band’. There needs to be a
mechanism to enable nodes to identify the handover traffic, and also the
requirements of that traffic. This mechanism needs to be quick, as packets
affected will already be in flight. One way to manage this exists if an aggre-
gate, class-based service is provided, and packets carry an explicit QoS class
marking in the IP packet header (as is provided, for example, in the aggregate
DiffServ approach to QoS). Handover traffic can then be re-marked to the
(network internal) handover class associated with the reservation-based
service identified by the original class marking. For each reservation class,
there exists a guard band for use by this handover marked traffic. Traffic
should be remarked into this class by a node that recognises that a route
change has occurred; this node will assume that the route change has been
caused by handover. This assumes that state information about this reserva-
tion is held at any node at which the data path might diverge. Otherwise,
there is no way of identifying that a route change has occurred for that
particular traffic flow4. Thus, if the route were to diverge at any point within
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the domain (as might occur if a per-host routing mobility management
scheme is used), every node within that domain must have per-flow state.
This is illustrated in Figure 6.9. If a tunnel-based mobility management
scheme is used, the tunnel anchor nodes will need per-flow state.
Thus, we can see that reservation-based QoS cannot easily be used with

the simplest edge admission control schemes. To do so would severely
weaken the strength of QoS guarantees that could be made, as the amount
of traffic in any one class cannot be limited to any particular node, because
paths through the network could change rapidly as a result of mobility after
the reservation process has been completed.
The use of static guard bands means that bandwidth may not be used

efficiently, or more complex router schedulers will be needed to enable
best-effort traffic to use the guard band when not required by handover
traffic. This problem would become worse if a large number of different
reservation classes were supported. This system can be improved upon
when global information can be used to make the admission control deci-
sion – for example, using a centralised network management system – as
then the size of this guard band can be adjusted dynamically according to
the traffic distribution around the network. Such a node may instruct routers
to reserve a larger guard band if the neighbouring cells are all busy, as
handover is more likely to occur in this situation. Where nearby cells are
empty, very little capacity needs to be allocated for handover traffic. The

KEY ELEMENTS OF A QOS MECHANISM 225

4 Essentially, handover occurs on a per-flow basis, so per-flow call admission for the reservation
needs to take place again, even though once the call admission is complete, the data are treated on
an aggregate basis with other traffic in the same class.

Figure 6.9 Per-flow state is required at routers if reservation based traffic is to be easily identified
during the handover process.



nature of these policies, their complexity, and the assumptions they make
about user mobility are all areas under current research.
Using such procedures, it is possible to design a network such that there is

a high probability that, if the new route can support the handover, the hand-
over itself will be seamless. However, it is also possible that, for example, six
sessions simultaneously handover, of which five can be supported through
reservation once handover is completed, but during handover, all six suffer
degradation – the guard band becomes too full. To avoid this situation, either
the nodes involved in handover must communicate QoS state, which
couples the mobility and QoS protocols, or the admission control must
not be based on purely local decisions.
An alternative approach is required for traffic that does not carry a QoS

class marking, as is typical for traffic that is processed on a per-flow basis as
in Integrated Services. In this situation, each session could make reservations
for itself in nearby cells in preparation for likely handover. Thus, the session
inserts per-flow state at a number of nodes within the network. (These reser-
vations could be considered a form of dynamic guard band.) Since many
reservations may be needed, although only one will be used, this again
could waste bandwidth. Thus, these reservations are ‘passive’ – the space
is used by best-effort traffic until the reservation is made ‘active’. Since the
mobile node does not, and should not, know the network topology, pre-
reservation is improved by making the base stations responsible for the
passive reservations rather than the mobile node. This also reduces the
signalling load on the mobile node. Such pre-reservation schemes are diffi-
cult, as the route through the network is not usually identified until handover
has taken place. Therefore, such schemes couple the mobility management
and QoS reservation process. For example, some propose that this passive
reservation be made between every probable handover cell and a mobile IP
home agent. All traffic in both directions is forced to flow through the home
agent – this removes the possibility of any route optimisation. Other
approaches propose that the nearby base stations do passive reservations
on their wirelink, and that the current base station performs a reservation to
each of the nearby base stations. Then, all traffic is forced to go through to the
first base station, which then forwards the traffic.

Context Transfer Protocol

When handover occurs, network layer QoS typically needs to be re-estab-
lished. In a wireless network, the weakest link is often the wireless section. It
is most important that the reservation is established here extremely quickly,
even if no action is taken to manage the network QoS until after handover is
completed. It is assumed that the Layer 2 reservations will be established as
part of the handover procedure. However, Layer 3 information is required if
the wireless access router is to be able to associate incoming IP packets with
the relevant link-layer reservations. We assume here that there is a context
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transfer protocol that transfers such information between the wireless access
routers, as illustrated in Figure 6.10.
The context transfer protocol does not yet exist. It is being developed by

the SEAMOBY working group within the IETF in order to speed up the hand-
over process. The context transfer protocol might include security informa-
tion or QoS state information.

QoS Management After Handover

Where passive reservations have been used to manage the handover
process, there is no need for any further QoS restoration after handover
has occurred. Essentially, the call admission process was carried out in
advance of the handover. The other approaches to handover management,
however, require that the QoS reservation is formally re-established after
handover. Ideally, this process should be confined to the region impacted
by mobility and should not involve the mobile node in order to conserve
battery power and wireless bandwidth. Later, a discussion of RSVP, a specific
QoS signalling mechanism, will show how this can be achieved.
When the mobility management mechanism relies on establishing

tunnels, it is the responsibility of the tunnel end points (the mobility agent
and the wireless access router) to re-establish the QoS. For efficiency and
ease of processing, tunnels typically support a large number of flows within
the one tunnel, but this would require that the tunnel be established with
QoS suitable to support the highest QoS flow, which would usually be
wasteful of resources. Otherwise, multiple tunnels need to be established,
for example, one for each QoS class. Tunnels also need to be able to
correctly route all control messages – so reverse tunnels will be needed in
the case of RSVP. Whilst a number of Internet Drafts and RFCs exist addres-
sing the problems of tunnels and QoS, it is clear that this issue presents a
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large number of practical difficulties, with additional processing require-
ments and restrictions on network topology.

6.4 Proposed Internet QoS Mechanisms

This section briefly examines the QoS mechanisms that have recently been
developed within the IETF. Although these are well advanced, and indeed
some implementations have been made, they are still open to development.
As usual, attention will be focused on the wireless and mobile implications.

6.4.1 IntServ

The Integrated Services (IntServ) solution provides hard guarantees on the
QoS experienced by individual traffic flows. It does this through the use of
end-to-end signalling and resource reservation throughout the network. The
reservation is regularly refreshed. The IntServ architecture provides three
basic levels of service:

† The Guaranteed Service gives hard QoS guarantees with quantified delay
and jitter bounds for the traffic. It also guarantees that there will be no
packet loss from data buffers, thus ensuring near-lossless transmission.
This Service is intended to support real-time traffic.

† The Controlled Load Service makes the network appear to be a lightly
loaded best-effort network. This class is aimed at delay-tolerant applica-
tions.

† Best Effort (no reservation required).

To achieve this, IntServ requires per-flow state to be maintained through-
out the network. It was developed with the assumption that QoS was primar-
ily required for large-scale multicast conferencing applications. This led to
the decision to use delay-based admission control.
The best-known problem with the IntServ approach is its poor scalability,

because per-flow state needs to be maintained in the core network, where
thousands of flows may exist simultaneously. Also well known is that reser-
vations need to be regularly refreshed, which consumes valuable resources,
especially in bandwidth-scarce environments. Other problems are that the
call admission procedures and the routing scheduling schemes are complex
and rely heavily on the per-flow state. This is primarily a result of the use of
delay-based admission. For example, most IntServ buffers use weighted fair
queuing management schemes5. The guaranteed service may also lead to
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inefficient network use, especially within the core network. Whilst many
Internet Drafts have been published trying to overcome these problems,
the now disbanded IntServ working group issued a position statement saying
that the approach is only suitable for small networks. A further question that
has been raised with IntServ is that it provides absolute guarantees and
essentially duplicates some of the functionality already provided in RTP –
such as jitter control. Thus, an application that used RTP to provide stream
synchronisation would receive jitter control twice if it also wanted packet
delay controlled. This is another indication that it is overly complex.
TCP is not the only transport layer service that assumes near-losssless

transmission. This assumption also underlies the real-time QoS class defini-
tions. For example, the IntServ guaranteed service assumes that, if a router
buffer is not overfilled, the delay can be known and all loss avoided. This is
not sufficient in the wireless environment, where there is an (uncontrollable)
relationship between transmission delay and loss.

6.4.2 Multi-Protocol Label Switching (MPLS)

MPLS was originally presented as a way of improving the forwarding speed
of routers, but it has capabilities that enable an operator to provide service
differentiation. It is becoming widely used as a network management or
traffic engineering mechanism. It appears particularly suited to carrying IP
traffic over fast ATM networks.
The basic principle of MPLS is that routers at the edge of the MPLS domain

mark all packets with a fixed-length label that acts as shorthand for the
information contained in the IP packet header. This label identifies both
the route that the packet needs to take through the MPLS network and the
quality of service category of the packet. MPLS packets follow predeter-
mined paths according to traffic engineering and specified QoS levels.
The label is very short (32 bytes). Thus, once within the network, packets

can be routed very quickly on the basis solely of the label. This requires
significantly less processing than routing based on analysis of an IP packet
header.
MPLS can be used to provide a wide range of different service classes,

which could include reliable data transport and delay-sensitive transport
services. This service is guaranteed not on an end-to-end basis, but only
across the particular MPLS domain. This is a prioritisation service, and
service level agreements are typically used for admission control.
MPLS has received much favourable press, and is used successfully in

certain circumstances to provide some QoS today. Equally, however, it has
received unfavourable press. Concerns include the amount of processing
that is required to turn IP packets into MPLS packets, scalability, the impact
on routing protocol, and finally security. The security concerns primarily
apply to the use of MPLS to provide Virtual Private Networks (VPN), and
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they are twofold. First, MPLS for VPNs does not, by default, encrypt every-
thing, it is up to human operators to configure the system correctly – and
most security problems occur as a result of human error. Second, the humans
responsible for the configuration are typically the ISP, not the actual person/
company using the network. This highlights the key issue for MPLS – it
essentially moves intelligence back into the control of the network operator,
breaking away from the end-to-end principle.
In many respects, MPLS for QoS is similar to the DiffServ approach

presented below, although, to reduce the scalability problems, it is usually
used as a Layer 2 rather than a Layer 3 solution. It provides improved gran-
ularity of service at the expense of more complex administration. In itself, it
cannot provide end-to-end QoS configurable on a flow-by-flow basis.

6.4.3 DiffServ

The Differentiated Services (DiffServ) architecture aims to provide service
differentiation within the backbone networks. It provides a simple QoS,
with no signalling mechanism and QoS delivered only to aggregated traffic
classes rather than specific flows. Essentially, on entry to a network, packets
are placed into a broad service group by the classifier (Figure 6.11), which
reads the DiffServ CodePoint (DSCP) in the IP packet header (Figure 3.13),
the source and destination address, and determines the correct service
group. The correct group or class is determined through static service level
agreements (for example, packets from the boss are always given the highest
priority). The packets are then given a suitable marking – this may involve
changing the DSCP. Traffic shaping may then occur, for example to prevent
large clumps of data with the same DSCP entering the network. All packets
within a specific group receive the same scheduling behaviour. These beha-
viours can be simple to implement using class-based queuing6. Once within

QUALITY OF SERVICE230

Figure 6.11 Components in a DiffServ border router.

6 Here, each aggregate obtains its own queue, and then some discipline determines the service of
the queues. This discipline is fixed, and not changed every time a new flow arrives. The queues
themselves are served in a traditional ‘first in, first out’ format, so traffic flows within the same
aggregate can affect each other.



the network, routers only have to forward the packets according to these
network defined scheduling behaviours, as identified through the DSCP. The
complex processing (classification, marking, policing to ensure that no class
is oversubscribed and traffic shaping) only takes place at the boundaries of
each network domain. This may be done individually by the traffic sources,
edge nodes, or a centralised bandwidth broker may be involved. This is
sufficient to protect the network and guarantee the service for the aggregate
class.
A number of different classes have been defined. These include the Expe-

dited Forwarding (EF) class, which aims to provide a low-jitter, low-delay
service for traffic. The definition of this class is currently being tightened,
primarily to ensure that it can be easily used within the Integrated Services
over Specific Link layers (ISSLL) framework described below. Users must
operate at a known peak rate, and packets will be discarded if users exceed
their peak rate. The Assured Forwarding (AF) classes are intended for delay-
tolerant applications. Here, the guarantees simply imply that the higher QoS
classes will give a better performance (faster delivery, lower loss probability)
than the lower classes. These classes have cross-Internet definitions. Finally,
network operators are also at liberty to define their own per-hop behaviours –
use of these behaviours requires packet re-marking at network boundaries.
This appears to be a good solution to part of the QoS problem as it removes

the per-flow state and scheduling that leads to scalability problems within
the IntServ architecture. However, it provides only a static QoS configura-
tion, typically through service level agreements, as there is no signalling for
the negotiation of QoS. As with MPLS, end-to-end QoS cannot be guaran-
teed. DiffServ was only ever intended to be a scalable part of an end-to-end
QoS solution.

6.4.4 ISSLL

The Integrated Services over Specific Link Layers (ISSLL) working group was
initially formed to consider how to provide IntServ over specific link tech-
nologies, such as a shared Ethernet cable. One of the key ideas to come from
this working group is an approach to provide IntServ QoS by using DiffServ
network segments. This solution maintains the IntServ signalling, delay-
based admission and the IntServ service definitions. The ‘edges’ of the
network consist of pure IntServ regions. However, the core of the network
is a DiffServ region, and all flows are mapped into one of a few DiffServ
classes at the boundary – depending upon the implementation, in either the
edge or border routers of Figure 6.12.
This approach essentially treats the core of the network as a single (logical)

IntServ link. This ‘link’ is created by tunnelling (or IPv6 source routing) the
data and signalling messages across the DiffServ Core. This ensures that
routing table updates in the core do not lead to changes in the border/
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edge routers used by traffic. Traffic conditioning may exist both at the edge of
the network and at the DiffServ network boundaries.
The advantage of this solution is that it allows hop-by-hop call admission,

and flow-based scheduling at the edges of the network, where low traffic
densities make this the most practical way to achieve good-quality guaran-
tees. In the core of the network, the scalable solution of DiffServ scheduling
can be used, where hard guarantees on QoS can be made on the basis of
more probabilistic judgements.
From the above discussion, it can be seen that most QoS architectural

solutions may be based around the ISSLL solution, with attention paid to the
class definitions. This flexible approach, only standardised in late 2000,
should finally enable end-to-end QoS for the Internet. Already, small
RSVP/IntServ networks exist, whilst larger network operators are implement-
ing DiffServ core networks.

6.4.5 RSVP

The Resource ReserVation Protocol, RSVP, is a mechanism for signalling
QoS across the network. It is a key element of both IntServ and ISSLL
approaches described above. Although it is strongly associated with the
IntServ architecture, it is a more general QoS signalling protocol. Whilst
not widely interpreted by routers within networks, RSVP has been widely
implemented on a range of different terminals, including Microsoft
Windows.
RSVP is an out-of-band signalling system that operates in a soft-state

mode – although the protocol is flexible, and it is possible to operate
RSVP in a near-hard-state mode across any section of a network. This is
a particularly useful feature in wireless networks, where it is important to
minimise the amount of signalling to save both wireless network bandwidth
and mobile battery power. RSVP messages are sent end to end, but carry a
flag to enable them to be read and processed by network elements. RSVP
assumes that the receiver is responsible for establishing QoS (and, by
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implication, paying for the level of QoS it receives). It is a two-pass proto-
col. This ensures that it can handle asymmetric paths, and it enables the
sender to identify the nature of the transmitted traffic to the receiver (so that
the receiver can make an informed choice as to the level of QoS
requested). Whilst the receiver is typically responsible for the actual reser-
vation, the sender also implicitly acknowledges the suitability of the reser-
vation and so can be held responsible in any case of dispute. The sender
initially describes the data and identifies the data path. The receiver then
sends a reservation message back along the data path – to achieve this,
state is installed throughout the network. Initially, RSVP was designed to
operate on a hop-by-hop basis, but the ISSLL community has now consid-
ered the use of RSVP across DiffServ domains, where only the edge nodes
interpret the RSVP messages.

Details of RSVP Signalling

The main messages are PATH and RESV, which establish a reservation, and
PATH_TEAR and RESV_TEAR, which delete a reservation. The PATH
message is generated by the sender and propagates through the network
to the receiver, gathering information about the network. Each node that
processes the message records the session identifier and the address of the
previous (RSVP enabled) router. The RESV message, sent by the receiver,
actually chooses the required QoS and establishes the reservation. This
message is propagated back along the same path though the network via
each of the previous router addresses, as stored during the PATH stage. This
is needed because, typically, within the Internet, messages that flow in
opposite directions between two terminals will follow different paths.
Thus, without this support for reverse routing, control messages from the
receiver would not reach the nodes in the data path. PATH_TEAR and
RESV_TEAR messages delete the reservation – the PATH_TEAR message is
generated by the sender, whereas the RESV_TEAR message is generated by
the receiver. This also is propagated using the previous router address
mechanism. The process is indicated in Figure 6.13.
The message contents consist of a number of objects including the session

identifier, and the previous (RSVP enabled) hop address. However, most of
the message objects, in particular the following, are defined not by RSVP but
by the IntServ standards:

† The sender’s description of the traffic characteristics (TSPEC).
† The receiver’s desired QoS (FlowSpec).
† The network’s description of the capability of the Path (ADSPEC).

The traffic description (TSPEC) is supplied by the sender and carried in the
PATH message. Since RSVP was developed specifically for multicast appli-
cations, this TSPEC is not altered, even if the protocol discovers a network
bottleneck.
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As the PATH message propagates through the network, the network builds
the ADSPEC objects. There is an ADSEPC object for each service that the
network supports, and it indicates the amount of resources that are available
for that type of service7. It is up to the receiver to determine the best service
for its requirements. The network information contained in the ADSPEC
includes:

† If there is a non-IntServ hop.
† The maximum transmission unit (MTU) size.
† The minimum path latency – Zero if no information is available. This is a

representation of the expected (distance related) transmission delay.
† The path bandwidth estimate – The amount of bandwidth the receiver

could ask for within the service; this bears no relationship to the band-
width the sender might want.

† Parameters that enable the receiver to calculate routing delay.

The receiver uses the PATH information to determine what reservation it
should make in a RESV message. This is described in the FlowSpec object.
This message must be forwarded to each router in the data path using the
reverse route installed during the PATH set up stage. Within the ISSLL
architecture, the DiffServ region must append a DiffServ class object to
the message that tells the sender (or previous node) which DiffServ class
to use.

QUALITY OF SERVICE234

Figure 6.13 Establishing a uni-directional RSVP reservation.

7 Services here are typically the IntServ guaranteed and controlled load services.



Use of RSVP in a Mobile Environment

In the section on QoS management after handover, a need was identified for
a process that repairs the reservation after handover, whilst minimising the
signalling and processing load on both the network and mobile terminal.
Where the mobility is managed through manipulation of the routing tables
(as in the per-host forwarding mobility management schemes), the RSVP
local path repair mechanism is an example of a suitable process. As in the
case of handover markings, this assumes that the divergence/convergence
nodes hold per-flow state. When a node detects a change in the set of
outgoing interfaces for a destination, RSVP can update the path state and
send PATH refresh messages for all sessions to that destination. The delay
between detecting a path change and sending a path change message is
configurable and should be adjusted to give the mobility management
mechanisms a chance to build the path. Once the new path message reaches
a node that recognises that the message is a result of local path change, it
should send a RESV message immediately – thus, the end nodes need not
know that the path has changed. Essentially, local path repair is using the
detection of a routing change rather than a timer to initiate the soft state
refresh messages. It enables quick re-establishment of QoS.
There are a couple of potential problems with using this in the mobile

environment. The first is that the mobile node is always either the divergence
or convergence node, and so, using straight RSVP local path repair, this
mobile node would have signalling and processing requirements placed
upon it. Where the context transfer protocol is used, this situation can be
avoided (Figure 6.14).
Figure 6.14 also indicates that the old reservation is explicitly removed in

this process. This is not part of the standard RSVP implementation, which
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relies on unnecessary reservations being removed through the soft-state
management. However, in bandwidth-restricted networks (mobility and
wireless networks), this process may not be sufficient. RSVP may be operated
in near-hard-state mode to minimise the amount of signalling that is needed
within the network. This could then result in ‘hanging reservations’ being left
after a mobility event. Such hanging reservations could also be left if a
session is incorrectly terminated. Thus, if RSVP is used in near-hard state
mode through the network, additional mechanisms need to be in place to
protect the network. An example of how to achieve this could be to use data
traffic as an implicit reservation refresh indicator.
The approach described above essentially fixes the reservation after the

handover has taken place – which leaves the problem of what happens to
data whilst the reservation is being repaired. Other approaches to the hand-
over problem in RSVP have also been devised, essentially using the active
and passive reservation approach previously outlined. These ensure that a
reservation is in place as soon as handover occurs – although with the
penalty of additional complexity and scalability problems.

6.4.6 Summary

This section has looked at some of the mechanisms that have been proposed
to enable the Internet to provide real-time QoS services. After reading this
section, the reader may feel that there is no complete solution for this
problem that will work in a fixed, let alone mobile, environment. IntServ
is too complex and non-scalable, MPLS and DiffServ do not provide full end-
to-end QoS solutions, and ISSLL is a framework for a solution, not a solution
in itself, and relies on RSVP, which in turn needs some fixes to work well in a
mobile environment. However, many of the required elements are present,
and solutions exist for many of the potential problems. The following section
therefore looks at one way in which a solution can be created. Within all
this, however, it is worth remembering that both DiffServ forwarding beha-
viours and RSVP are being modified within the IETF, to reflect how people
actually use them.

6.5 IP QoS for 3G – A Possible Solution

This section now describes one way in which a network operator offering
wireless access and mobility support to its users could extend their domain
to support QoS. This idea is one of those generated within the EU BRAIN
project. This is certainly not the only approach that could be taken, nor is it
necessarily the correct approach – after all, many of these ideas are still being
developed in the research arena.
The main focus of this network QoS mechanism is to provide one, real-

time, service in addition to the normal best effort service. Other DiffServ-
based prioritisation QoSs can be easily added to this domain and managed
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through service-level agreements that exist between the user, the mobility
domain, and other Internet domains. The introduction of such services
would not affect the behaviour of the described real-time service.
This real-time service requires that data be transmitted across the entire

network in less than 200 ms, and that no losses due to network congestion
should occur.

6.5.1 Overall Architecture

The overall architecture (Figure 6.15) is based upon the ISSLL architecture.
This is because it is likely that ISSLL will be the QoS direction taken by the
Internet community – already, terminals and local area networks exist that
implement IntServ, and core network operators are implementing DiffServ-
based core networks. In keeping with this, RSVP is used as the signalling
protocol for real-time services.

Within the mobility operator’s domain, it is assumed that a per-host
forwarding mobility management scheme is used. Such a scheme minimises
the use of tunnels. This mobility management zone is assumed to be the
same as the region of the network where a per-flow QoS state needs to exist
at every router. Since this is the edge of the network, scalability issues are
minimised. This is not the only option but simplifies the following descrip-
tions.
The tables then summarise the design choices made, Table 6.1 covering

the generic QoS choices and Table 6.2 focusing on specific mobility and
wireless issues.
The key to this design is how the absolute guarantee of delay is made

whilst only using a DiffServ network. This is achieved by using a special
DiffServ class definition – the bounded delay service. This service allows the
making of hard guarantees on the maximum delay that a packet will experi-
ence at any one node, and is discussed in more detail later. The total delay is
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made up of a number of elements: transmission delay, router delay, and the
delay across the wireless interface. At the network layer, the individual
maximum router delay for the bounded delay service is easily configurable,
and the total router delay then depends upon the number of hops in the
system. It is possible to build the network layer QoS using the bounded delay
service that enables most of the delay budget to be used for transmission and
the wireless link. This does not require that all network domains use the same
mechanisms for supporting real-time services.
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Table 6.1 Summary of generic design decisions

Topic Choice Made

Layers of Quality – Transport Layer All parameters except delay can be managed at this level.
Good options are RTP for jitter and stream synchronisation
and TCP for loss

Layers of Quality – Network Layer Delay is the only critical parameter to manage at this level
Layers of Quality – Link Layer Delay control to support the network layer QoS. Additional

loss control mechanisms assumed
Routing Aggregate, DiffServ scheduling for speed and scalability

Scheduling complexity is minimised, with simple FIFO
queues by using bounded delay service for hard real-time
traffic

Call Admission Hop by hop admission for the reservation based traffic in
mobility zone. This enables firm QoS guarantees to be
made. Edge (gateway) router admission control assumed for
backbone, where statistical effects can be used to
strengthen QoS guarantees
Peak bandwidth only required, but full IntServ parameters
carried for inter-operability

Signalling System Out of band to save bandwidth
Dynamic (ie per flow) RSVP for reservation based service.
Service level agreements for prioritisation services
Hard state signalling may be used on a hop by hop basis

Table 6.2 Shows mobility and wireless design choices

Topic Discussion

Coupling between QoS and mobility Minimised. Larger coupling is required to repair
reservations in tunnel based mobility management
schemes

Behaviour during handover Context transfer protocol establishes reservation quickly
over wireless link. A special DiffServ class is used by traffic
during handover to enable it to access a static guard band

Behaviour after handover RSVP local path repair, as described above is used to
restore reservations

Wireless Considerations Considered within limitations of layered model, and
compatibility with existing protocols
Mechanisms internal to routers are the responsibility of
wireless router manufacturers



6.5.2 Bounded Delay Differentiated Service

One of the key differences between this solution and standard ISSLL IntServ
over DiffServ is that DiffServ routers are used in the domain at the edge. This
provides for easier mobility management by using DiffServ to mark, and
preferentially treat, packets belonging to nodes that are in the process of
handover, avoiding the need for complex pre-reservation schemes. Also,
DiffServ requires simpler scheduling and admission control mechanisms
than traditional IntServ. Nevertheless, hard, rather than statistical, QoS
delay guarantees can still be given.
The bounded delay (BD) service has been proposed as a means to provide

scalable, guaranteed real-time data transport within the Internet. It allows
flows to have a guaranteed bandwidth and low, quantifiable queuing delay,
whilst routing is simply based on traffic aggregates that are identified through
the DSCP marking. In the general case, it does not require any per-flow state
to be held at routers, and admission control is based on a bandwidth sum,
making this much more scalable than the IntServ guaranteed service, for
example.

Basic Operation of Bounded Delay Service

For each output port, a node has a certain amount of bandwidth that is
allocated to this service. Provided this bandwidth limit is not exceeded
(closed queue with the maximum arrival rate of traffic known and less
than the departure rate), all traffic using this service at that node has the
same, guaranteed, worst-case routing delay. All traffic for this service can
be scheduled using simple FIFO queuing algorithms. This worst-case delay is
fixed for that output port, and is described by Equation 6.1.

Delayworst_case ¼
N p MTUBD 1 MTUBE

R
ð6:1Þ

where N is the number of active BD flows destined for the output port, and
each arrives on a separate input port, MTUBD and MTUBE are the Maximum
Transmission Units of the bounded delay and best effort flows respectively,
and R is the link speed of the output port.
In addition to the worst-case delay bounds, the authors propose the use of

additional statistical delay bounds, to be used in the core of the network. If a
worst-case delay is always used in call admission decisions, this can lead to
an inefficient backbone network with calls being refused unnecessarily. This
is because the worst-case delay will be very rarely experienced at each stage
across the whole network path, especially where there are large numbers of
flows, so that it becomes very unlikely that BD packets will arrive simulta-
neously on every input port. Thus, regions can be defined where different
admission control strategies may be used, giving significant efficiency gains

IP QOS FOR 3G – A POSSIBLE SOLUTION 239



within backbone networks. In many cases, a simple bandwidth sum is suffi-
cient to determine admission control, whereas in the worst case, a band-
width sum per input port is sufficient.
Users of this service must request some of this service’s bandwidth. This

request is propagated through the network, and resources are reserved at
each node. The user then marks the traffic with the required code point and
must constrain their traffic to the agreed peak rate. To minimise the peak
bandwidth required, a token bucket traffic shaper with the bucket depth
equal to the maximum packet size may be used. In common with other
DiffServ networks, traffic needs to be monitored (‘policed’) at entry to the
network. However, other functions such as traffic shaping and marking are
not necessarily required.

Building a Network Behaviour from the Bounded Delay DS

The above section has just described how to build a router that can guaran-
tee the maximum delay that a packet will experience at that router. In Diff-
Serv terminology, this is known as a per-hop behaviour. However, users are
not so much interested in per-hop behaviours as in the whole behaviour of
the packet across the network.
The delay that a packet experiences through the network is the sum of the

router delays and the transmission latency. To build a real-time service, the
end-to-end transmission delay budget is 200 ms. For a transpacific transmis-
sion, the transmission latency will not be less than 80 ms.
The use of a wireless network can increase this transmission latency.

Wireless networks need time to overcome the very high losses associated
with transmission over wireless interfaces. The wireless transmitter typically
needs 10–100 ms to achieve wireless transmission – this figure depends
upon the type of wireless system used and the probability of successful
transmission. A period of 20 ms will be assumed as typical for this example.
Furthermore, both end terminals could have wireless interfaces.
Thus, this leaves no more than, say 80 ms available for total router delays

through the network. Internet packets have a maximum number of routers –
usually 30 – that they can be transmitted through before the packet is
destroyed as undeliverable. This prevents circular routing problems. Thus,
the delay budget for router delays should be imagined as being divided
between 30 routers. However, the delay budget should not be divided
evenly between all routers, as the worst-case delay of a bounded delay
router will be higher where the output port is a low-bandwidth link. Other-
wise, analysis of the equation above shows that either the maximum packet
size (MTU) or number of bounded delay flows simultaneously supportable
would need to be severely restricted – this is illustrated in Figure 6.16. This
figure shows that to achieve a worst-case delay fixed at 2 ms, for 1500-byte
sized packets, no BD flows would be possible until the output port had a 50
Mbit/s bandwidth. Note that since this is a result of blocking on the output
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line caused by a packet already in transit, this is not specific to BD, and can
only be avoided if packet transmissions are aborted to allow fast traffic to
queue jump.
This service only provides delay control – there is no separate jitter

control. The maximum jitter is equal to the maximum (routing) delay. This
has implications for the size of buffers that are required to ensure smooth
playback of data. It is also worth noting that large buffer storage times add to
the overall delay that data experience. Since RSVP enables the routing and
transmission delay information to be gathered separately in the ADSPEC
object, large transmission delays do not necessarily lead to large jitters.
We can make a rough estimate of the required size of a buffer for real-
time voice and video, as illustrated in Table 6.3.

Thus, buffer sizes are well within a tolerable range (cf. for example the
usual 8-kbyte TCP buffer). However, it is worth remembering that wireless
networks may add additional jitter to a real-time stream (although ARQ loss
management, a large source of jitter in wireless networks, is probably not
suitable for real-time traffic).

6.5.3 Mobility Management

The original BD service description only requires a bandwidth sum to be
maintained at each bounded delay node. It assumes that some additional
policing is used to prevent denial of service attacks. It further assumes that
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Figure 6.16 Minimum bounded delay of a node is determined by size.

Table 6.3 Buffer sizes required if jitter is not controlled independently from delay

Voice Video
Bit rate 64 kbit/s 2 Mbit/s
Total routing delay ¼ maximum jitter 60 ms 60 ms
Required Buffer size 0.5 kbytes 15 kbytes



RSVP is not used – it assumes sender-initiated QoS. This avoids the require-
ments for per-flow state in every node and ensures that QoS control messages
follow the same route as the data. This eliminates scalability concerns and
allows this service to be used throughout a core network to provide hard real-
time QoS. However, as previously described, per-flow state must be main-
tained at each node of themobility domain in order to handlemobility events
– eachnodemust police eachflow to enable it to identify correctlymarkedBD
traffic that has been re-routed away from the original reservation. Thus, RSVP
signalling is no extra overhead. BD is still considerably less complex than true
IntServ routers, where more complex scheduler techniques and more
complex admission control decisions would be needed.
If a tunnel-based mobility management scheme is used, the simplicity of

the QoS mechanism makes it easier to manage QoS in the tunnels. BD does
not guarantee flow isolation: flows are treated as aggregate flows. Thus, a
tunnel can be created whose total bandwidth is simply the sum of the band-
width of all the BD flows to that destination. This minimises many of the
trade-off complexities associated with QoS in general in tunnels.

6.5.4 Signalling

Reservation-based services are provided through interpretation of end-to-
end RSVP signalling messages carrying IntServ objects for traffic description.
Although most of the information in the IntServ objects is irrelevant for the
service described, this choice is fundamental to building a system that is
naturally compatible with end-to-end Internet QoS.
Readers may be concerned at the use of RSVP within a mobile network.

However, it is worth observing that many of the problems claimed about
RSVP are actually problems that relate to how RSVP is used in IntServ
networks. For example, RSVP is scalable, but its use hop by hop throughout
a network with regular refresh messages as described in pure IntServ is not
scalable. RSVP does not add a huge overhead to traffic. If used in a hard-state
fashion, it adds barely a 1% overhead to heavily compressed voice traffic.
This section verifies that RSVP messages, as used in ISSLL, will provide a

suitable signalling mechanism for the bounded delay service, as described
above.
One issue is that the standard RSVP traffic descriptor, or TSPEC, provides

no indication to the network or receiver that the traffic described is delay-
sensitive. To achieve this, the sending node would have to prepare an
ADSPEC object only for the real-time (guaranteed) service. The advantage
of this is that it enables a mobile sending node to include an estimate of the
transmission delay associated with its local wireless link. A further advantage
of this is that it will limit the overall size of the RSVP message, as, otherwise,
ADSPEC objects about every available network service would be added to
the message.
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One problem with using standard IntServ RSVP is that, whilst the TSPEC
includes a field for the peak data rate, it is allowable to set this to infinity, so
this field cannot be relied upon to do call admission. Thus, for the bounded
delay service, some heuristic may need to be used, which relates the mean to
peak bandwidth.
It is fairly easy to ensure that the delay factor in the ADSPEC object is

correctly entered. Each node providing the guaranteed service must obey
Equation 6.2. The bounded delay node sets the D parameter to represent the
fixed worst-case delay of the node. It does not need to add anything to the C
value.

Delaymaximum ,
Size of bucket

Bandwidthrequested
1

C

Bandwidthrequested
1 D ð6:2Þ

where C is the bandwidth dependent delay (in bytes) and D is the bandwidth
independent delay (in microseconds).
The main benefit of the ADSPEC object is that it allows a receiver to

determine how the end-to-end behaviour can be understood from the indi-
vidual per-hop behaviours that are described by DiffServ classes and
reserved, in the case of BD, at each node.
A bounded delay node may also set the maximum available bandwidth to

the (estimate) of the peak bandwidth (from the TSPEC). This prevents the
receiver from asking for more bandwidth than is required in an attempt to
reduce the delay. This results from the tension between the IntServ (delay-
based admission) and bounded delay (bandwidth-based admission) admis-
sion schemes. In an IntServ network, a receiver can minimise delay by
requesting a larger share of the bandwidth (to the extent that if a user has
access to the entire bandwidth on a link, the routing delay simply depends
upon how much data they push down the link). This relationship does not
hold in a BD network. Such a relationship is also not good to publicise in
general wireless networks, where bandwidth efficiency is key.

6.5.5 Discussions

This section has attempted to identify how QoS might be provided in a
network that has mobility support and wireless access. The QoS solution
finally proposed integrates easily with the ISSLL framework, ensuring that
true end to end QoS should be achievable as networks are slowly upgraded
to support QoS. The system can provide both reservation and reservation-
less QoS. Mechanisms can be included to improve QoS during handover,
and it can be seen that manufacturers of wireless network equipment have
much scope to provide link layers suited to the transmission of IP traffic.
A fundamental difference between this design and that of current mobile

systems is that it assumes that the data receiver is responsible for requesting,
and paying for, the QoS provided – because the data received are of value to
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them. Mobile networks assume that the mobile node will establish QoS in
both receiving and sending directions, and that the mobile user will be
responsible for any charges that result. Whilst billing has not been explicitly
covered, one observation is that, if RSVP is used as described above, the
sender is responsible for a traffic descriptor and the first portion of the
ADSPEC, whilst the receiver is also involved in the negotiation. One of the
parties should know that they are wireless. Thus, it should be possible to split
accounting, such that a receiver typically pays, but a mobile user may pay a
premium. Indeed, the actual model for RSVP is ‘receiver pays, but sender is
ultimately responsible’, in the hope that this would prevent junk traffic. In a
general mobile network, there is also much scope for application layer
proxies (SIP servers, mail servers, etc.) to provide this level of protection.
One of the main differences between this discussion and current mobile

QoS systems is that the emphasis has been on how end-to-end QoS, includ-
ing end-to-end reservation-based QoS, may be achieved. Most mobile
networks are designed simply to provide QoS within the mobile operator
domain. This is in part because the natural QoS on mobile networks is often
very poor compared with fixed networks, so this investment brings benefits
to users, even if they are not guaranteed true end-to-end QoS. Also, this is in
part a reflection of the slowness of the development of Internet QoS.
However, Internet QoS is now at a sufficiently advanced stage that many
good guesses can be made as to its likely nature. Thus, it is more sensible to
introduce a system that can be used end to end, or within the mobility
domain, as required. Within the solution described, it is possible to provide
QoS only in the mobile domain by use of network proxies for the end-to-end
messages. Current RSVP proxy Internet drafts have had many weakness, but
this is one area that has been studied under the BRAIN EU project, to which
the interested reader is referred for fuller details of localised RSVP. Correct
implementation of such mechanisms, which would require some additions
to the RSVP specification, would enable them to be used alongside end-to-
end QoS, without requiring different protocol implementations or extra
signalling overhead.
None of the QoS solutions considered have addressed the soft handover

problem (Chapter 2) of CDMA networks. As a reminder, to manage effi-
ciently handover in CDMA systems, frames are duplicated and sent to the
mobile via several base stations. These frames must arrive at the node within
about 50 ms of each other. Although the IntServ solution to QoS can expli-
citly control both jitter and delay, and can handle multicast well, and so
could achieve the required delivery, it does this on an end-to-end basis at an
application’s request. An application does not want to have to make different
QoS requests dependent upon the type of link layer used, nor does it want to
have an end-to-end IntServ guaranteed service provided for some non-inter-
active file transfer, just to handle the soft handover problem. One way to
manage the problem is to devolve this to Layer 2, as in CDMA networks.
From an IP perspective, this could be considered as using an extended link

QUALITY OF SERVICE244



layer (Figure 6.17) – the link is space-multiplexed rather than, say, time-
multiplexed as for Ethernet.

6.6 Conclusions

This chapter has concentrated on developing the mainstream IETF ideas on
QoS to enable them to operate in wireless and mobile environments.
Although often a key driver in QoS systems, the issues that may be caused
by multicast in such a mobile wireless environment have been deliberately
avoided.
To date, however, only small test-bed networks have been built to verify

some of these ideas. This is particularly true of support for real-time services.
One particular outstanding issue for IP over wireless QoS is the poorly under-
stood problem concerning interactions between the wireless link and the
network layer QoS mechanisms.
QoS is achieved by building increasing levels of functionality into the
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network. In many ways, it therefore goes against the IP principles. One issue
for IP QoS is essentially how to achieve high levels of QoS, such as that
required for voice services, whilst maintaining the low level of network
functionality and remaining true to IP principles. Critics of IP networks
believe that achieving the same level of QoS for voice-over-IP as current
telephony will always be more expensive than the telephony networks.
Conversely, critics of the telephony network claim that those networks are
over-engineered, and that they would rather have significantly worse QoS, at
a significantly cheaper price! Despite recent good progress, there is clearly
some way to go before these issues are resolved.
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7
IP for 3G

7.1 Introduction

In this final chapter, it is appropriate to revisit the theme that started the book.
Chapter 1 outlined some of the reasons why IP should be introduced into 3G
networks; this chapter will explain in greater detail the technicalities of how
IP could be introduced. One result will be that a network is developed that is
much more faithful to the original ‘Martini’ vision than current 3G incarna-
tions.
This chapter will begin by applying the IP design principles, plus the QoS,

mobility management, security and service creation pieces from the preced-
ing chapters, to sketch out a vision of an ‘all-IP’ mobile network. Of course
this will be open to debate and will reveal the author’s own prejudices about
the meaning of ‘all-IP’. This is a serious point, as the term ‘all-IP’ has come to
be used in several ways, some of which do not adhere to the concepts
outlined in this book. An IP architecture is in fact quite different from the
traditional cellular systems that are defined by the network elements, the
interfaces between them, and the protocols that run other those interfaces.
The IP approach has very weak interfaces and largely concentrates on proto-
cols – typically one protocol providing a single function – which are devel-
oped independently and are not tightly integrated to either each other or a
particular underlying network structure. Another point is that there are still
many holes that IP technology currently cannot fill – areas where work still
needs to be done to replicate some of the functionality of the tightly inte-
grated/proprietary standards of 3G.
Having outlined a vision for this all-IP future, this chapter will detail an

imaginary journey of a user of said network, seeing how they are able to
access all sorts of multimedia services and be able to select network opera-
tors based on price and performance. The economic case for IP in 3G was
made in Chapter 1; this chapter will concentrate on the potential user advan-
tages and note the compelling similarity of what an all-IP network offers with
the original vision of 3G when it was conceived in the late 1980s.

IP for 3G: Networking Technologies for Mobile Communications
Authored by Dave Wisely, Phil Eardley, Louise Burness

Copyright q 2002 John Wiley & Sons, Ltd
ISBNs: 0-471-48697-3 (Hardback); 0-470-84779-4 (Electronic)



Next, the chapter examines how UMTS is adapting to the IP pressure and
critically examines what the next releases (R4/5), often dubbed ‘all-IP’ in the
sales brochures, have to offer and how they compare with the vision. There
are also other initiatives on the IP front – including a move to utilise Wireless
LANs and, possibly, integrate them with UMTS, which will be investigated
briefly.
Finally, having rejected R4/5 as insufficient to merit the coveted award of

being ‘all-IP approved’, the question arises: Is 4G going to be all-IP? The
answer is yes, because this is always stipulated as a requirement for 4G but,
as will be seen, the whole affair becomes caught in the mire of ‘what is 4G?’ –
a note on which it is, perhaps, appropriate to end a book called IP for 3G.

7.2 Designing an All-IP Network

7.2.1 Principles

How should an all-IP network be designed? By expanding some of the
principles described in Chapters 1 and 3:

† Layer transparency – The interface between the layers should be clear-cut,
and each layer should offer a well-defined service to the layer above. Also,
the service does not open the PDUs (protocol data units); it accepts themas
unopened packages and acts only on the information given with the PDU.

† A corollary of layer transparency is that layers should not be broken –
Layer 7 (applications) are not talking to Layer 2 (link layers) (except possi-
bly to configure them in a management sense). The layers can then be
changed independently (e.g. swapping wireless LAN for Bluetooth) with-
out the whole comms software stack needing to be re-written.

† End to end – The terminals do as much of the work as possible; since they
really know what they want, it is more efficient to provide the service end
to end. Hence, packets always carry the full destination IPaddress and not
just a label or ATM VC identifier. However, there is a need to avoid
terminals requiring car batteries. If the access network can reduce the
signalling load, that is probably a good thing.

† A corollary of this point is that the transport network should do just that –
transport, and nothing else. No call control, no unnecessary functionality
and the added functionality (intelligence) such as it is, moves to the edge
of the network.

† IP networks should be modular – To allow rapid evolution and exploita-
tion in novel ways as well as incremental roll-out. This will only happen if
the components are capable of independent evolution/replacement with-
out the need for a complete upgrade of every layer/component. The inter-
faces between the components should allow freedom of variation. It all
works as long as the new protocol has the correct interfaces and performs
the required function (e.g. packet delivery).
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† IP networks are designed to allow, if required, the value chain to contain
several players – There are very few interfaces; the network simply deli-
vers packets, and services are created at the edge. An example of this is
the ‘dial IP’ architecture – some network providers allow the user access
to a range of ISPs. ISPs in turn allow the user access to a range of online
booksellers, and the user can buy items from the Internet with a range of
credit cards.

† Mobile networks must reuse as much as possible the transport, protocols,
and applications from the fixed world. Mobile always has been, and
probably always will be, a small fraction of the total network traffic.
Spectrum in the 0.5–3-GHz range is expensive, using spectrum efficiently
is complex, and improvements in spectral efficiency (i.e. the bit rate that
can be squeezed into a particular chunk of spectrum) are modest. In fixed
networks, the capacity of fibre optics is truly vast; Moore’s law operates on
the transmitters and receivers – meaning that 40 Gbit/s can now be trans-
mitted for much the same cost as 155 Mbit/s a few years ago. ADSL and
Gigabit Ethernet cost a few pounds and so forth. So, the fixed world drives
the low-cost, volume transport market – implying that mobile networks
should use standard IP routers, i.e. what is used in the fixed world today –
and interfaces in standard ways. It also implies that for users and devel-
opers to gain maximum economy of scale, the same e-mail client should
be used – implying the same TCP socket – implying the same IP transport
underneath.

7.2.2 Overall Architecture

The first issue is the scale of the network – where does it start and where does
it interface with other networks? Without doubt, the network starts at the
base station end of the radio link. There is one, and only one, Layer 1/Layer 2
radio hop, then the IP packets are reconstituted (if they were segmented for
the radio hop), and then the addresses on the packets are used for the next
hop. There is definitely no ATM, AAL2, MPLS or other network layer switch-
ing/routing going on. This is a vital point – the BTS, Node B, or transmitter –
depending on the terminology used – is an IP router and routes packets. An
extensive non-IP network, even a few ‘hops’, is breaking the IP architecture
principles.
The second issue is that there should be a specific access network – to

conceal all the mobility management and ‘lumpy’, edge of network QoS,
from the rest of the Internet – as well as hiding issues such as the high error
rate over the air, and the fact that radio coverage sometimes disappears and so
on. What is meant by lumpy QoS? At the edge of the network, if a 1 Mbit/s
video session hands over fromaneighbouring cell, it canhave a great effect on
the local resources. If a 3G cell is offering 2Mbit/s per cell shared between all
the users, 1 Mbit/s is a 50% change of resources, and that might imply that
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therewould have to be drastic reductions in bandwidths of six students brows-
ing the web to fit it in. The whole nature of the real-time/non-real-time traffic
leaving the cell may have altered. In the core, however, with highly aggre-
gated traffic, the likely changes in traffic load and type are much smaller, and
changes take place over longer time scales (e.g. busy-hour).
At the core-facing edge of the access network, there should be a normal

Internet gateway (running Border Gateway Protocol (BGP) and perhaps
acting as a firewall) – in fact, there should be several of them for resilience,
scalability, and shorter paths through the network. The access network
operator can provide services such as e-mail and web hosting from within
their network, or the user can obtain services from any service provider
through the Internet.
Figure 7.1 shows a first attempt at the architecture – instead of Node Bs,

there are Mobile Access Routers; the Gateways corresponds roughly to a
GGSN.

7.2.3 Routing and Mobility

Clearly, mobility is needed in a network, so that users can be reached for
incoming sessions and so that a session (such as voice) can continue when a
user hands over across access routers. Following the discussions in Chapter
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5, the problem can be broken down into three parts – paging, routing
updates, and signalling between the access routers. For the final item, a
promising approach is the IETF’s ‘fast mobile IP’ approach of having a
temporary tunnel between the access routers. However, there is still a choice
of how to do the routing updates. In this case, a per-host-forwarding scheme
is most likely the ‘purest’ solution, IParchitecturally speaking. This is because
tunnelled solutions, like Mobile IP and its variants, are an admission of fail-
ure. The underlying network does not deliver the packets properly (its only
real job remember from the discussion above), and so a new tunnel anchor
(e.g. the Home Agent) must be employed. The packets themselves are
hidden away, and so are their headers – so things like QoS and security
are difficult. Also there is the limitation of future evolution (and present
services): how will multicast work if all the traffic to mobile users is being
tunnelled? One tunnel will be needed per user, and the multicast (or anycast)
advantage is lost. Suppose 90% of future mobile services turn out to require
multicast. A per-host scheme does exactly what an IP network should do,
according to the IP principles: deliver packets.
How are hosts identified? They will need an IP address belonging to the

access network where they have roamed, and the address needs to be glob-
ally routable. This address must be given up when the host leaves the domain
(i.e. the routers within the ownership of one organisation).
Now, having established that an IP address is needed, it will be received

either when the user signs on or only when the user starts transmitting or
receiving packets. The address will be returned perhaps when the user leaves
the domain, or when they have finished their session (i.e. no more data for a
‘while’). It would be unlikely for an address never to be returned (i.e. becom-
ing a user’s permanent id), since domain owners will not want users walking
off with their addresses.
It turns out that per-host schemes work best by limiting users to having a

valid IP addresses only when they are in an active session, i.e. they do not
have one whilst in idle mode – otherwise a lot of state (spaghetti routing)
builds up in the routers from tracking terminals that are moving but not
communicating. This implies that paging (i.e. alerting an idle mode terminal)
cannot be done on IP addresses. Now for the controversial part. Imagine a
session layer id, a SIP URL – sip:dave.wisely@bt.umts. In this scheme, paging
is triggered by SIP INVITE messages being forwarded from a user’s home
domain’s proxy server (in this case, the domain bt.umts). When the user
enters the IP Access Network (AN), they register this with their home domain
SIP registration server – meaning that INVITE and other SIP messages are
forwarded to the AN. The SIP proxy in the AN consults its local registration
server to discover the user’s paging area identifier – which could be the
multicast address for that group of access routers. When the user has been
paged, they acquire an IP address and report this back to the registration
server, allowing the INVITE message to reach the user. In addition, there is no
need for paging for mobile-initiated sessions – the user just acquires an IP
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address in the same way as dial-up works today. Some say this is not at all in
the spirit of the IP architecture, and that anybody should be able to send IP
packets of any type and to receive them. For example, home agents always
have a care-of address to send even a single packet. This is rather pointless in
mobile networks, as it will always come at a cost to the network perfor-
mance. If there is no filter for packets being sent to mobile terminals, a
user could, quite reasonably, start an instant message service that pings all
the registered terminals every 10 min (say). If the terminals have to be idle for
15 min before they stop sending location updates at the cell level and move
to updates on paging area – that user is greatly increasing the signalling
traffic. Also, that mobile user, may be paying per packet delivered and will
object to junk mail and packets arriving and, perhaps, asking for high-quality
QoS at vast expense to view a margarine video ad. SIP, with its user contact
preferences, is well placed to act as a filter in this situation and to trigger
paging.

7.2.4 Quality of Service

For the QoS solution, there are still some very difficult questions, such as:

† How can end-to-end QoS be ensured when the end-to-end path crosses
several domains?

† Can any QoS be provided in the absence of end-to-end QoS?
† How can QoS be achieved in the face of the particular problems raised by

mobility and by the wireless environment?

The end-to-end QoS problem will be solved for the fixed network and is
not a mobile-specific issue. It could be fixed tomorrow if everyone agreed on
the signalling and service level agreements, and maybe users are simply
waiting for a de-facto standard to emerge. However, this process could
take a long time.
In the absence of end-to-end QoS, the acccess network (AN) might be

expected to be the weakest link, because, for instance:

† Its capacity is restricted.
† The QoS over the wireless link is poor.
† Handovers disrupt any QoS reservations.
† Unpredictable mobility patterns make dimensioning, traffic engineering

and admission control harder.

Therefore, it is not unreasonable to suggest that QoS might be required
within an AN, in order to enhance the effective overall QoS.
As discussed in Chapter 6, a promising approach to providing QoS in the

Access Network is based on the Integrated Services over DiffServ architec-
ture. In order to deliver QoS for real-time applications, the bounded delay
service is used, with RSVP signalling to reserve bandwidth at the required
routers. In order to deliver QoS in the Access Network when end-to-end QoS
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is absent, Chapter 6 suggested introducing a proxy, and using a modified
version of RSVP called ‘localised RSVP’. This allows the mobile terminal to
initiate the outbound QoS set-up and to instruct the proxy node to initiate
inbound QoS. This allow QoS not only within the Access Network for multi-
media services but also for activities like web browsing – where the web
server will not pay for QoS, but the mobile might be prepared to.
As regards QoS over the wireless link, this must involve co-operation

between layers 2 and 3. Later we describe a powerful new interface between
the two that would provide some of this co-operation.

7.2.5 Security

For security, there are two important issues: mutual authentication between
the terminals and network, and confidentiality.
For mutual authentication, there must be a shared secret between the

terminal and whoever is doing the billing. So, in GSM and UMTS, it is the
SIM card, for a customer and a bank it is the customer’s signature, and so on.
In an IP network, it does not matter what the secret is – it could be a 128-bit
key buried in a card (this is much safer than in the memory of a computer, say
– where hackers have shown that it is easy to overwrite/steal keys and pass-
words). There must also be a security association between the service provi-
der and the access network provider – so that the service and network
providers can exchange keys/challenges and the terminal can then chal-
lenge and authenticate the network and know that it is ‘approved’ by their
service provider. In practical terms, this means that there are AAAL (AAA
Local) and AAAH (AAA Home) servers that are able to exchange details
about the subscribed services for which the user is entitled to be billed
(QoS class, credit remaining, and so on). The local AAA server also needs
to trust the access routers – since they must accept (and authenticate), prob-
ably in real time, handovers from mobiles.
If the IP end-to-end principle is followed, confidentiality should be

provided end to end using something like IPSec. This now represents less
than a few per cent performance overhead on modern machine – and, in the
future, even less (Moore’s law). However, there are reasons why many trans-
actions would not use end-to-end security (e.g. due to the processor cost of
encryption on small terminals or difficulty of compressing encrypted head-
ers), and so the network should also provide encryption over the air to
prevent casual eavesdropping.

7.2.6 Interfaces

There is a need for inter-layer interfaces in a modular IP network – both to
allow interoperability and to partition the problem (e.g. confining the
mobile-related issues to the RAN). Traditionally, IP service interfaces have
not had complex functionality, but enhancing them is a way to preserve layer
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separation, maintaining the IP principles, whilst enhancing performance to
reach the functionality of traditional mobile networks. The most important
interface is probably the so-called ‘Layer 2.5’ – between the air interface and
the network (IP) layer. An all-IP network should be capable of connecting to
many different air interfaces (e.g. WLAN and TDMA), so a generic Layer 2 to
Layer 3 interface is needed. Moreover, it has to have considerable function-
ality if the overall performance of the system is to be efficient. For example,
handover can be done entirely at Layer 3 – using only IP messages. However,
it is the network card and Layer 2 processes that measure the signal-to-noise
ratio and know that handover is soon required. Chapter 5 showed that such
Layer 2 hints can greatly improve the performance of handover (packets lost,
packets delayed, etc.). Similarly with QoS, most wireless link layers have
buffers with a QoS mechanism, and wireless LAN access points might oper-
ate a Call Admission Control process. All of these must work in conjunction
with the IP layer processes. For example, there is no point in handing over a
call to find that there is no Layer 2 capacity for it or making detailed end-to-
end QoS signalling and set up to find that the link layer, across the air inter-
face, cannot support the QoS. There is a trade-off, then, between doing
everything at Layer 3, but inefficiently, and doing something with the help
of Layer 2 but needing a complicated interface to do it.
One such interface that has been proposed is the IP2W (IP to Wireless)

interface developed within the EU BRAIN project (www.ist-brain.org) (Figure
7.2). Each function has associated primitives that allow it to be used in a
generic way, and a convergence layer then adapts each underlying link layer
to provide the functionality. A discovery function allows the terminal and
access router to find out which of the optional functions are supported (e.g.
whether Layer 2 encryption is offered).
Another interface is clearly the transport service interface offered by the

transport layer to the applications. According to one of our IP design prin-
ciples – keep layer transparency – nothing above the transport layer is
allowed to know the details of how the packets are transported. Of course,
this is not true today, although one could argue that the socket interfaces are
an attempt at producing this functionality, albeit at a very low level. As
networks become more complex, better standard simple interfaces will be
required. Higher layer components, often referred to as QoS brokers, can
then use this functionality for managing the network resources as well as
coupling it with local computer resources (e.g. memory or CPU time) to
achieve greater QoS. However, all of these issues are above the network
design issue focused on here.

7.2.7 An Answer

Figure 7.3 shows an all-IP wireless network. This is an adaptation of a picture
that began in Eurescom Project P810 – about replacing ATM with IP in
wireless networks. The intelligence is provided at the edge of the network
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and is split between the access network provider (AAAL, SIP proxy for paging
and DHCP for address assignment) and service provider (SIP proxy for
service provision, including personal mobility, AAAH for accounting and
billing engine and DNS). Of course, there are many missing details, but
there is only space here for 4000 words and, after all, 3GPP have used
4000 pages for the complete R3 UMTS standard!

7.3 Advantages of an All-IP Network

Returning to the imaginary user from the 3G chapter, Mary (only by the time
an IP network has been rolled out, she has finished her Ph.D. and is on the
teaching staff at the University), this section examines what advantages she
might gain from using this all-IP network.
Mary starts her day at the University, where she is contracted to lecture one

day a week, by powering up her mini laptop – this is equipped with wireless
LAN (WLAN), Bluetooth and GPRS network cards and is set to scan for the
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available networks. In the University, WLANs are available in many parts of
the campus, and so Mary’s laptop chooses the University as her access
network provider (lowest cost) and presents her SIP URL – sip:mary.jones@x-
tel.com and the AAAL (Local Access Authentication and Accounting server)
contacts xtel to authenticate her and the University network to each other.
Details of Mary’s subscription – Silver Class – are downloaded to AAAL and
hence to the access router she has contacted. Mary wishes to check her e-
mail and so acquires an IP address locally.
An incoming instant message is sent to her by her friend Bob, in the form of

a SIP message to her SIP URL – this is redirected from Xtel’s SIP server to the
University SIP server and, because the DHCP process had created an entry in
the University SIP server, delivered to Mary.
Next, Mary wants to start her multicast teaching application – all the

students join the group and shared applications run over the top. Because
the access network handles multicast properly, the multicast tree is very
small – if she had been using UMTS or GPRS, each user would have required
a GTP tunnel from the GGSN.
Finally, the lecture ends, and Mary sits in the café having a much needed

cup of tea. She idly browses the web for Bob’s birthday present, typing in
URLs from the University magazine, unaware that the pages she is looking at
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come from a local web cache and not a distant server. Only because the IP
packets themselves are available locally – rather than encapsulated – is this
caching possible – ensuring a quicker, cheaper service. When she finds
something she likes, she buys it with her credit card – a smart card that fits
into the back of her laptop, and that sets up an IPsec connection to her credit
card provider.
Mary makes a voice over IP call to Bob – her terminal uses RSVP signalling

to set up the end-to-end QoS over the variety of networks used by the call.
The University access network uses ISSLL (IntServ over Specific Link Layers –
in this case IntServ over DiffServ), and the core network uses pure DiffServ.
Bob is on a UMTS network – requiring him to set up the QoS for his leg of the
connection with PDP context messages. These set up DiffServ markings in
the UMTS core network and AAL2 and radio bearers in the Radio Access
Network.
Unfortunately, after a series of seamless handovers between different

WLAN base stations, Mary wanders out of WLAN coverage and so her
terminal executes a vertical handover to UMTS. First, it gains a UMTS IP
address, then it sets up a PDP QoS context and uses SIP to INVITE Bob to the
same session on the new IP address.
Finally, Mary must attend a meeting of the department staff – the meeting

consists of six people in the room and one person who is in another building.
Mary’s laptop is used to connect, via the WLAN, to the distant colleague –
through the University Intranet – and the others all connect to her laptop by
forming an ad-hoc network using Bluetooth. Mary’s laptop then acts as a
mobile router relaying IP packets to and from the Internet – after download-
ing the appropriate mobile router software at the start of the meeting.
After work, Mary goes home, switches off her laptop, and reads her post.
How does this all-IP network compare with the original UMTS vision from

the late 1980s discussed in Chapter 2? It certainly offers a variety of access
technologies – including cellular, Wireless LAN, Bluetooth and ADSL. It
offers true broadband connectivity – with WLANs such as 802.11 and Hiper-
lan 2 (10 Mbit/s1) in some hot spots. A SIP-based VHE could also allow
common service to be adapted to location and access technology (e.g.
bandwidth). So, in the sense of the user functionality, it probably is closer
to the original vision than the early versions of 3G networks. However, it
does not include a satellite component and it is not the universal system
envisaged.
Of course, there are many difficulties and unresolved questions to moving

to such a network. In addition to the issues mentioned above, such as paging
and protection against spam, there are also other issues such as:

† Whether soft handover (for CDMA systems) can be supported on an all-IP
Network without a specialised Layer 2 switching network. As seen in
Chapter 2, the nature of soft handover in UMTS requires the user data
to be delivered to a set of base stations with very tight control of the timing
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of the steams (less than 100 ms difference). Current IP protocols do not
provide a solution to this problem, and without significant additions as
seen in the QoS chapter, IP does not provide tight packet jitter control.

† How the network can evolve from the current standards, in order to
exploit existing investments and to support existing terminals.

† Whether there is any benefit for operators in allowing transparent connec-
tions to other services – and indeed for breaking apart the value chain that
is currently so tightly linked to SIM-based authentication.

† What cost advantages such a network brings – or whether it is dominated
by the spectrum and air interface costs.

Perhaps a good way to predict if and when such an IP network will be
introduced is now to look at how new releases of UMTS, currently being
standardised, are moving to incorporate more IP ideas, architectures, and
protocols.

7.4 3G Network Evolution

The evolving 3G standards currently being worked on involve two new
concepts for traditional telecom networks: voice over IP (VoIP) and IP call/
session signalling for multimedia services. This section will provide a brief
overview of both.

7.4.1 UMTS R4 – All IP Transport

The second version of UMTS was originally called Release 2000 – following
the year that the standardisation was expected to be complete. However, it
was soon realised that the changes being make from the original version
(R99) were so large that they would have to be split into two standards that
would not be complete before 2002. Consequently, the original version of
UMTS was named R3 (since it was the third standards release by 3GPP) and
the new UMTS versions called R4 and R5.
UMTS R4 is only concerned with the Core network part of the circuit-

switched domain (CS-Domain) – the UTRAN and packet switched (PS)
domain remain the same. R4 takes the Iu-CS interface and allows it to be
connected to a media gateway so that the voice traffic can be carried in IP
packets – a form of voice over IP (VoIP). The general architecture is shown in
Figure 7.4.
The important point about R4 is that it is fully backwards compatible with

R3 (R99) – the terminals are unchanged and do not require an upgrade; they
offer exactly the same services and capabilities. The advantages with this
system are the cost savings, integration, flexibility, and evolution. The cost
savings are expected to arise from IP proving a cheaper switching technology
compared with a core linked by TDM circuits with 64 kbit/s per channel or
ATM technology. In addition, in R3, the low-rate mobile speech (Adaptive

IP FOR 3G260



Multi Rate codecs, giving a variable rate coding from 5 to 12 kbit/s) is
converted into 64 kbit/s PCM (Pulse Code Modulation) in the MSC – if this
connects to another mobile network, savings could be made by not trans-
coding the speech (i.e. from UMTS AMR to 64 kbit/s back to AMR – a major
processing overhead). The R4 network offers this flexibility. Cost savings also
arise from being able to run both CS and PS domains over the same core, and
this increases the flexibility and allows integration of monitoring and control
functions, for example. Operators might also have a core IP backbone that
can then be used for all fixed and mobile traffic. In R4, it is also possible to
dimension the user plane and control plane functions separately – Media
Gateways (MG) or Media Gateway Controllers (MGC) can be added inde-
pendently (see Chapter 4 for a full explanation of gateways and controllers).
Finally, R4 represents an evolutionary step towards a full VoIP solution –
where voice is packetised in the terminal. It was considered too large a step
for operators, manufacturers, and standards bodies to achieve this in a single
development.
What has, in effect, happened is that – compared with R99 – the MSC has

been split down the middle. The switching and user plane part has been
replaced by a MG, and the control, call state, and service logic part has been
turned into an MSC server. Signalling from the UTRAN is relayed to the MSC
server over TCP-IP – the MSC server controls the MG using the H248/
MEGACO protocol. The GMSC has also been split down the middle –
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with the GMSC server performing all the call control and HLR interrogation
of an R3 MSC.
Connection to other networks can avoid the conversion back out of IP

packets if the speech paths are compatible.

7.4.2 UMTS R5 – IP Call Control and Signalling

UMTS R5 changes only the packet switched (PS) core network – the circuit-
switched part of the core can be the MSC/GMSC of R3 or the MSC-server/
MG architecture of R4. R5 introduces two major elements to the PS core
network:

† A new core network domain – called the ‘Internet Multimedia core
network subsystem’ or IMS for short.

† An upgrade to the GSNs to support real-time voice and other delay-sensi-
tive services.

The UTRAN is also upgraded to support real-time handover of PS traffic
but is otherwise unchanged, with the interface between the core network
and UTRAN being via the normal AAL5 Iu(PS) interface. The overall R5
architecture is shown in Figure 7.5.
The real purpose of R5 is to enable an operator to offer new services –

examples might be: multimedia conferences (e.g. voice, video and white-
board), a multi-player, interactive game, and a location-based service. The
IM domain is about services – their access, creation, and payment – but in a
way that allows the operator to keep control of the content and revenue.
(There is an interesting contrast between traditional voice networks, where
services are integrated within the network and under the control of the
network operator, and IP networks, where services are provided at the
edge of the network in a way that is de-coupled from packet delivery.)
There are three fundamentally new aspects to the IM domain – call/session

set-up and control, roaming, and the use of IPv6. The next sections look at
each in detail, starting with call/session set-up and control.
Another issue concerns the treatment of voice in an R5 enabled network.

Clearly, it could now be carried over the PS domain as VoIP, but that does not
mean that it will be. In practice, MSCs (R3) or MSC-servers (R4) will probably
carry the voice-only traffic for a long time to come. Amongst the reasons are
that: there will be many non-R5 terminals that must be supported anyway;
and because the amount of voice traffic is more predictable than for multi-
media services, keeping the traffic separate might make network manage-
ment and dimensioning easier (at least whilst voice is the dominant traffic
source).
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Call Control

In the R3 packet switched domain, there is no concept of a call or session
(here, the term ‘call’ will be dropped, instead simply referring to multimedia
sessions that might include voice calls). Users set up a PDP context and
connect to their chosen access point – probably an ISP or corporate LAN.
They can access services, such as web browsing and e-mail and even video
streaming, but real-time interactive services will not be supported by the
offered QoS.
As an example of the benefit that the IM domain brings, consider a multi-

media conference. Imagine that a user has a laptop and an R5 PCMCIA card,
and wants to have a video/voice/whiteboard session with two colleagues –
something extremely difficult with R3. They start the session on voice and
whiteboard and only add the video half-way through. The IM domain needs
to provide the functionality to allow users to: locate each other, share infor-
mation such as codec type and bandwidth as well as adding new elements to
sessions and generating the Call Detail Records (CDRs) for charging. As
described in Chapter 4, 3GPP looked at two protocols for session initiation
and negotiation – SIP and H323 – and chose SIP largely because it was more
Internet-based, and the possibility existed to build on standard SIP to add 3G
functionality, developing this extended capability in co-operation with the
IETF. IM domain users are identified by a SIP URL – sip:mary.jones@xtel.com
– this allows an easy way for users to be contacted from IP domains. Note
that the IM domain is totally unaware of the mobility of the terminal, since it
is outside the packet switched domain.
UMTS R5 introduces a new functional element in the network called the
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call server control function, CSCF. It acts as a SIP proxy server, and its main
jobs are to:

† Locate users – translating SIP URLs to IP addresses.
† Proxy INVITE messages.
† Maintain information state on the session – to allow other multimedia

streams to be added to an existing session, for charging and because it
controls the MRF (Multimedia Resource Function – essentially a bridge
that allows multi-party sessions in a network that does not support multi-
cast).

Before any SIP messages can be sent to the CSCF, the terminal must set up
a PDP context especially for this purpose (CSCF discovery is covered in the
next section on roaming) – this PDP context uses the interactive QoS class
and is only used for signalling. The terminal runs a SIP user agent, and the
CSCF communicates with it via its IP address and port number. There is also
signalling between the CSCF and the GGSN, so that the GGSN can be
informed which flows are IM-related, in order to provide them with better
QoS than non-IMS flows. The protocol chosen for this signalling is the IETF’s
COPS (Common Object Policy Service) protocol for policy management. A
PDP context appropriate to the multimedia session can then be established.
R5 terminals must carry the AMR (Adaptive Multi Rate) speech coder of

earlier releases as a default and might, typically, produce a 12.2 kbit/s bit
stream.
A remaining problem is that of header compression. Without it, 12 kbt/s of

speech becomes 28 kbit/s for example, and the issue is unresolved as to
where the compression will be terminated (RNC or SGSN). If, however, the
user requires end-to-end encryption, as provided by IPsec, header compres-
sion is not possible, and the user would have to pay for 28 kbit/s across the
air.

Roaming

In GSM, a user can roam on to visited networks – provided that the visited
network can access the home HLR, and an agreement exists between the
two operators. The same kind of roaming is supported for R5 multimedia
services. In GSM roaming, call control always takes place in the visited
network, the only connection to the home network being access to the HLR.
In UMTS, there was a long and complicated discussion about whether IP

multimedia call control for roamers should take place in the visited or home
network. Those who said it should take place in the home network pushed
the argument that the user would have signed up for a range of services, and
many of these would not be available or would work differently in a visited
network. Those who favoured visited network control were concerned about
the long delays and signalling traffic created by having all services controlled
from the home network that might be located on a different continent.
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In the end, it was decided that R5 control would be controlled from the
home network. This complication gives rise to three ‘flavours’ of CSCF – the
P-CSCF (proxy CSCF), S-CSCF (Serving CSCF) and I-CSCF (Interrogating
CSCF). To explain the roles of these three CSCFs, suppose a user wishes to
make a VoIP (voice over IP) call to a user on another R5 network.
Before using IM domain services, including being able to receive an IM

session invite or call, a user must first register with the network. This always
takes place via a proxy CSCF (P-CSCF), whether users are in their home
network or not. The P-CSCF provides basic multimedia session support as
well as acting as a firewall to the IM domain. Users discover the P-CSCF by
first activating a PDP context for signalling and registration, gaining an IP
address either dynamically or statically in the usual way, and then sending a
DNS query for ‘P-CSCF’ – the DNS server at the GGSN then returns a P-CSCF
IP address. All mobile-to-network signalling is sent to a P-CSCF, and the
mobile never discovers the address of the other CSCFs.
A REGISTER message is sent by the user to the P-CSCF, and this is relayed

to an interrogating CSCF (I-CSCF) in the home network (the home network
could be identified by the P-CSCF using the IMSI or SIP URL of the user). The
I-CSCF acts as a gateway for foreign networks, polices access to the IM
domain via foreign networks, and interrogates the HSS (Home Subscriber
Server).
The HSS is simply the HLR with new capabilities added to take into

account the IM domain role. The HSS is also access-independent, so that
operators can reuse the IM domain for other IP access technologies such as
DSL and packet cable.
The I-CSCF in the home network retrieves the data about the subscriber

from the HSS, probably using LDAP (this is not yet defined) and selects a
CSCF to actually deal with the requested service – called the serving CSCF
(S-CSCF).
The serving CSCF actually has much more functionality than the proxy

and interrogating CSCFs. It has access to the resources needed to create
services, such as video servers and media gateways. An operator may
have several S-CSCFs with different capabilities and select the one to handle
the session based on the requested service.
The I-CSCF in the home network distributes the data retrieved from the

HSS to the CSCFs. At the end of this procedure the P-CSCF knows the IP
address of the S-CSCF, and the P-CSCF and S-CSCF have information about
the subscriber from the HSS. As in GSM, the HSS is aware of the location of
the user to re-route incoming INVITE messages.
Figure 7.6 outlines the process for a call using the IM domain between two

mobiles attached to different IMSs. The signalling involved has all been
detailed in 3GPP standards. (See Further reading for the details).
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IPv6

The IM domain will use IPv6 – so that user equipment will have to have an
IPv6 stack to register for IM services. The fundamental reason for using IPv6
was the exhaustion of IPv4 addresses – especially in Europe and Asia. IPv4
addresses are very limited in these areas, and with hundreds of millions of
new users expected, it was felt that the IPv6 address space was needed to
cope with this. In addition the enhanced security, auto-configuration and
header flexibility of IPv6 will simplify the service creation environment
(Chapter 3 gives a brief overview of some of the new features in IPv6).
The important issue with using IPv6 in the IM domain, and indeed with

IPv6 in general, is the question of interworking with IPv4 networks, which
are expected to continue to exist for many years after the launch of R5.When
UMTS is launched, it will be based on IPv4 carried over ATM. However, user
packets are carried over this network inside the GTP tunnelling protocol, and
so it is possible to carry both IPv4 and IPv6 packets across an IPv4 GPRS
network – provided the GGSN operates a dual stack (i.e. runs both IPv4 and
IPv6 stacks). Hence, upgrading UMTS to IPv6 – to replace the ATM transport
and IPv4 functionality, for the sake of a unified core network – could then be
undertaken anytime with no implications for users or services. The IM
domain would then be reachable from R5 terminals using IPv6 signalling,
but it is likely these that would feature a dual (IPv4/IPv6) stack. When inter-
acting with an IPv4 network, e.g. an ISP or corporate LAN, the R5 terminal
might choose IPv4 to avoid the need for interworking. Interworking,
however, will definitely be needed for the IM domain to interact with legacy
IPv4 domains – such as an H323 VoIP network.
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Outstanding Issues in R5

There are still many issues that need to be settled before R5 standardisation is
complete:

† Billing architecture.
† Interfaces to the HSS.
† Details of interfaces to application servers.
† Information flows for local and emergency services.
† Number and name portability issues.
† Mechanisms for interaction with visited network resources.
† Security solution and protocols to access the HSS.
† CS domain interworking.

7.4.3 Is R4/5 Worthy of the Term ‘all IP’?

How does the R5 architecture compare with the all-IP design outlined
earlier? On the face of it, it seems to fall a long way short:

† There is no native IP transport. The user data IP headers are never read or
used for routing – these are still encapsulated within GTP tunnels from the
RNC to the SGSN and from the SGSN to the GGSN. Web caching and
multicast are not possible when tunnels are used for each route.

† There is no easy integration path for other access technologies, such as
WLANs (which will be considered further later in this chapter).

† Security/HSS access from the SGSN and terminal is still via a separate SS7
signalling network.

† Session control uses SIP but does not follow the IP model of value chain
separation, e.g. a user’s network provider is still their service provider who
is still their content provider through the Internet Multimedia domain, and
when a user roams, their service access is controlled by their home
network. In addition, 3GPP does not use SIP in the way that an IETF
architecture would, e.g. security is done on the registration messages
and not on the INVITEs, and registration must be complete before issuing
an INVITE.

† The RAN is unchanged from the original version of UMTS except,
perhaps, for supporting real-time packet handover. It is still an AAL2
switching cloud.

† A special bridge is needed to emulate multicast. Each terminal requires an
IP tunnel to the bridge. A future anycast application would have to stop at
the GGSN, for example.

† The network design still violates the end-to-end and layering IP principles.
There is no support for end-to-end session creation – it takes place in the
IM domain.

† The VHE functionality is still provided by the HSS and limited to services
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such as IP pre-pay. It does not allow access without the SIM card and does
not support personal mobility.

7.4.4 CDMA2000 Evolution

Evolution is also planned of the original CDMA2000 1X standard, which was
discussed in Chapter 2. This is imaginatively called ‘CDMA 1xEV’ – EV
stands for evolution, and 1X refers to the system using a single 1.25-MHz
carrier. There is a two-phase strategy:

† CDMA 1xEV-DO – data only – which will increase the peak data rate on
the down link to a (theoretical) 2.4 Mb/s, with perhaps 600 kb/s average.
The DO service will have to be run on a separate carrier to basic
CDMA2000 1X. This has now been recognised by the ITU as part of
the 3G-IMT2000 family.

† CDMA 1xEV-DV – data and voice – which will once again allow voice
and high speed data to operate on the same carrier. It will also enable real-
time packet services and improved mechanisms for quality of service. It
may also increase the bit rate further.

1x-DO is expected to become available for operators during 2002,
whereas 1x-DV will be available about two years later.
The original CDMA evolution plans for wideband operation over three

carriers (i.e. 3.75 MHz) – called 3X – has been abandoned for the moment,
in favour of increasing the data rate within a single 1.25-MHz carrier.
Work is also going on to evolve CDMA2000’s core network in the 3GPP2

standardisation group. It is developing an ‘all IP’ solution – sometimes called
the NGN, next generation network. The path planned follows a similar
rationale to UMTS evolution in R4 and R5 – separating out the data and
control planes by introducing a Media Gateway, Media Gateway Controller,
and Signalling Gateway, and introducing the Megaco/H.248 and SIP proto-
cols. A detailed view of the functional architecture is shown in Figure 7.7.
CDMA2000 and UMTS core network evolutions might be expected to

converge, although backward compatibility with their earlier incarnations
is one stumbling block.

7.5 UMTS Beyond R5

There are a number of proposals for developments beyond R5 – not yet
called R6 – from 3GIP and 3GPP:

† Mobile IP (MIP) – Proposed to replace the GTP tunnels from the GGSN to
the RNC.

† EMA – Edge Mobility Architecture (MER-TORA as described in the mobi-
lity Chapter 5) from the RNC to the GGSN. See Figure 7.8.
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† GTP to the Radio Network Controller (RNC) – A single GTP tunnel to the
RNC from the GGSN – taking the SGSN out of the data path and turning it
into an SGGN-server that only receives signalling messages. This would
allow the SGSN control functions to be separately dimensioned from the
user traffic.

† SGSN server – This is a proposal to split the SGSN into a server for the
control parts and move the routing/network layer to a Media Gateway
(MGW). This is similar to the R4 splitting of the MSC into a MGW and
MGW controller.

† MGW/GSN Server – This is a proposal to have a MGW and Signalling
Gateway (SGW) for each type of access technology in order to harmonise
to a standard IP core. Each pair of gateways adapts the data and signalling
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to fit with an IP core. Thus, the UTRANwould have a pair of gateways – as
would a wireless LAN network.

Introducing MGWs would seem to be a regressive step from an IP point of
view – the whole point of IP is not to use gateways for signalling or traffic –
except to legacy networks. The reason for the proposal to split the SGSN is
primarily to allow separate signalling and data dimensioning and not really
related to IP issues. Only the first two proposals would result in native IP
transport down to the RNC.
Mobile IP is already used in cdma2000 but has well-known difficulties:

triangular routing and lack of real-time handover as well as security holes.
These could be developed with fast IPv6 MIP handover, for example. The
alternative seems to be MER-TORA, which would introduce native IP trans-
port down to the RNC and allow a number of the advantages of IP (multicast
to the RNC, caching, addition of WLANs, etc.). At the present time, however,
3GPP has not clarified what form post-R5 standards will take and seems
likely to take a cautious approach until it has operational experience of R3.
Overall, these proposals are beginning to address the need for native IP

routing in the PS domain and the need for the SGSN control functions to be
separated from its routing functions. This could be R6 phase one – and,
finally, for the routing functions to be replaced by Mobile IP or MER-
TORA as a second phase.

7.6 Wireless LANs

Many people think that wireless LANs have an important part to play in the
future of 3G evolution because:
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† They have a large amount of licence-exempt spectrum. Existing WLANs –
such as 802.11b – operate in the 2.4 GHz so-called ISM (Industrial Scien-
tific and Medical) band. 80 MHz of spectrum in Europe (and a different
allocation in the US) can be used without a specific licence. However,
many countries (including the UK) do not, at present, allow public tele-
communications to be offered in this spectrum, although this may change
in the near future. More spectrum is potentially available to the next-
generation WLANs – HIPERLAN/2 and 802.11a – in the 5-GHz band
(100 MHz1).

† They offer high bandwidths: 802.11b systems today can provide real user
throughputs in excess of several Mbit/s.

† The cards are cheap – typically $100 or so.
† Wireless LANs handle asymmetric traffic well.

The idea – as already seen with Mary at the University – is that WLANs
could provide hot-spot coverage (cafes, campuses, railway stations, offices,
etc.). They could provide higher bandwidths than cellular systems at a lower
cost (since the spectrum is free, and the cards are already high-volume low-
cost items).
One of the major debates within the industry is how to ‘unify’ WLANswith

3G systems such asUMTS.One solution is very similar to our design for an all-
IP mobile network – called loose coupling, the two systems only really share
the same IP core network and a common authenticationmechanism– either a
user’s SIM card authenticates that user, or they use a normal dial-IP password
and identifier (NAI). Loose coupling is shown in Figure 7.9. The alternative
unification route being considered is tight coupling – where the WLANs
provide only a link layer service, and all control/network functions are
based onUMTS protocols (such as RANAPand GTP). ETSI BRAN is consider-
ing both loose and tight coupling for HIPERLAN-UMTS interworking.
However, a question mark currently hangs over the next generation of

WLANs, with worries about the cost of radio transceivers in the 5-GHz
band and arguments over the maximum permitted power levels to avoid
interference with satellite users of the 5-GHz band. The huge success and
low cost of 802.11b is also pushing HIPERLAN products further into the
future.
It has just been announced that BT Group will launch a public WLAN

service in the UK over the summer of 2002 - giving access to the Internet and
corporate Intranets. Initially 20 sites are planned in airports, cafes and rail-
way stations, rising to 400 hotspots after the first year and 4000 in three
years.

7.7 Fourth Generation Mobile

What about 4G? There is no consistent opinion within the telecommunica-
tions industry today on what ‘4G’ really is – in fact, there are several different
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views being developed by different organisations and players involved.
Work on 4G has already begun, and this section will briefly review most
of the leading ideas on what 4G is.

7.7.1 4G is a Continuation from 1G ! 2G ! 3G – The System View

What has changed as the generations have changed? First-generation mobile
was analogue voice and offered no roaming or security. Second-generation
systems essentially offered the same service, voice, but with the advantages
of digital transmission and global standardisation, including roaming and
tighter security.
Taking 9.6 kbit/s as the data rate available for 2G, 2.5G offers higher rates –

anything from 14.4 kbit/s at launch to a maximum of 160 kbit/s or so. More
importantly, 2.5G also offers ‘always-on’ and per packet charging (as is the
case with i-mode). 3G will extend these data rates to 384 kbit/s and support
several simultaneous QoS classes for multimedia delivery. 3G has been
dominated by the air interface technology and the spectrum available to
deploy it around the world.
NTTDoCoMo see the key differentiator for 4G being speed – offering 2–20

Mb/s. Behind this view, lie key technological advances to increase the effi-
ciency of the air interface:
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† A wholly new air interface, to achieve the higher speeds at improved
spectral efficiency and at lower cost (1/10th is mentioned). Perhaps the
technology most commonly mentioned is OFDM (orthogonal frequency
division multiplexing).

† ‘Smart’ antennas – A smart antenna has an array of antenna elements that
can form a ‘directed’ beam, thus increasing the gain for the desired signal,
reducing unwanted interference, and also helping to mitigate against
multipath effects. The technique is said to exploit ‘spatial diversity’. The
normal assumption is that the smart antenna would initially be at the base
station only but later might be at the terminal as well. The latter are
referred to as MIMO systems (Multiple Input Multiple Output). Theoreti-
cally, M antennas at each ends gives an M-fold increase in capacity for the
same bandwidth and transmit power, but at some point, practical consid-
erations will limit the gain.

Since this view of 4G is about defining a whole new system, it also means
that:

† A new radio access network needs to be developed, and perhaps a new
core network as well, to support the new air interface. This might be based
on IP.

† A new spectrummust be identified and assigned, in which the 4G systems
can operate. The main suggestion is to use bands that are currently used
for defence and/or broadcasting purposes, either by re-farming or co-
farming (the latter means joint use).

Another organisation following this view is the ITU-R, and, following the
completion of the IMT-2000 family, working party 8F is examining higher
capabilities and spectrum needs.
Taking the ‘4G as a continuation of 1/2/3G’ view, current estimations

(Figure 7.10) predict that such a system will be available in 2010–2015.

7.7.2 4G is a Network of Networks (IP) – The Network View

Another view is that there are so many access technologies coming on
stream – wireless LANs, DSL, satellites, broadcasting (DVB), etc. that what
is needed is a way for users to seamlessly access common services using any
of them. This is the view expressed, for example, by Siemens in and also by
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the European Commission. In the ‘network of networks’ view, the key
emphasis is on common security, mobile, and service provision from servers
at the edge of network. Users would be offered personal mobility – that is,
they would be able to use different terminals and still access their services, as
well as new terminals with software radio that are capable of transmitting
over a wide range of existing air interface technologies. Proponents of this
view see wireless LANs providing high bandwidths in hot-spot areas such as
shopping malls and offices.
A key technology in some people’s view is ‘software-defined radio’ –

which refers to the ability of a terminal or base station to operate in more
than one mode and/or frequency band, which is in some sense under soft-
ware control. Its purpose is to reuse some of the transceiver ‘components’,
thus reducing the cost and size compared with having completely separate
transceivers for each operating mode/frequency. The level of ‘component’
reuse and degree of software control is conceived at a variety of levels, with
potential benefits being increasingly complex to realise. It is probably too
difficult and risky a first step to have handsets with software-defined radio –
so there would be ‘dumb’, single-mode handsets with base stations that
recognise the terminal type and intelligently adapt according to the termi-
nal’s particular protocol and system.
This view believes that the network architecture will have a common

server farm providing functions such as billing and personalisation for
each user (VHE). The standard IP fixed network is pushed out to the base
stations (i.e. they become access routers), where the appropriate access
technology delivers the packets over the final hop to the terminal. Variants
of the view would be whether different access technologies require a sepa-
rate IP-based ‘access network’ that connects to a common core, or whether a
common, integrated access network is realisable. Network integration could
lead to cost savings and a more consistent user experience. This view is
essentially that propounded earlier as the ‘all-IP’ vision.
One important challenge is to cope with vertical handovers, i.e. from one

sort of access technology to another – for example, how to deal with changes
in bit rate, link quality, etc. There may be a role for context transfer of ‘useful
information’ from the old to the new access router (see Chapter 5). Another
issue is how to decide which type of access to use where there is a choice –
users will have different terminal capabilities, and different personal trade-
offs between price and performance.

7.7.3 4G is User-driven

Another view goes further than the ‘network of networks’ view to include ad-
hoc and self-organising networks as well as totally transparent public/private
wireless systems. Users are the key players – being able to route traffic
through overlapping private LANs when that is the cheapest option and
also having seamless handovers to cellular systems. Ad-hoc systems allow
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users to create local connectivity as well as reach access points not imme-
diately available to them: an example scenario would be in a student café
where one student terminal was within Bluetooth range of a fixed DSL node,
and other students across a wide area were able to send traffic through this
node.
Others speculate about a future where there are many more wireless

devices. There might be a ‘body LAN’ of ‘wearable computers’ connected
via a pico-LAN rather like Bluetooth – or a network of sensors built into the
everyday environment – hidden in the carpet, for instance. The two systems
might talk to each other, so that as a person walked, the lights could turn on,
or perhaps even a person’s identity could be confirmed by recognising their
weight and stride pattern.
Fortunately, these views are not mutually contradictory. An all-IP network

of the type detailed earlier in this chapter is compatible with all these ideas:
a new air interface, a network of IP networks, and a user-driven future with
the value chain broken apart. A new air interface is highly likely to be more
IP-friendly, meaning it could have an IP-based access network, would be
optimised for IP traffic, and would have a standard interface to the rest of
the network. A network of networks is very similar to our IP designed
network – although the proponents of this view seem to imply the SIM is
still the key to roaming and payment for services. Without doubt, however,
4G networks will be based on IP transport – just as 3G was based on ATM
in the 1990s and GSM on 64 kbit/s TDM technology in the 1980s. The only
real question is whether IP itself will have evolved out of recognition or will
have been replaced by a newer networking technology over the course of
the next decade that it will almost certainly take to complete a 4G stan-
dard(s).
So, as we move out in time to 2012 (maybe), the vagueness of the tech-

nology road map and the temporal distance to 4Gmight, just possibly, justify
a final conclusion:

3G 1 IP ¼ 4G.
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